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1 Introduction

1.1 Merbon SCADA

Merbon SCADA is a server application used for process visualisation. The
package is designed for creating monitor networks of various technologies through
telemetric networks and different types of local communication. The system takes
advantage of the most modern software tools and communication standards but
incorporates a great deal of verified “technically standard” solutions as well. The
modularity of the system enables gradual construction of the dispatching sites from
the simplest visualisation of metering data to distributed integrated systems. Particular
emphasis is placed on high reliability, fast application engineering and easy settings

even for less experienced users.

1.2 Project engineering

This manual is intended to describe the process of implementation and
configuration of RcWare Vision project in a Merbon SCADA Server environment. In the
first part it shows how to set up automatic project launching and periodic trend data
saving in a Merbon DB from a PLC or from Merbon SCADA Server. The second part
deals with Merbon Alarm Server setup, alarm export, and setup of alarm e-mails and
SMS. The last part describes user policies. The final chapter, ,,Basic problem

diagnostics”, helps the user in case of troubles with implementation.

4 11/2023 This document is up-to-date for version Merbon SCADA installer 1.9.2
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Merbon SCADA Server manages communication with the PLCs. It establishes
and checks the communication with PLCs and displays the current values on its web
pages. The trend values may be optionally saved in a database: the data may be
written directly by the PLCs, or by the Merbon SCADA Server.

The Domain Server is used for definition of users and user groups. The Alarm
Server then controls alarm processing, alarm history saving, and sending of alarm

messages.
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2 RcWare Vision — The Editor

As a compatibility with RcWare Vision projects is required, projects may be

Interni informace

exported to Merbon SCADA directly from RcWare Vision. What must be preserved are

all principles of datapoint engineering, mapping to the PLC project data, plant graphics

engineering, and communication channel definition (see the engineering notes at

https://domat-int.com/en/downloads/technical-documentation , ReWare Vision

Function Overview). This document supposes that the project is fully functional and

communicative in the RcWare Vision environment.

There are also parameters which are specific for the RcWare Vision installation

rather than for the project. Those parameters which are transferred to the Merbon

SCADA Server XML definition files are described below.

2.1

Expart

Basic seftings lgnmmunicalinn 1 History settings] Scada server upload | Advanced settings | Alaim settings ]

Automatic start of exported projects

to bervis SCADA I Report ]

Path to create SCADA praject ‘E'\wsmn_dala\expmt
Rioot alarm path in AlamServer ‘ Set default
Path for saving test history files ‘C.\wswunﬁdala\hisluw
Path for overflow buffers ‘
[7 Leave out check before expart
[ Create new station GUID on duplicity [saves file)
[7 Create new schema GUID an duplicity [saves file]
User rights
Create rights
¥ Full control [project_name] ‘HIZENI
¥ Alarm aperation [project_name] [UDRZB&
v Feadonly [project_name] ‘DDZDFE
Frojects domain name: ‘DEFAULT_DUMAIN
[¥ Set project access user rights in projects.config
[~ Export RC access policy rights
I [V Setrun for exported projects on Scada server startup I
[ Don't export schemas and graph templates
™ Export stations separately
Profile: |default - Save profile Load profile Export all... Export selected stations. .. |

Automatic lauching of selected projects at start of Merbon SCADA can be

Project start on SCADA server start

|

configured in the SCADA export dialogue Settings -> Export to Scada2. In the Advanced

settings tab there is an option Set run for exported projects on Scada server startup. If

this function is enabled, all exported projects in the behaviors.config configuration file

6 11/2023 This document is up-to-date for version Merbon SCADA installer 1.9.2
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will be set to start automatically with the Merbon SCADA Server service start. This

option is better than the Automatic project start at startup (see 2.1.1).

2.1.1 Automatic project start on startup

Another way how to make a project to start automatically is the
RcWare Vision automatic project start. When the project definition is exported,
the Settings — PC Resources — On Startup configuration is included, namely
Stations for online communication on program start. There is a list of all
projects which are launched after the Merbon SCADA server service starts. Click
the Use parameters button to save settings and apply changes after the RcWare
Vision restarts. The disadvantage of this method is that after RcWare Vision is
started even as an editor only, all projects which are selected start to attempt
to communicate with PLCs, write data into the database, etc. This may be an
unwanted behaviour in some situations. It is recommended to use the option
which is described in 2.1. It works for Merbon SCADA only, the projects are not

started in RcWare Vision.

Computer resources settings: DESKTOP-NUURDEG Profile: Default X
Edited profile E dited communication channel
|Default j + - | 1 S drivers ﬂ
On start-up ] Partsz ] Modem] Directoriesl ALARMz report] Drivers] Actualization] Performance] History] Visian Proxy
[refault profile
™ Profile selection |Default j " Do not open any windows
Diehend vmes &+ window state on last closing
[ Require user password |ru:_admin j " Window state on last administrator's closiv

(" Default user state

Azzigne curent state to the default user |

| Iv Station for OM-LIME communication on program start |

Ir--1EFI BOM_SCADA_DEMO = (0] C:4 4 TAMMERBON_SCADA_DEMOYN

= Remave

[ Don't ask on application close

It iz necessary to exit BcWare and run it again bo confirm changes and make themn active

Y |ze parameters +f 0K 2 Cancel

PC Resources settings

Check the exported configuration in the scada\cfg\behaviours.config file.

7 11/2023 This document is up-to-date for version Merbon SCADA installer 1.9.2
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I 4 = | cfg - [} X

Home Share View A o
» o cut . ] x _IJ 3 New item ~ ilopen - HHsetectan
|

W Copy path ﬂ Easy access 1 Edit -0 Select none
Pin to Quick Copy Paste - Move Copy Delete Rename Mew Properties
access EI Paste shortcut ta ta - falder - 4 History E‘E‘ Invert selection
Clipboard Organise Mew Open Select
« v :I This PC » Windows (C:) » vision_data » _export » scada » cfg I v O Search cfg 2
[ This PC ~ MName Date modified Type Size
". 3D Objects B behaviors.config 04/10/2018 13:26 COMFIG File 1KB
I Deskiop B projects.config 04/10/2018 13:26 CONFIG File 5KB

Documents
; Downloads

Exported behaviours.config file

A sample from the XML file, according to the configuration above, where the

project with its GUID appears at the highlighted line:
<?xml version="1.0" encoding="utf-8"?>
<projectBehaviors xmlns:r="http://dev.rcware.eu/serialization
/references" kernelId="30303030-3030-3030-3030-303030303030"

xmlns="http://dev.rcware.eu/scada/project-behaviors">

<behaviors>
<behavior projId="e2ae9515-d28d-4114-8cd7-78ccdeabbafb">
<startupRun runCommand="LocalStart" />
</behavior>
</behaviors>

</projectBehaviors>

The project GUID can be found in the data point editor when unlocked:

@ Retare Regisation MEREON SCADA_DEMO - it ReNare\ DATA MERON SCADA | - o %
G Veew Communication Setlings Window  Access  Operator Tagging Edit Help e
B [0 VW a =i E 0l ot
WED Tl L%
[ 13 MEDON_SCAna_DEM NS VTN OS AT TGN S SATIS cn1 00 Ofmmces] 00 Ofmm:zs]

I cissiontre| [ MERBOM SCADADEMO | Vawe| | [ | |

1
e izl 1
el 1ans meton, SCADA.dema peny 1 W ch FE. 1 demo
U] 11121504 domoman icB_srghaammenaydelay Astas 172/ VO FE 1 domo
vjg  schecer 1 domo
0] 1111 (15,00 e mies 13_1_schad b bk Tpg o 41610/ ch1 30 1 o
e 1 demo
o el 1 e
g 1 denos
e ] oao
e 1 demo
uigl 118 X L 1 e
T E U 6] 1114 150, SCADA demomanti_squbemkuve il B41AB40ch1 1
wat ‘ & U6 11150150 STADA_dema ran 1L_maabemakcive X EIAMROch1 1
[ E 06| 11,1615 SCADA_demo mantl_ecuthermacure 111 BM1AA000chT 1
il E D6 11170 S0 e e 1 SR 1
T E Uj6] 11 16150, SCADA denomanti_sausemakue D2 B ch1 1
wat ‘ 5 U6 11190150 STADA_dema ran 1L_maabwmabunve P ELASZ0ch] |
T E 06| 1120015 SCADA, demo mant]_ecuthermacure 172 BH1/AN040chT 1
W E UJ6] 1121 15in SCADA domarmain)_sdbemakirve Fr2BSH/ARRD ch1 1
| E 061122150, SCxD4 dmomantl squtemacune DS 1
Wt } E U 1) 230150 SCADA_demaman s Abemakuve PGSR 1
T E e 1
W | E g FABIATO 1
war | E el i
| £ Ve 1
|| E el 1
= == '
P = i
Wi | E Ve hemakuree FDY GBI 1
EE U] 112150 SCADA, demoman | _ecuthermacurvs Oul BB ch1 1
o 1. Mo, [ = 06| 11 3015 on_STADA_demn men1_eq.abemskunve e 6381/18/0 ch 1 FE 1
et ooy . [t £ 6] 1138 157, SCADA_ ot e T_ecgahematns Out BH1/ATIBO ch1 | 1
g s |e
D dfrdin | s/ Outss| Al | Deperdencies et bocking | Reere 0P Seve | Hitoy | Purring mode| Ipon/Evpon | Expostten]
Dt pi DF e Dt et rton desction Ao o RcWore dtapont 0P GUD
[reioon S0A0A koo <] Y dm‘ 113 By [zt B ChargaGUID
[T O gt st o view rum i“iﬂ'm = !:;-‘ﬁ |a |
DB cutpd o view P b = =
e o PLE for O P gt T Geresad e aor il
Er-a— | Il Fj ™ Corfim buston eess
Shoeponete 2 F=
ELC o Updae sensivir
05 o B =
IT_stor st _aiter P, Do W 10103018 13235

Project GUID
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3 Export of SCADA project and upload to
Merbon SCADA

If a previous version of a project had been uploaded to the SCADA server, it is
recommended to back it up. Default is ,,C:\vision_data\scada\projects”.

In the ,vision_data“ folder there are already uploaded projects.

= = | vision_data — O e

Home Share View 0
* IJ A4y Cut x %New item = _] Open ESelect all
W] Copy path - ﬂ Easy access Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties
access d Paste shortcut ta ta - folder - £ History DDIn\rert selection
Clipboard Organise Mew Open Select
<« v » ThisPC » Windows (C:) » wvision_data » v O Search vision_data 2
~
&=/ Pictures -, " MName Date modified Type Size

Alarm server SCADA

scada 11/10/2018 15:22 File folder

The vision_data folder

Next, open Settings -> Export to Scada2 in RcWare Vision.

& RelWare Computer DESKTOP-NUURDEG Regiration: DEMO DEMO vesicn » it il for commanication - MERBON SCADA DEWO - eier|C/\ReWare OATA\MEREOH SCADA 1 - 8 x
(3 View Communicabon | Sexings Window Access Openion Tagging £6t Help .
B o & W% PCrmsources - Otine
5 i Userdefntion
g
R T ) S i
s MERBON.SCADADEM sy Coaaction sufntion
o Tock: menu
R Syem activiies watch

* 000G rs] | 000w 15]

0
1
a i
3 olle marhan_SCADA,_dema topeni 31 W0 ch 1 FE 1 dema.
'2 f‘"’“":‘”;"“"‘m Pt | ot Limg  EEE olel 7 5
i o teEnckegy sk ¥ SE oje 0 1 dem
1§ Scherna pctures acminitiation e ST olel 3 e
e s o okl : =
Saion s o ool ole] i s
; ol | r
© Bscne EIVGR fucton o ALARM repotng [ - o ! |
Qs = e = : =
Aloweice mestages s 2P [ ole] : e
v Shew info about unknewn SMS messages o |t E e 1
i CTd = ollg 1
PLC Marspulmion caien T E o b 000 e !
[TUVIDRANBIEAT (3 e tema_botel by . T E 0jg 1117 [155n_SCAD_demo main H_equihemalourve Fr'| 6581/4/54/0 ch 1 1
oo i E 1] 111615 SCOA dama st DE LA 1| T
@ stviemaboelnz BT = 0] 1119015 SCAM_dermain 1 _seusbrmmabrune P2 G120 ch1 | 1
[TuT1CB200R 154728 i wi.chema b2 il = 0/j] 1120015, SCADA_derma man 1_sqathemakure T2 BHIAAD ch1 | 1
RN B0 (] e o2 e E iG] 112115 SCADA ek P2 SV o 1|1
[Tut1 DRI 1S4T26 i cshema barelid ot i ol  SEADA_doma main_eqaharmaicurve ) 841/4/820 ch | 1
inena_botal 153 T = ojid 1
ehrkema_kolel i3 CTi = ollg 1
sy it = ol SchD S
syl e = Gi€] 112615 SEAD,doma st DA SV ch |1
i T E O1e] 1127 19 SCADA dam st A AL 1|1
ke bobel ird 1 = DM 11260151 SCADA_dera main 1_squithemnakurve Tr4 83414711200 ch 1 1
£ hioma_kotel 4 st = 0/J] 11281550 SCADA_demmain 1_scusbemabsurve Fid SS614 7B ch1| 1
T | ey e s iG] 113157 A0 o na ! emsbemave OV SSUVAUD ch1| 1
[ BT g e crema bovel ity wr i g X 1
(UM IR0 ISATE (] e rbmens bl ot i K= i
[TUT ORISR Gt et chema kolely_nar node . Men R E oig 1
TN OSANBIEARE [ v hmms_hotely_nar_ vl BOT o« | mar = ol 1
e gl 2
[ P defton| Inputs/Diua | Ao | Deperetsncios and boing | Rewarn OPC Semver | Hito: e % | Impost/Espcet | Expat/imerval|
ot bbaen i s | St [T ——r .
ol P ——— = — i T ———
o o || | I oot ey oy
it T
Y b (e ]
W o = Pt oot Tt e

Export to Scada2
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3.1 Export dialogue and settings

The Export to Merbon SCADA dialogue is displayed:

Interni informace

SCADAZ Export x
Export to Mervis SCADA ] Report ]
Basic settings I Enmmumcatiﬂn] History settings I Scada server upload ] Advanced sallings] Alarm settings
Path to create SCADA project |C.\ws|un,data J
Root alam path in AlamS erver |Impurtad from Rcw are Set default
Path far saving test histary files |C:\vision_data\scada .
Path for averflows bufters |
™ Leave out check before export
[ Create new station GUID on duplicity [zaves file]
™ Create new schema GUID on duplicity [saves file]
User rights
Create rights
Jv Full control [project_name]_ |FHZEN|
v Alaim operation [project_name]_ |UDF!ZEA
v Fiead only [praject_name] |DDZDR
Projects domain name |DEFALILT_DDMAIN
¥ Set project access user rights in projects. config
I~ Ermort T access nolicy niahis
v Set un for exported projects on Scada server startup
[ Don't export schemas and graph templates
[ Ewport stations separately
Prafile: - Save profile Load profile Export all.. Export selected stations... |

Dialogue for Merbon SCADA export

If a project is exported after all necessary parameters have been set up, the
dialogue setting is saved for all following exports. The setting also ccan be saved in
profiles — use the ,Save profile” button in the lower part of the dialogue. A profile can

be read and activated using the ,Load profile” button.

Dialogue — Basic settings:

e Path to create SCADA project — folder where files with Merbon SCADA projects
will be exported (folders cfg and projects)

e Root alarm path in AlarmServer — root folder for tree structure of alarm server
in a particular project

e Path for saving text history files — in case database is not used for history
storage. This path is saved in the config file at every project -> projects\(project
GUID)\(project GUID).FILEHISTORYCONFIG

e Leave out check before export — check of incompatible settings. If you are sure
that it is not necessary, it can be left out. Checking of large project takes more
time. If there is incompatibility and the project is not checked, the conversion
process returns errors and terminates.

10 11/2023 This document is up-to-date for version Merbon SCADA installer 1.9.2
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Note: Leaving out check before export can also be useful for more exact
specification of an error in the Merbon SCADA server log when attempting to
start the service.
e Create new Station GUID on duplicity (saves file) — on duplicity, the GUID in
the RcWare Vision project is changed as well.
e Create new schema GUID on duplicity (saves file) — on duplicity, the schema
GUID in the RcWare Vision project is changed as well.
e Createrights:
o Full control [project_name_RIZENI]
o Alarm operation [project_name_UDRZBA]
o Read only [project_name_DOZOR]

User groups are created (see 8.2) and exported as far as to the project
(cfg\projects.config) and schema
(projects\project GUID\schemas\schemas.config) level and data points.

e Project domain name — Domain name at the Domain server. Must be kept as is
- ,DEFAULT_DOMAIN*.

e Set projects access user rights in projects.config — this options allows creation
of user groups Full control, Alarm operation and Read only in exported
projects.

e Export access policy rights - Export of rights to schemas and graph templates
(predefined view in RcWare Vision).projects\project GUID
\schemas\schemas.config

e Set run for exported projects on SCADA server startup — always let active. After
SCADA server (re)start, projects will start communication to PLCs, which is
required in 99 % of installations.

o Do not export schemas and graph templates — only the datapoint table will be
exported. This is useful if only the datapoint table shall be updated and there are
big schemas (plant graphics, floor plans) in the project, which would slow down
the export.

e Export stations separately — at sites with large number of projects (100+) the
projects can not be exported all at once. (RcWare Vision would consume too
much resources and Windows would shut it down.) Check this to export
projects one after another and save Windows resources.

Note that if there are projects exported which contain schemas with references
to other projects, this option must be NOT checked for successfull export. (= All
projects must be exported together.)

e Export all... - all projects contained in the DATA folder in the RcWare Vision
installation will be exported

e Export selected stations — only projects selected by user will be exported.

11 11/2023 This document is up-to-date for version Merbon SCADA installer 1.9.2
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Dialogue — Communication:

SCADAZ Export X
Export to Mervis SCADA 1 Report ]

Basic settings  Commurication I Histary settings | Scada server upload | Advanced settlngs] Blarm zetings
W W2 divers

™ Transfer force refresh setting

™ Set comm enor indication delay [+2 drivers orly)

300 [sec]
[~ Use port mapping file | .

MervisDb driver

I Use MervisDb driver for communication

parameters: ‘ [if ernpty, MervisDb driver is used for all communication)

channels to use MervisDb driver in separate stations. Example: [DEMO,1.5,12)4TEST,3.8]
[™ Allaws write frarm MervisDb driver
™ History datais saved from PLC

OPC UA driver

™ Use Opela driver for datapaints with OPC communication

parameters: ‘[D EMOlcislo_hw_kanalulid_opc_serverulopc_items_prefie] [TES T|cizlo_hw_kanalulid_opc_serverulopc_items_prefic]

farmat: [projects_namelhw_channe|_nolopc_server_uilopc_items_prefisluser_namelpasewordlasync_mads]. ]

RicLink driver

I Rclink communication with: ‘\Uca\husl

Profile: - Save profile Load profile Export all... Expart selected stations... |

Communication settings

e V2 drivers - SCADA used different versions of communication drivers (SSCP,
SoftPLC link ...) in the past. Now, V2 drivers are used as a standard. For new
projects, this option should be checked.

o Transfer force refresh setting - For SoftPLC Link: If the driver should take the PC
time rather than PLC time for datapoint refresh, this is defined in the
communication definition data point in RcWare Vision (Force refresh). Check
this to take over this setting from the RcWare Vision data file.

e Set comm error indication delay (V2 drivers only) — time delay to indicate
communication failure at a data point (caused e.g. by a bad communication
line)

o Use port mapping file

e Use Mervis DB driver for all communication — if the data source for the
complete project is a database (the communication with PLCs will not be
established at all). SCADA only communicates with the database rather than
with PLCs.

o Allow writing from Mervis DB driver
o History data is saved from PLC: PC actively pushes data to the database

e Use OpcUa driver for datapoints with OPC communication - this setting is
used for internal testing purposes only.

Merbon SCADA does not support OPC communication in the current version.

12 11/2023 This document is up-to-date for version Merbon SCADA installer 1.9.2
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e RcLink communication with: SCADA communicates to a running instance of
RcWare Vision rather than direct to PLCs. Here, enter the IP address of the
server where RcWare Vision is running.

Dialogue — History settings

SCADA2 Export X
Export to Mervis SCADA I Report ]

Basic seftings \ Communication History settings I Scada server upload | Advanced settings | Alarm settings I

DB settings [ Use own DB server setfings

™ Use DB profiles [AciwareDb +2) Own DB seftings
I~ Create profile for each datapoints group [ p J
r
‘2 DB server uri |htlp./‘/localhusl 9876/EsgDhéccess
i Login name |
g Password |
7 Client 1D |F(\:E\ienl1

8
I~ Don't create save triggers for.
[~ HW channels

[ data points groups

TN —
< >

[ Don't create Rc\wareDb 1 definitions

[ Force DB saving setting

-
[~ Set history type preference order

[ Use datapoint's timestamp when saving value RcwWareDB v2

RckWwareDB 1
File history Daown

Up

[ Don't set SOL history when only hysteresis selected

[ File history read-only

Profile: - Save profile Load profile Export all.. Export selected stations...

History settings dialogue

o Use DB profiles - use more databases from a single project. Now not definable
in RcWare Vision.

e Force DB saving setting — check to overwrite the Save data to selected server in
the SQL Server setting dialogue. At the selected points, data will be saved to
database.

e Use datapoint timestamp for saving — normally, the SCADA server timestamp
is used when saving data to database. If this setting is enabled, the datapoint
timestamp is used instead.

e Do not set SQL history when only hysteresis selected - if there is hysteresis
history set in the data file, these data points are saved in database
automatically (even if the SQL history tag is not set). To prevent this, check this
feature, and only the SQL history tagged data points will be saved to database.

e File history read-only - History files can be read, yet not written. Old RcWare
Vision history files can be used and copied to the respective Merbon SCADA
folder to display trends recorded in RcWare Vision.

e Use own DB server settings — overrides the DB server settings as in RcWare
Vision. Use this when the database settings should not be configured in
RcWare.
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Set history type preference order - check to apply the set priority of history

types.

Upload to SCADA server dialogue

SCADA2 Export
Export to Mervis SCADA } Report ]

B asic zettings ] Communication ] History settings  Stada server upload | advanced settlngs] filam zettings

™ Upload projects to Scada server
SCADA server

il [ttp/ A alhost: D520 |

User name: | admin
Pasgword. [

Project start/stop timeout. |60 j [zec]

[™ Force project start after upload

[™ Delete curent values files [.datax) on project start

Profile; - Save profile Load prafile

Export all.

Export selected stations |

Scada server upload dialogue

Upload project to SCADA server — Fill in URL and credentials to Scada server,
and upload projects to this server after conversion. The projects must exist on

the SCADA server already (= be defined in projects.config), otherwise the

upload fails (see chapter 4).

o Force project start after upload — after project upload the project is
launched (LocalRun) regardless of its previous state. If unchecked, the

project is set to its previous state.

o Delete current values files (.datax) on project start — the .datax file is
deleted when restarting. Not necessary to use at version 1.6.6 and later.
This option may be useful at older SCADA versions, where the .datax file
may contain out-of-date values, and the changes initiated by user would
not be reflected in the datapoint table or schemas after the project is

overwritten.

I1INote!!! If there are user-edited texts in the schemas, the .datax file
must NOT be deleted. Otherwise all changes in values made by users

during the SCADA project operation would be lost.

11/2023 This document is up-to-date for version Merbon SCADA installer 1.9.2



domat

control system Interni informace

Dialogue description — Extended settings (only those settings which now affect the

exported project properties are described here)

SCADAZ Export X
Export to Mervis SCADA 1 Feport I
Easic eattings ] LCommunication ] Histary settings | Scada serverupload  Advanced settings | Alamn settings
Schemas
v Automatically convert stations referenced in schemas
[ Schema - local station if not found
I Allow user test edit in schemas
Schema links mapping file
Schemas button style Rew aretision -
v Preserve tab characters in test interfaces’ values
v Create TimeSpan data paint for input variables of "TIME" type [SSCP v2 only]
™ Set empty groups visibility
I Invisible
™ Load groups to set list from saved headers list
™ Create Mervishnalptics configuration
™ Save periodical export flag as Energis export tag
™ For datapoints with Energis_Mode_|d set only
Profile: - Save profile Load profile Ewpart all... Expart selected stations...
Advanced settings

e Automatically convert stations referenced in schemas — this setting is to be let
active. If there are references to data points outside of the exported projects in
the schemas, connections will be created by exporting .data files from the
referenced projects.

e Schema - local station if not found: this setting needs not to be enabled at this
moment. If a schema contains references to other projects which are not
available, the export process tries to find the datapoint in the currently
exported project.

e Enable user text editing in schema — must be enabled if schemas contain texts
to be edited by users when the SCADA service is running (note that the .datax
files must NOT be deleted when copying the exported SCADA projects to SCADA
server).

e Schema links mapping file

e Schemas button style — style of the default look of buttons in the schemas. There
are two options:
o RcWare Vision — standard look with a 3D effect
o Mervis — button is displayed as a square which takes over the colours set
up in the schema, which indicates if the button is pressed or not.
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Preserve tab character in text interfaces values - Fix for a particular case
where Tab characters were replaced by space characters unitentionally.
Create TimeSpan data point for input variables of TIME type (SSCP v2 only) —
If a TIME value is on a data point input, it will create a TimeSpan data point
type rather than take over the RcWare Vision data type
Set visibility of empty groups:

o Invisible —the groups are not displayed in the datapoint table

o Load groups to set list from saved header list — the saved header list to

display is loaded.

Dialogue description — Alarm settings

SCADA2 Export x
Export o hervis SCADA | Repart |
Basic settings | Commurication | Histary seftings | Scada server upload | Advanced settings Alam settings
SoltPIc/RE larmy
¥ SoftFle/R12 alam skipty na SoftPlcélamCore
¥ allow “inactive acknowledged" state
[V set slaim mazks ..
¥ force alarm memory enabled
Rt2 alarm point
¥ Use Rt2 AlamPaint DP Core
[V st ovn alam masks ©
Profile: - Save profile Load profile Export all. Export selected stations.. ‘

Alarm settings

SoftPLC alarm scripts to SoftPLC AlarmCore - check to use alarm scripts with
SoftPLC RT or Merbon RT alarms.

Allow ,inactive acknowledge” state check this option so this state (responding
Merbon IDE alarm behaviour) will be included in SCADA export.

Set alarm masks — select a file which contains alarms” state text values. RcWare
Vision includes two files with CZ/EN text values responding Merbon IDE alarm
settings in folder on path RcWare\Utilities\ScadaConverter\Resources by
default. The texts can be customized and translated.

Force alarm memory enabled: ,Active alarms” bookmark will include all
alarms. This is important setting for correct alarms state icons behaviour as
well.
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3.2 Export

Export may be executed for selected stations only (,,Export selected

stations...”) or for all available projects in the DATA folder (,,Export all...“). The export

process reports the progress in a text window.

B C\ReWare\Utilities\ScadaConverter\ESG.Vision.Proxy.DataConverter.ConsoleTestHost.exe

from

Exported SCADA projekt

If the export has been executed successfully, the dialogue returns message ,Data

exported”. Press Enter to complete the export process.

In the exported folder, the project is in two folders: , projects”“and ,,cfg”. If there have
been other projects exported into the same folder before, they can be identified by

their unique GUIDs (see 2.1.1) or folder creation date.

(e = | projects - O *
Home Share View 0
« w » ThisPC » Windows (C:) » vision_data » scada » projects » v O Search projects pe
[ Desktop ~ MName Date modified Type Size
¥ Downloads EIZce3Sctl-ZefQ-tlZda-QbSc-cZS?f&rlatlﬂ 11/10/2018 15:49 File folder

Exported SCADA project
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I = | cfg - [} X
Home Share View 0
oy Cut Y %New item - Open BaSeIect all
) v
* u W Copy path - x X ﬂ Easy access = Edit 10 Select none
Pin to Quick Copy Paste - Move Copy Delete Rename Mew Properties X .
access E] Paste shortcut ta ta - falder - £ History DE_‘In\rert selection
Clipboard Organise Mew Open Select
<« v P :I This PC » Windows (C:) » vision_data » _export » scada » cfg I v O Search cfg 2
I This PC ~ MName - Date modified Type Size
- 3D Objects 0 CONFIG File 1KB
I Desktop Q{ projects.config 0 CONFIG File 5KB
Documents
; Downloads
Exported config files
The exported SCADA project folder has to be copied to
,C:\vision_data\scada\projects”, and the exported config files to
,C:\vision_data\scada\cfg”, as on the screenshot below.
I = | scada - O *
Home Share View 0
<« v A |: This PC » Windows (C:) » wvision_data » scada » I ) Search scada el
[ Desktop Ll MName Date modified Type Size
* Downloads b cfg File folder
Documents * projects File folder
[&] Pictures - E events.db Data Base File 661 KB
Alarm server SCADA generic.db Data Base File 22 KB
Apowersoft Screen Rece m scada.rar WinRAR archiv 433 KB

cfg and projects folders in vision_data
Then restart the Merbon SCADA service ,Merbon SCADA # MerbonSCADAServer”.

The service can be restarted from the Merbon SCADA installer in the Services

panel by clicking the Stop button n and then the Start button n at the
Merbon SCADA # MerbonSCADAServer service.

Service name Status PID Version Package Version Actions Log
D52Database Running 3844 10,213 1.0.0.20180723 r u 8=
Merbon SCADA # MerbonSCADAServer Running 17368 090 2.0.0.20180723 r E E |
Merbon MetCoreServiceShell Server # MerbenDomainServer2 Running 7868 1.00 2.0.0.20180723 r u E E

Merbon SCADA # MerbonSCADAServer service in the installer
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Another way to restart the service is to open the PC application Services and
locate the Merbon SCADA # MerbonSCADAServer service. Right click the service and
select Restart.

Slutby
Soubor Akce Zobrazt Nipovéds

e B Ecs Bm » 80w
| = sttty (it o [T Sty e poctac)
Merbon SCADA # Nizev Popis

Stav  Typspouiténi  Ucet pro pihlitent

mez: soubory ¢iaci nebo mezi podha.. Spust  Autometicky  Local System
L. it zi5ad skupiny b et sprivei pro poé. Automaticky (. Local System
Bestanouat shitbu eni shugby Windows Audio Spravuje zvukov zafizeni pro sluibu Zvuk systému Windows, Je-ktato shui..  Spuit  Autometicky  Local System
dilend plochy Slutba Konfigur lené plochy (RDCS) je 2odpovédnd za veskeré shitb... Spuit  Rutné Local System
- ovo Hotkey Client Loader Spuit  Automaticky  Locsl System
s SCADR S 100 Microphone Mute Sput  Automaticky  Local System
G Lenovo Platform Service Spuit  Automaticky  Local System
Spuit  Automaticky  Locsl System
V systému Windows 2003 a v diivéjich verzich Windows slousi shutba Lokt Ruéné Sitova stuiba

body.Jestiteje.. Spuit  Automaticky  Siové o

o 2 zatizend Ru¢ni »

1 Senvice for encepsulate net.core service. Automaticky  Local System

mét pizem Windows Zastavt ¥ uloienim easto poutivanych pisem do mezips...  Sput  Automaticky  Mistni tuiba

G Microsoft App-V Client Virtual spplications Zakdzino Local System
crosaft Passport po (Spuite.  Local System
icrosoft Pessport Containes m“n uEvateld, ktere puti.  Mistni shuibe
ot sprivce retac b, kterd spravuje st utnatelke relace, Zasta.. Spult  Automaticky  Local System
Viechayiholy > Ly Spuit  Autometicky  Local System

il Matenance Senvce T foily zajituje, aby na vaim poctads byla nains. Rutne Local System

ini obrazkd (WIA) izl pro skenery 2 fotospacaty. Spuit  Automaticky  Mistni sufba
sjeni Viastnosti Horuéovani cznémeni zisad napsjeni Spuit  Autometicky  Locel System

o Update P bacim aplikaci Nero » spavuje splikace Nero Spout... Automaticky (. Local System
Office Source Engine for updates and “ Ruéné Local System
 Ofline soubory Slutba Offime soubory provid idrtbu mezipamtisoubord offine, reaguje Rutné (Spusté.~ Local ystem
Umosuje stafens instaaci a vynucen digitdinich fcenci po systém Windo. Automticky (. Skovashudba

Merbon SCADA # MerbonSCADAServer service in the Services application
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4 Project update at Merbon SCADA

server

4.1 Local update

When updating projects locally, the process is similar to the first export and
project upload to Merbon SCADA Server. Several issues must be considered which may
affect the successful upload.

First, consider the changes which should be performed at the SCADA server.
For standard updates in the data point table or schemas in already running projects,
direct upload can be used (Upload projects to SCADA server). The URL will be

http://localhost:8520 with User name and Password of a user who has privileges to

edit the uploaded projects (such as the ScadaAdmins group).

In this case, only the datapoint table and schemas are exported into already
running projects. No configuration is exported. This means that all configuration files
related to the project must be in the respective folders, having been exported before.
Note: The server is also restarted automatically, and the .datax files may be deleted.
Check this option only if projects running on Merbon SCADA older than V1.6.6 are
uploaded. In V1.6.6 and more recent this option leads to loss of user defined texts!

If the direct upload function has not to be used, the project can be exported in a
standard way and then the newly exported folders copied manually to
C:\vision_data\scada/projects. The folder names carry the project GUIDs. However, it
has to be considered that these folders also contain the RcWare-related configuration
of projects. Thus, if a project is exported on another PC, the configuration files must be
removed from the export folder before copying (.alrsvrconfig, .filehistoryconfig,

.hwconfig, .rcwaredbconfig).

If there are changes in configuration required, or new projects are to be
added to SCADA Server, please use standard export with the ,,Upload projects to
SCADA Server” option not checked. After export, select which files have to be copied
to the vision_data\scada folder where the SCADA server reads projects from (the path
is C: \vision_data\scada by default).

If the number of projects to run on the SCADA server is to be changed
(project(s) added or removed), all projects which have to be run after startup have to

be included in the export. This information is written into files in the cfg folder during
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the export. If only new projects would be exported, the information for already
running projects would be missing in these files. If a project shall be added or removed
from the SCADA server, the whole set of projects has to be exported together, and it
must replace the original contents of the cfg folder.

If there are no projects to be removed or added, but there are changes in
project configuration which have to be included in the export, please execute the
standard export, and then copy the projects folder into the existing project folder in
the C:\vision_data\scada path. A typical example of this change is employing of the

alarm server, Merbon Database, or changes in saving of file history.

4.2 Remote upload

To update a project at a remote Merbon SCADA server, the project must
already be present in the C:\vision_data\scada folder.

Open the SCADA?2 Export dialogue in RcWare Vision in Settings -> Export to
Scada2. Check the Upload projects to SCADA server box. In the Url field, enter the URL
where the project should be exported to. If the port number at the Merbon SCADA
server was not reconfigured, keep the TCP port 8520 as on the image below. The
SCADA Server URL may look e.g. like this http://192.168.2.211:8520. Enter User name
and Password as defined at the Domain Server. This user must be member of a group
which has Edit rights allowed in the projects.config file (e.g. default group
ScadaAdmins).

<?xml wversion="1.0" encoding="utf-8"7?>

<projects xmlns:r="http://dev.rcware.eu/serialization/ref

erences" xmlns:nl="http://dev.rcware.eu/loc" xmlns:n2="http://de

v.rcware.eu/groups" xmlns:n3="http://dev.rcware.eu/permissions"

dataVersion="" xmlns="http://dev.rcware.eu/scada/projects">

<projects> <!— Defined projects -->
<project id="e2ae9515-d28d-4114-8cd7-
78ccdeabbafb" name="KLASTER BROUMOV" tz="Europe/Prague"
r:def="1"> <!- —Project
"KLASTER BROUMOV with assigned number "1" within this XML docum
ent -->
<loc>
<nl:gps lat="0" lon="0" />
</loc>
</project>
</projects>

<projectGroups> <!—Defined projects groups -->
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<group n2:name="C:_ Apps_RCWare Vision RcWare DATA">

<n2:tags>

<n2:tag r:type="52£765d9-6fac-4914-b4bc-
5b9d47e70b72" >
<n2:assignments>
<n2:permissionAssignment>
<n3:owner type="Group" name='"ScadaAdmins"
/> <!=Project group named "ScadaAdmins" -->
<n3:items>
<n3:1 name="View" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!—-Definition
of viewing rights -->
<n3:1 name="Edit" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of right to edit projects -->
<n3:1 name="Delete" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-Definition
for deleting rights -->

<n3:1 name="ViewInGenericTextView" allow="true" r:type="59422c36
-cc07-4b73-8be0-d8ad4e520596" /> <!—Definition of rights to the
data point table -->

<n3:1 name="ViewInChartView" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!—Definition
of rights to graphs -->

</n3:items>
</n2:permissionAssignment>
</n2:assignments>
</n2:tag>

<n2:tag r:type="52£f765d9-6fac-4914-b4dbc-
5b9d47e70b72" >
<n2:assignments>
<n2:permissionAssignment>
<n3:owner type="Group" name="AllUsers" />
<!—Rights for the user group named: "AllUsers" -->

<n3:items>

<n3:1 name="View" allow="true" r:type="59422c36-cc07-4b73-8bel-
d8ad4e520596" /> <!—Definition of viewing rights -->

<n3:1 name="ViewInGenericTextView" allow="true" r:type="59422c36
-cc07-4b73-8be0-d8ad4e520596" /> <!—Definition of rights -->
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<n3:1 name="ViewInChartView" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!—-Definition
of rights to graphs -->

</n3:items>

</n2:permissionAssignment>
</n2:assignments>
</n2:tag>
</n2:tags>

<n2:elements>
<n2:projectItem>

<project r:ref="1" /> <!-- Users in groups
ScadaAdmins and AllUsers have access rights to project No. "1" -
->

</n2:projectItem>

</n2:elements>
</group>

</projectGroups>
</projects

If the project shall be run automatically after upload to SCADA Server, check
the ,,Force project start after upload” option.

SCADAZ Export

X

Export to Mervis SCADA I Feport 1

Basic settings ] Advanced settings |

. [¥ Expart access policy rights
BatlcloeatcE Rl bee] |C.\v|s|un7dala\7e><purt J [ ReLink communication with: |Incalhnst
Roat alarm path in AlamS erver | W W2 diivers
— - [ SoftPLC Alarm scripts to S oftPLCAlarmCare
Path for saving text history fles |I: “wision_datakfile_history ' allow nactive acknowlsdgsd” state
Path far overflow buffers | W set alam masks |E\Fi cfarshUtiities\ScadaConverter\Resources\® ..

v farce alarm memaory enabled
™ Leave out check before export

[~ Schema - local station if nat found
I Creste new Station GUID an GlrpiTey s 1) [ Dan't set S0L histary when only hysteresis selected
[T Cerate new schema GUID on duplicity (saves fils) ™ File histony read-anly
Create rights o [~ Transfer foice refresh selting
v Full cantrol [project_name]_ [~ Set comm ermor indication delay [v2 drivers only]
v Alaim operation [project_name]_ |UDRZBA 300 [sec]

v Read arly [project_name]_ [DOZ0R

¥ Preserve tab characters in test interfaces’ values
[v Create TimeSpan data paint for input variables of "TIME" type [SSCP +2 only)
¥ Set projects sooess user rights 7 "
¥ Upload projects to Scada server
I™ Use MervisDb driver for all communication ST ST
parameters:| Utk [ttp: #lacabhost 8620 ~|
User name: | admin
™ Set emply groups wisibility
[ Invisible Pasgword |

7 Load groups to set list from saved headers list

™ Use DB profiles
[ Dentt cleat.e RIEYTEDD o dz.ehnlt\ons [ Delete cumrent values files [.daiax] on project start
[ Create profils for each datapaints aroup L y

[~ Export stations separately

Project start/stop timeout: |60 j [sec]

™ Force DB saving setting

Frofile: |embProfile A Save profile Load profile Export all...

Erport selected stations.. |

Close

Project export to SCADA Server
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After the export to SCADA Server has been finished successfully, information

about uploaded project ,,Projects uploaded.” and started project ,Starting projects...”

will be displayed.

B CARcWareh\Utilities\ScadaConverter\ESG. Vision.Proxy.DataConverter.ConsoleTestHost. exe — m} X

Project upload to SCADA Server

5 History

5.1

24

History data may be saved either as text files in the project folder (file history),
or in an external database (Merbon DB). Depending on the preferred way,

follow one of the configuration below.

Merbon DB

If there is a Merbon DB installed in the Merbon SCADA site, please check if the
database service is available at port 11112 by opening the
http://localhost:11112/admin URL. The default user / password for database is

admin / rw. After logging in, create a new user for saving data from the PLC or
SCADA (of course the existing admin user can be used, too; depending on your
security requirements). The credentials are then to be entered in the SQL
Server setting dialogue in RcWare, or in the Merbon DB Parameters

configuration item in the PLC configuration in Merbon IDE.

Then, the RcWare Vision has to be configured. Set the Merbon database URL in
the Settings — SQL Server Settings dialogue, see also the Merbon DB installation

notes.
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S0OL server settings

[~ Read data from SAL server

IIV Fead data from Rcware DB server I I Prefer reading from file

F Save data to selected server I

Computer name or [P address

|http:a’a’localhn$t:88?8a’ﬁ ' arel bécoesd

Login name

Server rezponze timeout [mg]

|admin

Pasgword

[1z0000 4|

Yalues count in one save

xx

Client ID

(1000 %

Yalues count in one reading cycle

[ Use http prosy

v

| Y Uze parameters

5000 %
D ata dump limit
o000 &

Maw. loq file zize [kB)

500000 &

Test

™ Preter reading fram file for Rctw'eb

Saved stations

W Save only selected stations

21807 30 TEST Interval1 min, BT:Mo, rfwy
ALARM_EMaAIL_MNET 4 0 bodd pro ukladani

BARTH Interval1 min, BT:MNo, rfwes 1
CET_D_085 Interval:1 min, RT:Ma, rhwYes

EREON_SAMPLE_PROJECT Interval:1 min, B

Save interval

MAIL_TEST Interval1 min, BT:Ma, riw'Yes I Datafrom BT
faIL_TEST_MET4 0 bodid pro ukladani [~ Read Only

in

.
-

Ml ERBON_SCADA DEMO Interval:1 min, BT:No
BORSCHE_FPROSEE Interval:1 min, BT:MNo, rfw:
RUZ00WY_DWIUR_BROUMOV Interval:1 min, BT
TEST Interval:1 min, AT ez, rdwMo

TEST1 0 baodd pro ukladani

Set default

o OK

Set

2 Cancel

SQL Server settings

Writing to database from Merbon SCADA

The essential settings are marked red in the image above. This

configuration allows Merbon SCADA Server to write to the database. Check the

Read data from RcWare DB server option. Check also the Save data to selected

server (which is the Merbon DB server) option if the Merbon SCADA server shall

read data from PLCs and save them to the database. The projects concerned

must be selected (only those projects are enabled which have at least one data

point set as History-> Long term — SQL database or Save on value change) as

well as the required data saving interval. Every particular project must be

selected and saved by the Set button separately. Saving intervals on the

individual datapoints are not taken into account. All history data points have a

common saving interval set in the dialogue mentioned above.

Writing to database from PLC

Setting Data from RT and Read-only is used when the PLC itself writes

data to the database directly, i.e. not using RcWare Vision. If PLCs write directly

to the database at all projects, the Save data to selected server option may be
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unchecked. Every particular project must be selected and saved by the Set

button separately. The setting applies for this particular project.

Computer name or IP address refers to the Merbon DB endpoint
(= where the Merbon DB is installed). The username and password must be
entered as well (default is admin/rw). If there are no special requirements
regarding data saving and optimisation, click the Set default button and all
parameters are automatically set to default values.

Click Use parameters to save the whole setting.

To write data to a database directly from a PLC, a Database Adapter has to be
installed.

At http://localhost:11112/admin/#/login (login: admin, heslo: rw) create a

user for saving data from the PLCs.

In IDE, PLC properties — Merbon DB Parameters set up the database adapter

URL, TCP port, and credentials of the user which was created in the previous step.
See also Merbon IDE Help (Database).

Setup of saving data from a PLC to a database

Then the variable saving must be set in IDE — see Merbon IDE help (press F1) —

Process station... - Saving data in a database.
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In the IDE, the variables to be written to history must be set. After this, the
Solution must be compiled in order to update the .vlist file (the file which describes

mapping of variables in IDE).
In RcWare, unlock the data file (padlock icon) and select the datapoints to be

written to history. In the Edit menu select Group functions.

{8 RcWare Computer: HONZAV-NNE Registration: DOMAT - testy - [MERBON_SAMPLE_PROJECT -.editod CARCWare\DATAMERBON, SAMPLE PROIECTIluewn o .
-E View Commupication Settings Window Access  Operator Tagging | Edit Help i
PNl & | L/ 9 Ex Ed@ b~ - Group functions Ctrl+G 1
S — L E— e dat Tile”
H FS:: 8B 18 i b ‘ i
Back up parameters of selected DP
[#|lw| Merbon_Sample_Project 2018 10:52:39 2022 100735 JFr 14.01. 2022 10:07: 45
= [ Mew data point Ins
Merbon_Sample_Project_RBA1
— I Delete data point Del :I:E

Teplata VeRkavAn

B
¥
* Teplata - wist z kotle i Copy tagged DP to clipboard Cirl+C
L 4 lep:ola -zpit. dokkot:e ] | Paste DP fram clipboard Ctri+V
- : A:zs:a'_f;ﬁ_t?\, otelha Ef Paste DP from cl?pboard, no renumber?ng
S i o Paste DP from clipbeard, no renumbering, keep GUID
Al wpsoka tepl prost A Maove tagged DP behind cursor Ctrl+x
Alrnizky_tlak & Tagged DP renumbering
Alr wysaky_tak C

Create new GUID IDs at tagged DPs

AlrCO_Tst A
ety Import from *DTR file (ReWare DOS)

AlrCO_2st A

Al PORUCHS,_det_CO rp Update values from *ACT

Alr plyn_1st ALARM & Fotyvrd | Smaz
Al plyn_2st ALARM &S Patid| Smaz
Alr PORUCHA_det_plyn BLARM & Potvrd | Smaz
ArTL STOR ALARM & Potvid| Smaz

Group editing of data points

In the Group editing, select the SSCP Driver tab. Check the Update from file option, and
optionally Set CommUID to 0 for not found variables if there are some variables to be
identified which do not exist in the IDE anymore. Then click the ,,...“ button and select
the .vlist file (its name must not contain ,, utf8“) from the Merbon IDE project folder.
Finally, check the RtID checkbox, and fill in the history runtime identification string which
must match with that defined in the IDE (in PLC properties). Check Rt History and Use
RT History.
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{8 Functions for group data points' parameters settings — O x

i

Staefa | Simatic | Mbus | Modicon | adam | aMiT | TECO | Electiciy | Ups | BaCnet | Linde
o iez and blocking I Alarmsg I Hiztomy I Communication I DPF inputz./outputs I Rciwiare OPC Server I Script
SSCP driver | SoftPLC Link | OPC Client | Sala | Sals_EX | Modbus TCP | Landis &Gy | Rvd&Gw | S8UTER

[ CommUID IU

Replace string in name

r I for
P
i i |E:KF‘ HDE2yprofsenal2ibinPLC_d2eA17f0-9F I
v j Update from file \Prograny projhzenal2ibin - I
i v iet CornmlJ10 o O far not found vaniables
P = — "
Learol | e I
fon o s

v RT Histu:ury'i { v i
[ !
[~ System time [~ System time

[ Slaveld IU

-—““ml

(e ]|

-

@ 3? Mull zettingz | o OK

Setup of reading history from a database for RcWare data points

The last step is clicking the Set button.

After the definition is exported, the configuration can be checked in

the file projects\[project GUID]\[project GUID].rcwaredbconfig:

| = | 40b8e9d6-e008-4015-b2c7-c2305a4a3b92
Home Share View
u o Cut x IEII T New item ~ [+ open + ] selectal
.. Copy path ‘ ﬂ Easy access = Edit 10 Select none
Pin to Quick Copy Paste = Move Copy Delete Rename MNew Properties X X
access E] Paste shortcut tow to~ - falder - £ History E‘F_‘In\rert selection
Clipboard COrganise MNew Open Select
« v ¥ ITh\s PC » Windows (C:) » vision_data » _export » scada » projects » 40b8e9d6-eD08-4015-b2c7-c2305ada3b92 I v O
~
I This PC ~ MName Date modified Type Size
i 3D Objects charts 04/10/2018 13:26 File folder
I Desktop schemas File folder
. D 40b8edd6-e008-4015-b2c7-c2305ada3b92.alrsvrconfig ALRSVRCONFIG File 1KB
Documents
‘ Download | '] 40b2edd6-£008-4015-b2cT-c2305a4a3b92.data 4, 3:26 DATA File 146 KB
ownloads
D 40b8eddb-e008-4015-b2cT-c2305ada3b2 filehistoryconfig 04, :26 FILEHISTORYCONFIG File 1KE
d Music 40b8e9d6-e008-4015-b2c7-c2305a4a3b92. hweonfi 04 HWCONFIG File 1KB
=] Pictures D 40b8eddb-e008-4015-b2c7-c2305ada3b%2. rewaredbeonfig  04/10/2018 13:26 RCWAREDBCOMFIG File TKB

Exported rcwaredbconfig definition in a file explorer

<?xml version="1.0" encoding="utf-8"7?>

<projectRcWareDbConfig xmlns:r="http://dev.rcware.eu/seri
alization/references" projld="e2ae9515-d28d-4114-8cd7-
78ccdeabbafb" xmlns:nl="http://dev.rcware.eu/server/description"

xmlns="http://dev.rcware.eu/scada/rc-ware-db-config">
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<url>http://localhost:9876/RcWareDbAccess</url>

<userName>admin</userName>

<password nl:encoding="ClearText" nl:text="rw" />
<maxSaveCount>500</maxSaveCount>
<maxQueuelen>819</maxQueuelen>
<overflowBuffersEnabled>true</overflowBuffersEnabled>
<overflowBuffersPath>C:\Apps\RCWare Vision\RcWare\Export vision_
data\scada\rcwaredb_overflow buffers</overflowBuffersPath>
<overflowBuffersMaxSize>50000</overflowBuffersMaxSize>
<commTimeout>PT308</commTimeout>

<readOnly>false</readOnly>

<asyncGetDataUnsupported>false</asyncGetDataUnsupported>
</projectRcWareDbConfig>

If the user wants to use MerbonDB to display the data, it is necessary to edit
the config.js file, which is located in ,,C:\Apps\Merbon\Web Client\Merbon Scada
Web“. If Merbon SCADA reads data from a database, the line
»ESGVisionConfig.DefaultHistoryProviderId = "7£a3£8d7-d73d-4d6£f-9e30-
e424690a22b4" ;" is commented. It looks then like this:,, //
ESGVisionConfig.DefaultHistoryProviderId = "7fa3f8d7-d73d-4d6£f-9e30-
e424690a22b4"™; “. If it is not commented out, it is necessary to comment out the line,
so it is necessary to add two slashes at the beginning of the line and then save the file.
If a line is uncommented (there are no two slashes at the beginning of the line), the file

history will be used to display the data.

5.2 File history

If the Merbon DB is not available at the Merbon SCADA installation,
history is saved in files (similarly to RcWare Vision). All history data points shall
have the History -> Long term — monthly files attribute and required sampling

period set.

File history is the main, default way of history data storage. It is
powerful enough for projects sized about 5000...10000 data points and
sampling period of 5 minutes and longer. For larger projects and / or more
frequent sampling, where reading from files would lag the system, a powerful
database is used. All data are saved to history files too by default. (Data may be
copied from files to database at any time using a special utility called Data

Pump.) If there is a requirement (e.g. to save disk space) not to save history to
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the history files anymore (so it would only be saved to the database), select File

history for reading only in the export dialogue.

File history for reading only -> this option is set in the Export for Merbon
SCADA dialogue. Consider if it is required to save data both to files and to the

database.

SCADAZ Export *
Export to Mervis SCADA I Report 1

Basic seftings ] tdvanced settings |

[¥ Export access policy rights

[ RoLink communication with: |Iocalhost

W W2 drivers

¥ SoftPLC Alamn scripts to SoftPLCAlarmCore
I allow “inactive acknowledged" state
v set alam masks |E\HCWarE\UII\IlIES\SCadaEDHVE[[EI\HESUU[CES\AJ
¥ force alaim memory enabled

Path to create SCADA project |E.\ws|un,data\,expurt

Roat alarm path in AlarmS erver

| Path for saving text history files

Path for everflows buffers

C:hvigion_databfile_histary

b L

B/ Legpad ik em e I Schema - local station if nat found

[ Create new Station GUID an duplicity [saves file]
[T Cerate new schema GUID on duplicity [saves fils)

[project_name]  [RIZEMI
[project_name] |UDRZBA
[project_name] [DOZ0R

[v Set projects access user rights

Create rights
v Full contral

[ Alam operation

¥ Fead only

I Use MervisDb driver for all communication

paramelers.‘

™ Set emply groups wisibility

0 oy when only hysteresis selected
[~ File history read-anly Check only if you do not want save data to file
ransfer farce refresh setting h'\stor\,f anymore.
[~ Set comm eror indication delay [v2 drivers orly)

300 [sec]

¥ Preserve tab characters in test interfaces' values
[# Create TimeSpan data point for input variables of "TIME" type [SSCP w2 only)

™ Upload projects to Scada server
SCADA, server
Uk [ ttp: £7cealhost 8520 =]

User name: | admin

[ Invisible
™ Load groups to set list from saved headers list

Password: |
Project start/stop timeaut: |60 j [sec]

[~ Force project start after upload
™ Delete current values files [.datax] on project start

™ Use DB profiles
7 Don't create RewWareDb v definitions
[ Cieate piofile for each datapoints group

™ Force DB saving setting
= [ Export stations separately

Profile;  |cmbProfile - Save profile Load profile

Export all Export selected stations. |

Setup of file history as read-only

After export, the settings can be checked in the file named projects\[
project GUID]\[ project GUID.filehistoryconfig], which contains the path where
history shall be saved. (It is defined in the Merbon SCADA export dialogue.)

40b8e9d6-e008-4015-b2c7-c2305a4a3b92

Share View
oh Cut B x __ﬁ I Mew item Ii-l [ open»  FH setect an
= Capy path * £ Easy access Edit Select none
e Move Copy Delete Rename  New Properties
7] Paste shortcut | g~ S folder S @ History  JH Invert selection
Clipboard Organise New Open Select
« v »|Tmspc > Windows (C:) » vision_data > _export » scada > projects > 40bSedc6-eD08-4015-b2c7-c2305a4a3b92 | v o
I Thic pC A Name Date modified Type Size
J 2D Objects charts File folder
B Deskiop schemas File folder
- [ 40b8e9d6-€008-4015-b2cT-c2305ada3b82 alrsvrconfig ALRSVRCONFIG File 1K8
2] Documents
3 Download 40bBe9dt-e008-4015-b2c7-c2305a4a3b02.data DATA File 146 KB
owmeats | ] 40b8e9d6-€008-4015-b2cT-c2305a4a3b02 filehistoryconfig FILEHISTORYCONFIG File 1KB
b Music [] 40b8e0d6-eD08-4015-b2c7-c2305a4a3b92. hweontig HWCONFIG File 1k8B
(=] Pictures [ 7] 40b8e9d5-eDDB-4015-b2cT-c2305ada3b32 rewaredbconfig RCWAREDBCONFIG File 1KB

Videos
4 Windows (C)

Exported filehistoryconfig file in File explorer

<?xml version="1.0" encoding="utf-8"?>
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<projectFileHistoryConfig xmlns:r=http://dev.rcware.eu/serializ
ation/references projId="e2ae9515-d28d-4114-8cd7-78ccdeabbafb"
xmlns="http://dev.rcware.eu/scada/file-history-config">b
<path>c:\vision data\scada\file history\e2ae9515-d28d-
4114-8cd7-78ccdeabbafb\</path>
<forceUselLocalTime>true</forceUseLocalTime>
<maxQueueLen>0</maxQueuelLen>
<overflowBuffersEnabled>true</overflowBuffersEnabled>
<overflowBuffersPath>C:\Apps\RCWare Vision\RcWare\Export vision
_data\scada\filehistory overflow buffers</overflowBuffersPath>
<overflowBuffersMaxSize>50000</overflowBuffersMaxSize>
<savelnterval>PT10M</savelnterval>
<singleFilePeriod>Month</singleFilePeriod>
<readOnly>false</readOnly>
</projectFileHistoryConfig>

Check File History at the installation time to enable reading history data from
files for Merbon SCADA.

< = 0 R - X

Eg Reguiremerts ﬁ Installation

Installation folder ChAppsiMerbony, E

Merbon SCADA Server

Available

Merbon SCADA Web

File History |

Merbon SCADA Server
Stop Web Sites
Merbon Database Adapter

Merbon Database

Merbon Alarm Server

Merbon Domain Server

Reading history data from files

If this has not been done and the history files should be used, change this
parameter in the config.js file, which is located in ,,C:\Apps\Merbon\Web
Client\Merbon Scada Web“. If Merbon SCADA reads data from a database, the line
,ESGVisionConfig.DefaultHistoryProviderId = "7fa3f8d7-d73d-4d6f-9e30-

e424690a22b4"™; ™ is commented. It looks then like this: ,, //
ESGVisionConfig.DefaultHistoryProviderId = "7fa3f8d7-d73d-4d6f-9e30-
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e424690a22b4" ; “. To enable history reading from files this line must be
uncommented, i.e. the characters // at the beginning of the line must be deleted and

the file must be saved.
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6 Alarm Server setup

One of the Merbon SCADA components is the Alarm Server. It manages alarm
events, stores them, and sends messages and notifications to users.

After installation of Alarm Server, it must be configured as follows:

6.1 Domain server

First, set up the rights for Alarm Server management. Open the Alarm Server
web page at http://localhost:9696 and log in as domain admin (default user is
domain.admin and password as entered at the domain server configuration). In the
»~Show groups” tab, the groups with rights for alarm history operation were created
automatically after Alarm Server installation. Create a new user (e.g. named ,,alarm*)
and add him to the , Alarm server administrators” group according to the screenshot

below, by selecting from the list, and clicking ,Add“ and ,Save”.

After installation, there is a user named admin already defined in the user list.
Check that Domain.admin and admin have the Alarm server administrator rights, and

set them if this is not the case.

merbon SRy IREUE

‘Show Domain Detalls Shaw Users roups | Create User Creats Group Mass Graup Add

Name A Description A

[w] icicc = Administrators

O Alarm server administrators Users that can administer the ...
[Bf e Users that can call alarm serve

[8] Alusers
] Domain administraters Users that can edit all informa.

Users that can see all users an...

5
Standard User Users.
oK Standard User

oK Standard User

ol ml
oK Domain Admin
oK Standard User CoLs

0K Standard User
0K Standard User Permissions

W] Domain viewers
W] scada server administrators Users that can administer the ...
W] scadasdmins

[B] scadasystemeventviewers ScadaSystem EventViswers

olo|=|=|s|a|- -

| save | pekete JReoac]

User setup in Domain Server
6.2 Preparation in RcWare Vision

The next step for implementation of Alarm Server in Merbon SCADA is the

export of alarm data points from a RcWare Vision project.
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Open the dialogue for alarm server configuration for all projects exported
from the current RcWare installation. Go to Settings, PC Resources, and select ALARMs

report. Allow to use Alarm Server and enter the following settings:

Computer resources settings: HONZAV-NMB Profile: Default X

Edited profile Edited communication channel
| Defaul =~ o #| = |1 5w diivers |

O start-up] Parts ] Modem] Directories  ALARMs report ] Drivers] Actualizationl Performance] History] Visian Praoxy

B asic zettings l E stended settings ]

[~ Dizable all ALARM actions
[v Show event reports in dialog windows
[ Woice ALARM reporting

r 3
¥ Use AlarmServer [~ Use Alarm browser
AlarmServer address Port Alarm browzer port
[localhast |s511 |

[ Uze login information

Logit harme Client narne
|alarm | ¥ Send commands
Pazsword ¥ Send changes
********* [v¥ Read change

b, "

Wt is necessary bo exit BoWare and run it again bo confirn changes and make them active 1

| Y Uze parameters | « 0K 2 Cancel

Alarm server configuration at the RcWare station
The login name and password must be those of a user who is a member of the

Alarm server administrators group (,,alarm“in the example above).

Then open the project for which the Alarm Server is configured in RcWare
Vision and enable editing (Ctrl+0). In the ,Edit” tab at the upper panel select Back up

parameters of selected datapoints. A dialogue appears:
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Saved data point parameters

— —
g | [@ s MERBOM_SCADA_DEMO [1.1.0]
if you leave the "all stations” box L - ]

unchecked your alarm export will include
just the active project

check this box if you want to
export alarms from all
projects in the ReWare/DATA

folder ﬂ Dielete al ﬂ

Data points export: RML | WML+Guid| [~ Extend DE name by addiesqy Als Srv Export

. " Shi ly val
E Al timeprograms | All buttons: |%| * Alltagged DP r Shz: z:’;;fvo?r::;nn
File name |No archive file j
X Delete file | [ Mew file | DP actualizatinn| 0K X Cancel

Export of alarms to Alarm Server

Select if alarms shall be exported from this project only or from all projects in
the RcWare/DATA folder by unchecking / checking the all stations box. If this checkbox
is blank, the export will only contain alarms from the project which name is in the
upper right part of the panel. Click the ,Alr svr export” to continue to the next export
step.

The next window appears:
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gl Alarm importer — | *

Import alam points from RcWare

Alam server configuration
() from file

Select file: |

(®) connect to alam server

LRI: hitp:/Aocalhost:8511/RcWare Alarm Server |
1. fill domain admin login and
password (these credentials
were set during installation)

User name] |domain.admin

Passward:

Load alam server configuration

Select root node for impaort:

- Demo
2. pressing this button = MERBON_SCADA_DEMO
will download current =~ MERBON_SCADA_DEMO
(=)~ Skupina

alarm server's tree
structure (if this is a
new alarm server
configuration only a ../
symbol will appear)

i... merbon_SCADA_demo.alam

| Create new subnode forimport  [Dema 4, at last confirm
|| Keep existing items in selected node changes by pressing
"Save configuration"
button

RcWare alams will be loaded from: C:\RcWare\Snc_alr_cfg tet

| Impaort & merge configuration I Save configuration J

3. if you creating new alarm server Close
configuration check "create new A
subnode for import” box and select ../

symbol in the central window, fill the 3. If you have some previous
folder's name and confirm by pressing configuration already uploaded on
"Import & merge configuration” button alarm server select folder for import

and confirm

Alarm Importer

Follow the instructions in the screenshot. If the configuration was saved

successfully, go to next step.
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6.3 Alarm Server Editor

Locate the folder where Merbon Alarm Server is installed and open the
,Editor” folder (e.g. C:\Apps\Merbon\Merbon Alarm Server\Editor). Run the

,ESG.AlarmServer.Editor” program here.

) | ﬂ - RciWare Alarm Server Editor =10 =|
1RCy

S (D) = 2

Mew Open  Seve  Soee Dowrioad §iplasd | Start Stop

|  Server [ Dawnload Configurations 4

Narne [ Line Client Change T

Connection Profile
Recently Used =

[+#] Alwrm Sarver
P

Addressd |PtteeNocalhostE51 1/ReWareAlanmServer

User Named |Alanmisdemin

pa?swd FERFRERREER
— iy

-
[ i [#] Domain Server — - -
Fath [%] Man ' puti o] Usel®] Imp[F]
Addregs: | reLteplocalhot 8501 ReWaneDamamEditas

User Name: || 3dmin
Bagswaed: | *essssnsnsn
N
. | |profites Editor ok || canca ||
(][]

Algrm Points | History

Reading data from the Alarm Server

Fill in the data according to the screenshot here. Copy the addresses as they
are listed below.

Alarm server editor:

http://localhost:8511/RcWareAlarmServer

User name: User who was defined as Alarm administrator

Password: This user’s password

Domain server:

net.tcp://localhost:8501/RcWareDomainEditor

User name: literally "admin"

Password: Password of Domain administrator (as entered during the
installation of Domain Server).

Instead of localhost, there may be the IP address of the PC where the related

services are running.
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Click ,,OK” to download the Alarm Server configuration and display it in the
panel. Then right click the tree item with the project name and select ,,Properties”. In
the ,Rights” tab add a group , Alarm server administrators”, enable all rights for it, and
save changes by clicking ,,0K“. The domain.admin user must be member of the Alarm

server administrators group.

Folder Properties | 5104 X |host:a511/Rc... 10l x|

General | Permissions
A
&;5 n | [ Users
Mew Open Save  Save As) | L - ot
| cription
| (@]
|
I MName Log Line Client Change Ti
|
| o srom i _
[ () alr_FM _odtzh VE;MEMORY | 10.10.2018 15:2.
d% V_tower [379]
. B 7 i e odis | Add | Remave | VE;MEMORY |10.10.2018 15:2.
[ MAR_875 [15
| g DMARSTS D13
| () rc_connected 01.01.0007 1:00;
Permissions (_\
= -'\:) alr_FM_odtah Permission type Allow | Deny run ackno... 09.10.2018 16:1.
% STA [13] View (O]
(Y alr_odtah filtr } } 01.01.0001 1:00:
N Q‘B V12B [15] Change generic state (O] O
| Acknowledge (O] @]
Reset memaory (. [ )
Change data (O] @]
- . | OK | | Cancel
Alarm Paints History -

Setup of user rights

Finally, upload all changes to the Alarm Server by clicking ,Upload”, and
restart the services Alarm server, Domain server, and SCADA server. Run the Alarm
Server by clicking the ,,START“ button.

6.4 Alarm Server Config

The final step is exporting of project including the new configuration of the
AlLarm Server, and upload of the projects to the SCADA server. This is useful if the
export follows on another PC that the Alarm Server is installed, and we do not want to
change the global setup of RcWare Vision for all exported projects.
In the vision_data folder locate the project folder (e.g.

C:\vision_data\scada\projects\“projlD“).
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Locate the *.alrsvrconfig file there and open it for editing in a text editor (e.g.

Notepad ++).

S IOUTII U I U7 £ 1 UL I-UUPUVET A LI | [ TSI VET MESSaUINY.TUSUERECUNIY L || S AISTIOE Ve MESSAUINY: CUOnEne conng LY [S] 4UD0LTUT-EUIG-U | U 2L /-G£ IUdna 072 IS TIC

<?xml version="1.0" encoding="utf-8"2>
| B<projectAlrSvrConfi xm'_na:r:"htt ://dev.rcware.eu/serialization/references" projId="40b8e%dé6-e008-
} <url>http: cWareAlarmServerdurl)
| <nl:cred pe="0" />
) <maxQueueLen>2000< o
<overflodBuffersEnabled)truE</overflodBufferSEnabled)
<overflowBuffersPath>C:\vision_data\_export\scada\alarm overflow buffers</overflowBuffersrath>
I <overflowBuffersMaxSize>100000</overflowBuffersMaxsize>

<commTimeout>PT30S</commTimacit

<alarmServerTreeRootPath{Imported from RcWare:/MERBON_SCADA_DEM.O}falarmServerTreeRootPath)
—</projectAlrSvrConfiq#

Alarm Server Config

Edit the file according to the image above. Set <url> as ,,...localhost...“ and add

“wu

the port number ,8511“. In the ,,<nl:cred” line fill in the n="" user name as above, and
in p="* its password. The last step is to enter the project name and ,Imported from

RcWare:“ — see above. Save changes and restart the Merbon SCADA server.

R{___ a) = RcWare Alarm Server Editor | net.tcp://localhost:8501/RcWareDomainEditor, http://localhost:8511/Rc... =1
[
. - . . Tree Properties | V_tower X
New  Open  Save General
Mame: V_tower
Name Id: Imparted from RcWare Leg Line Client Change Ti ~
\555 \ [379] Defines rights:
() alr_FM_odtah VE:MEMORY |10,10.2018 153:2,
g V_tower [379]
- (2 alr_FM_odtah VEMEMORY |10,10.2018 15:2,
&5 MAR_875 [15]
(Y rc_connected 01.01.0001 1:00
G5 S10A [15]
() alr_FM_adtah run ackno... |09.10.2018 16:1.
i STA [13]
{7y alr_odtah_filtr 01.01.0001 1:00;
G V12B [15]
(7 rc_connected 01.01.0001 1:00:
5 VIOW_TECH [29
(Y alr_FM_odtah VEMEMORY 10102018 13:2, »
| ok || cance |

Alarm Points History

Editing the config file
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7 Maessaging setup

To send alarm messages, the messaging system must be configured.
It is a service which manages sending of e-mails and SMS messages and which

contains definition of rules for sending of those messages.

7.1 Settings

Use the editor in folder C:\Apps\Merbon\Merbon Messaging\Editor. The
executable file is ,ESG.AlarmServer.Messaging.Editor.exe”. Run this program, and the

following window appears:

@ MCC editor, alarm server config: empty - o X

File
i Copy Paste Cut Delete Undo Redo _
Properties | Configuration overview | Fitered view

The Messaging Editor window

To add a new rule, an empty definition must be created first. Select File >
New configuration = New configuration (in file). The configuration can be uploaded to
the server using File = Save as = Save configuration to server.

When saving configuration to server, a dialogue window appears where user
name should be already filled in. The client selection dialogue follows, where the
»messaging_client” should also be predefined. Confirm both dialogues and wait until
the operation is completed.

Note: If the client name field is blank, the ,,messaging_client“ name must be
entered. This client is defined in the configuration file, and the messaging server is not

able to work without it.
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7.2 Sending e-mails

To set up sending e-mails, a SMTP channel must be created. Fill the SMTP
server address in the ,Host“ field, TCP port to connect to, and encryption type. The
most common option is port 587 and SSL.

Then enter the e-mail account password, sender address, and e-mail account
user to sign in to the SMTP server. The ID may be a custom text or may be filled
automatically by clicking the ,,...“ button.

@ MCC editor, alarm server config: @
File
{ Copy Paste Cut Delete Undo Redo -

Configuration overview | Filtered view

A Bofe60fa-9877-4ea5-3081-d31e3f0273f4  Smitp server

=mtp.gmail.com

k 89f660fa-9877-4ea3] |..|

|te5t@g mail.com

SMTP server connection setup

The next step is setting of the alarm server binding. Right click to add a
binding.

A binding has its identifier (Id) and it must be selected what particular alarm
or alarm group shall be initiating the action. If this configuration had been already
uploaded to the server as described above, it should be possible to select a group of
alarms in the tree. Select a particular alarm from the alarms in the tree in the Tree

path item.
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@ MCC editer, alarm server config: http://localhost:8311/RcWareflarmServer @ messaging_client
File
ECopy Paste Cut Delete Undo Redo _
Properties Configuration overview _

a570689e-3774-41f; [.]

messaging

Setup of an Alarm Server binding

The next step is definition of the alarm reaction.

Right click the ,,Reaction” and create a ,Sequential reaction”.

At a sequential reaction, the messaging activity (e-mail or SMS) shall be
defined.

It is possible to define how many times the reaction has to be repeated, if
there is any other condition, and optional sending of a single message for a whole
alarm group (rather than individual message for every alarm). See the image below for

correct basic alarm setup.
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<concition> [
[

19773dcb6-1547-47el

P

Setup of a sequential reaction

One of the last steps is setting of the e-mail properties. Select the channel
through which the e-mail has to be sent, and the recipient address. The recipient may
be either direct (a single address), or users and groups defined at the Domain Server
can be used. Select ,,User or group e-mail“ to select groups or users to send the e-mail
to. Their e-mail addresses are defined in the user data at the Domain Server. To use
this functionality, the messaging configuration must be uploaded to the server (File >
Save as = save configuration to server) and then downloaded together with user
settings from the server — File = Open existing configuration = Download
configuration (server).

The next step is selection between default and customized templates.
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Download Configurations %
Connection Profile
Recently Used .
Alarm Server
Address: | Dittplocalhost:B511/RcWareAlarmServer
User Marme: | domain.admin

F'asswc-rd: SERRRERRRRD

Domain Server

Address: | neticpy/flocalhostB301/RcWareDomainEditor

User Mame; |admin
Pascword: |eeesssssss
Profiles Editor EE —

Configuration download from the Domain Server

The last step is adding a reference to a previously defined Alarm Server
binding. Right click to add a reference and select which sequential reaction the alarm

shall respond.

7.2.1 Possible problems sending e-mails

When sending alarms over Google SMTP server, the Google account should be
set so as to accept connections from less secure applications -

https://myaccount.google.com/lesssecureapps.

Before attempting to send an e-mail, try logging in to your gmail account over
a web browser. Google requires two factor autentication for some services; validity of

your login attempt will be verified and added to Google exception list.

7.3 Sending SMS

To send SMS, a communication channel has to be defined in a similar way to

that above, of a GSM type. Select the COM port number to which the GSM modem is
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connected. If the SIM is protected by PIN, enter the PIN ancd check the PIN Enabled
option. Then select the installed modem type from the list.

Again, enter a unique ID together with modem baudrate.

@ MCC editor, alarm server config: http://localhest:8311/RcWareAlarmServer @ messaging_client

File
| Copy Paste Cut Delete Undo Redo _

Configuration overview | Filtered view

G5M channel

GSM channel setting

In the next steps, use the existing binding to Alarm Server and Sequential
reaction. Just add another activity, which is sending an SMS.

SMS is sent over the defined channel, the recipient must be added manually
or selected from the users/groups list of the Domain Server.

Remember to select the template type, too.

@ MCC editor, alarm server config: http://localhost:8511/RcWareAlarmServer @ messaging_client

File
{ Copy Paste Cut Delete Undo Redo _
Properties Configuration overview

d9301a03-dd1c-467d-95b...

<an user or group>

- 798e2c18-eadb-44

d9301a03-dd1c v

Sending SMS - setup
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The final step in Messaging editor is uploading the configuration to server - File

aSave as a Save configuration to server.

To send SMS messages correctly, check and configure also the alarm settings

in ReWare Vision:

Open the RcWare Vision project and unlock the data file. Focus an alarm script

point and go to the Alarms tab below. Check the Allow Alarms and SMS message

checkboxes. This enables sending SMS based on this alarm. The settings is also visible

in the Alr column on the right: the yellow alarm and phone icons appear.

-[a] MERBON_SCADA_DEM

[ | MERBON_SCADA_DEMO

Fri91020M810:;65:00  Fr 19102018 10:55:01

Fr19.10.2018 10:55:01

ch.1| 00:00[mm:ss] 00:00[mm:ss]

Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:00
Fr19.10.2018 10:55:0
Fr19.10:2018 1 0:55: 0
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:0
Fr19.10:2018 1 0:55: 0
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:0
Fr19.10.2018 10550
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:01
Fr19.10.2018 10550
Fr19.10:2018 1 0:55: 0
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:01
Fr19.10.2018 10:55:01
Frigin201e 10550 (]

5 i e o o e e e e e = e et = [

< > <

MERBON_SCADA_DEMO
Skupina
S5CP protocaol
merbon_SCADA_demo.topeni
Systémovi Gas PLC

derno.alarm
merbon_SCADA_tpa boal
merbon_SCADA_tpg.int
merbon_SCADA_demo.tpg_real
merbon_SCADA_demo.main.t18_real
merbon_SCADA_demo.chlazeni
merbon_SCADA_demo.teplota_zadan
merbon_SCADA,_demo teplota_kance
merbon_SCADA_dema reset_alarmu
ekviterma_kotel bl
ekwiterma_kotel fxl
ekwiterma_kotel w1
ekviterma_kotel. iyl
ekviterma_kotel tx2
ekviterma_kotel fx2
ekviterma_kotel b2
ekviterma_kotel fiy2
ekviterma_kotel a3
ekviterma_kotel fx3
ekviterma_kotel 3
ekviterma_kotel fy3
ekviterma_kotel bed
ekviterma_kotel fxd
ekviterma_kotel pd
ekviterma_kotel fud
ekwiterma_kotel tdy
ekviterma_kotel fdy
ekviterma_kotel. out
ekviterma_kotel y_man_mode

ekviterma_kotel y_man_val

Z8P
Fr13.10.2018 10:55:00 SET

Potvrd| Smaz
ZhP SET
KOMFORT SET
an'’c

SET
YR
30.0°C - + IMNIT
260°C
WP Z8P || WYP
B0°C - + IMIT
A80°C + INIT
an.0°c + INIT
80.0°C + INIT
50°C + INIT
A0°C + IMNIT
70.0°C + INIT
60.0°C + IMIT
100°c + INIT
oo'c + INIT
50.0°C + INIT
40.0°C + INIT
260°C + IMNIT
160°C + INIT
40.0°C + IMIT
300°C + INIT
1n0°c + INIT
oo'c + INIT
300°¢C
Aut Man_ || Aut.
30.0°C ° + IMNIT

DF delinition} Inputs/Outputs  Alams IDependenc\es and blockingl Rcwiare OPC Selverl Historyl Running mode Import!Exportl Export!\ntelva\l

v Allovs ALAFiMs (failares)

[~ Alarm cal

I~ SMS message on alarm-off

[~ Alam dialog

[ Failure memory

[~ Woice message |
[ Allow SMS on AlarmServer

[~ Alarm Server Mimor

Sensitivity of ALARM issue

1 min -

Alarm SMS configuration in RcWare data file

If there are more alarms to be configured, Group functions can be used (tag all related
alarm datapoints, and press Ctrl-G).
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7.4 Merbon SCADA messaging — editing of user templates

@ MCC editor, alarm server config: http://localhost:8511/ReWareAlarmServer @ messaging_client

Soubor
| Kopirovat Viozit Vyjmout Smazat Zpét Vpied _

Piehled konfigurace | Filtrovany pohled
94389f08-5181-debg [

gmail_emailing v

000000 EF  gmailemailing test@domat.cz, HOL_RIZENI,

|| Uzivatelsky nebo skupino... <an user or group> |..
[

<canditian> []

A user template allows to set up a customized alarm e-mail format in case the
default template is not suitable, and users need to obtain different set of data, or to
receive the alarm message in a specific format suitable for machine reading.

In the Template editor, internal system variable names are used, which are
replaced by texts at the alarm processing time. Freely definable texts may be placed
between the variables. There are rules to define logical expressions, conditions, etc., see
below. A system variable is inserted by choosing from the drop-down box and clicking

the Insert template button.

Editor $ablon — O *
{ Kopirovat VioZit Vyjmout Smazat Zpét Vpied _ : ap.id Bwﬁ Sablonu Generyj default _
ap.id 2

aplog
ap.meta

ap.metamatch
iap.path
ap.pathmember

epaaodep @

ap.pathmemberrev
ap.pathpart
ap.pathpartrev
ap.spath
aptimestamp

an-all

List of variables:

ap
Syntax: {ap# <body>}
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Text specified in <body> for every alarm point from the set of points, used to compile
the message. In the template body, templates of type (ap.*) may be used, which then
generate information for every alarm point.

ap.ackid

Syntax: {ap.ackid#}

When used within an (ap) template it generates an integer number for every alarm
point. The number can be used to acknowledge the alarm. If used outside an (ap)
template, it generates a number for the first alarm point in the message.
ap.genericstate

Syntax: {ap.genericstate#}

When used within an (ap) template it generates a generic status for the given alarm
point. If used outside an (ap) template, it generates status for the first alarm point in the
message.

Example:

Active, Memory

ap.id

Syntax: {ap.id#}

When used within an (ap) template it generates a unique ID for a given alarm point. If
used outside an (ap) template, it generates a unique ID for the first alarm point in the
message.

ap.log

Syntax: {ap.log#}

When used within an (ap) template it generates a log for a given alarm point. If used
outside an (ap) template, it generates a log for the first alarm point in the message.
ap.meta

Syntax: (ap.meta @ <parameter> #)

Generates a text, representing metadata value for the key specified in <parameter> for
one alarm point.

ap.metamatch

Syntax: (ap.metamatch @ <parameter> = <value> # <body>)

The template generates a text in <body>, if the metadata value of the given alarm point
for the key specified in the <parameter> argument equals the value of the <value>
parameter. This function may be used to group and filter alarm points in the message
body.

ap.path

Syntax: {ap.path#}

48 11/2023 This document is up-to-date for version Merbon SCADA installer 1.9.2



domat

control system Interni informace

When used within an (ap) template it generates the complete path of the alarm point in
the alarm tree. If used outside an (ap) template it generates the complete path of the
first alarm point fro the set of alarm points used for the compilation of the message.
Example:

/MERBON_DEMO/ALARM SSCP/Skupina/Test.main.alrl.

ap.pathmember

Syntax: {ap.pathmember@4#} - {ap.pathmember@3#}...

Generates part of the path in the tree.

ap.pathmemberrev

to be completed — path member reversed

ap.pathpart

to be completed

ap.pathpartrev

to be completed

ap.spath

Syntax: {ap.spath#}

When used within an (ap) template it generates the short path of the alarm data point.
If used outside an (ap) template it generates the short path of the first data point of the
set of data points used to compile the message.

Example:

Test.main.alrl.alrstatus

ap.timestamp

Syntax: {ap.timestamp#}

When used within an (ap) template it generates the time stamp of the alarm data point.
If used outside an (ap) template it generates the time stamp of the first alarm data point
of the set of data points used to compile the message.

Example:

28.01.2022 12:36:04

ap-all

to be completed

ap-all-metamatch

to be completed

ap-new

Generates only new alarms.

Example:

{source.ackid#}
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{ap@new# {ap.timestamp#} {ap.pathmember@4#} - {ap.spath#} -
{ap.log#} }

ap-old

to be completed — generates only old alarms

clip

Cuts the inner text to size specified by the parameter.
Syntax: {clip@ clip-size # /*inner-content*/ }

comm

to be completed

curlybrace.close

Syntax: {curlybrace.close#}

to be completed — used for JSON

curlybrace.open

Syntax: {curlybrace.opent}

to be completed — used for JSON

filter.count

Syntax: {filter.count#}

Generates the number of alarm points of the activation filter.
limit

Syntax: {limit@ count # /*inner-content, per-ap templates*/ }
to be completed

meta

Syntax: {meta@ CommonPrefix | PathRest | SkippedCount#}
to be completed

source.ackid

Syntax: {source.ackid#}

Generates an unsigned integer number which can be used for acknowledging of the
binding.

source.count

Syntax: {source.count#}

Generates total number of alarm points in the binding.
source.path

Syntax: {source.path#}

Generates the complete source path of the binding.

Example:

50 11/2023 This document is up-to-date for version Merbon SCADA installer 1.9.2



domat

control system Interni informace

Template:

name {ap.spath#} status {ap.genericstate#} path

{ap.path#} time {ap.timestamp#}

Result:

name Test.main.alrl.alrstatus status Active,

Memory path

/MERBON DEMO/ALARM SSCP/Skupina/Test.main.alrl.alrstatus
time 28.01.2022 12:36:04

8 User policy — schemas, editing

Merbon User policy allows setup of user rights at several levels.
There are user rights to:

e Projects
e Schemas (plant graphics)
e Data point groups (as configured and seen in RcWare Vision)

Projects

A

Data points Schemas Charts

Moreover, it is possible to set read / write rights and rights to access
the data point table, schemas, and graphs (trends).
User rights for a particular user are a combination of settings from

multiple files. The files with user rights are listed in the following part.
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8.1 Settings rights for a specific user

If you do not have to differentiate the rights to certain projects and the changes
always apply to the global user policy settings, you can use the rights settings directly
in the domain server for specific users.

You need to log in to the domain server at http: // localhost: 9696 / and follow

the instructions in the picture.

[=UYE = > | pomain se.

Filler

W} & Domain Admin domain.admin Domain administrator account. 3
8]\ standard User shorturl Default user used for creating short ... OK

o 0

052 Permissians
pplications Permissions

1. Select the user for - Scada

whom you want to set - System Adminstrator
rights ~——- Domain: DEFAULT_DOMAIN

o

=

[SESESESESES)

4. et the rights we

- \

Domain_Datapoint_UseActionPr...
Domain_Datapoint_ExecuteAlar...
Domain_Datapoint_SetDataPoin...
Domain DatapointDeleteHistory
Donmaln_Chart_View
Donmaln_Chart_Edit
Domaln_Chart_Delete
Domaln_Schema_View
Donmaln_Schema_Edit
Domain_Schema_Delete

HBREEEEEQEERE

The following setting options apply to the use of user groups.

8.2 Situation 1 — Users have access to all projects

If all users should have access to all projects and only their read / write rights
are different, the ScadaAdmins and AllUsers predefined groups can be used. These
two groups are created automatically for all projects, and users assigned to them are
allowed to access all projects. Their user rights are defined as follows:

ScadaAdmins:

e Projects —all

e Schemas —all

e Data point groups —all

e Read / write -> data points in a particular project — read and write
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e Data point table / schemas / graphs view — all options

AllUsers:

e Projects —all

e Schemas—all

e Data point groups —all

e Read / write -> data points in a particular project — read only
e Data point table / schemas / graphs view — all options

It is enough to specify which users will have the read-only rights and which
users will have the read / write rights, define them at the domain server, and assign
them to the above named groups.

Users and groups are defined at the domain server which can be accessed
from a web browser at http://localhost:9696.

Enter the credentials which have been entered at the Merbon SCADA

installation procedure, and connect to the Domain server.

Merbon editor

Usemame

Password

~merbon [

8] 5tandard User admin Admministrator [
[ Domain Admin domain.a dmin Domain administrator account. oK

(8] standard User sharturl Default user used for creating short URL addresses Ok
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Domain server main page

The exported projects have two groups predefined: ScadaAdmins and AllUsers.

;
A new user group can be added by clicking the button.

Then define new users by clicking the button and attach them to
groups.

A new user must have his user name defined (Login), and password (Password).
The password must have at least 5 characters, containing at least one small
character and one numeral and must not contain login. Items Name, Surname
and Description are optional and are used to specify the user in more detail if
required.

Create user

Domain:
DEFAULT DOMAIN
Login {*):

Password (*):

Retype Password (*):

Password and Retype password must be the same

Definition of a new user in the Domain Server

After a new user is defined, it must be assigned to a group to acquire his
access rights. This can be done by two ways:

- Add a user to group using the tool panel which is in the Show users
tab. Go to Groups and click Name to select a group. The group will

be added by clicking Add. All changes must be confirmed by the Save
button.
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[Te—. el A

Fhone A
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Lagin(y
standard User 2dmin Aduiniztratar o ame ——
damain, Domain administatos accomt. 0% sumame |
Defauit wer wed for ereating short URL Description A1 e s for crasieg shan U]
Bl stns @ Gl
wail
Fhane ]
Authentication
g

Adding a user in a group in User editor
or

- goto Show groups, and click the group the user shall be added to. In
the tool panel in Users click the Name field to select a user. Click Add
to add the user to group. Confirm all changes by clicking Save.

~merbon scene

stans A

Group mosmbors ok A

= SR Ui et S e

tame)  ScmameE ]
W] »imitratars minsstratars Staridard Usar .
(] st cminstrat [ Staridard ¢ esriprion
(] Alarm server administrators Users that can administer the alarm server, oK Standard User Status [ v
A Users that can call alarm server functicns on . . Lers
[B] ALarm server impersonatars ahat of tome! aise. oK Standard User

domain admin
oK Standard User
[ — st con edit il nfarmation  the gy Standard Usan
(W] comain viewers Users tha con e ol ez and o nthe g Seemain Ademin

Users thal can administer the scads server,

|
oll a-

Standard User

(] a5 s1amEvantviewers SeagasysienEventViswers oK Standard User

(e

Adding a user in a group in Group editor
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Then log in to the Merbon SCADA server to check that the rights were
applied correctly.

= \
Password |

[e— |

Switch to version for mobile devices

Login to the Merbon SCADA server

8.3 Situation 2 — Users have rights to particular projects

If it is required to assign different user rights to different projects, user groups
»Full Control“ (RIZENI), ,,Alarm Operation“ (UDRZBA) and ,,Read Only“ (DOZOR) can be

used. These groups are created only if set in the RcWare Vision export dialogue.

SCADAZ Export
Export to Mervis SCADA I Fieport }

Basic settings l Advanced settings |

[v Export access policy rights

FicLink commurication with: |Iucalhusl

W2 drivers

SoftPLT Alarm scripts ta SoftPLCAlarmCore

¥ allow "inactive acknowledged" state

W' set alam masks |E\R cWarE\LIli\ities\ScadaEnnvertEl\Hesﬂurcas\.’-\J
¥ force alam memory enabled

Path to create SCADA, praject |E'\Visinn_data\_ekpnrt

Root alarm path in AlaimS erver |

<=1

Path for saving text histary files |E.\vlSIUn,dala\h\E,h\StDw
Path for averflow buffers [
||: o Sra BLID s fsaves fe) Behema - focel stafion f not found

P y y " Dan't set SAL history when only hpsteresis selected
File histary read-only
Transfer force refresh setting

Set comm error indication delay [va drivers only]

300 [sec]

Create rights

[v Full contral [project_name]  [RIZENI
[v &larm operation [project_name]  |UDRZBA

AT

[v Fead only [project_name] (DOZ0R

¥ Freserve tab characters in test interfaces' values
[v Create TimeSpan data paint for input variables of "TIME" type [SSCF +2 only]
[v Set projects access user rights
I~ Upload projects to Scada server
I Use MervisDb diiver for all communication EC DAy
Rt Utk [ ttp: /10 alhost 8520 |
ren User name: | admin
™ Set empty groups visibility

[ Invisile Passward |

[ Load groups to set list from saved headers list Projsct start/stop limeout: |60 1 fsec]
LjUse DE, P . ™ Force project start after upload
[ Don't create RcWareDb 1 definitions .
N - ™ Delete current values files [.datax] on project start
[T Create profile for each datapaints group

[ Force DB saving setting
= [~ Export stations separately

Profile;  |cmbProfile - Save profile Load profile Export all.. Export selected stations.. |

Clase
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Rights for three custom groups

Each exported project then contains these three user groups. They are specific
for each particular project.

Groups with the same names then must be created at the Domain server, and
then it is possible to create users and assign them into the groups. If a user is assigned
to group ,,ProjektXY_RIZENI“ only, his rights are limited to ,,ProjektXY“ only. He will
have no rights to other projects.

The user rights are then defined as follows:

Full Control (RIZENI) — full control, read and write

Alarm Operation (UDRZBA) - only read and alarm acknowledge

Read Only (DOZOR) - read only

8.4 Situation 3 — Limited access to data point table / graphs / schemas

If a user or group shall have no access to schemas, graphs, or data point table,
the definition files must be edited manually. The access rights are specified in the

~Cfg/projects.config” file, which is in the export folder.

8.4.1 Project access modification

The file contains project definition, followed by definition of user groups and
their rights.

Access rights to the items can be defined globally for all projects, or for each
project separately.

The rights are defined in this section:
<n3:items>

<n3:1 name="View" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of view rights -->

<n3:1 name="Edit" allow="true"
r:type="59422c36-cc07-4b73-8be0-dB8ad4e520596" /> <!-- Definition
of edit rights -->

<n3:1 name="Delete" allow="true"
r:type="59422c36-cc07-4b73-8be0-dB8ad4e520596" /> <!-- Definition
of delete rights -->

<n3:1 name="ViewInGenericTextView" allow="true" r:type="59422c36

-cc07-4b73-8be0-d8ad4e520596" /> <!—Definition of data table

access —-->
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<n3:1 name="ViewInChartView" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!—-Definition
of graph view -->

</n3:items>
Changing the ,,allow” parameter to false or complete deletion of the record

disables the user or group from access to the data point table, schema or graph.

8.4.2 Schemas access modification

To modify access to groups, we use RcWare. Specificaly “Database editor >
Unlock DP file > Running mode > Access policy edit”. New windows will show up where

you can edit access policy in.

: DESKTOP-FBLONE! Registration: DEMO 10 version = limit 20[min] for cemmunication - [MERBON_SAMPLE_PROJECT - editor[C — d
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H ED ¥ BITEE i I

09.2 Ao 9.; A ch1 00:00[mm:ss] 00:00[mm:ss]
Merbon_Sample_Project_RA3

L [ LA
Fr Teplata wpstup 200 °C
Fr llaplep smé” ' ' ' .
_ Rights for web acces X
o klapka mé
klapky obte View rights
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] U d At
Fr 2amraz repl o |[C_a mn J |
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Fr fizeni FM p [~ Do not enable closing schema windave
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Fr filr pifvad [~ Digable button operation over web
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| Rights f h
= statvent{ ights for |sc emas ﬂ
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Fr alr el. ohiey Dizable evemthing evernone
Fr vikon
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Fr Alr chlazeni ¥ Cancel | |
B PR : : f
[Z=%] InK | |

DP definition I Inputs/Dutputs] Alarms } Dependencies and blocking } Rc'w/are OPC Sewer1 History  Running mode: ImporUExDDﬂ Export#lntervaﬂ Extendad]

Communication between Fow are systems Script mode Uszer rights to schemasz wia internet [15 - Rcweb
[ Use mutual communication JScipt NET - V¥ Use access policy

r Edit svent handisrs [ Use access policy also locally
Connhection name for actualization Access policy edi
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Il sT0P User: rc_admin Profile: Default Mo 21.11.2022 12:35:56

Unfortunatelly, using RcWare you can modify only access for users, not groups.
So if you want to modify acces for whole user group, you need to change definition of
users to groups. To do this, it’s necessary to edit

“scada/projects/[project_id]/schemas/schemas.config” file. For basic modifications,
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only thing you need to do, is use function “find and replace” in text editor of your choice.
You search for type="User" and replace it with type="Group". Evenually, you can change
the group name the same way.

You can modify user/group rights to schemas independently of the RcWare in
the “schemas.config” file. Due to the demandingness of this action, we do not
recommend this process.

You have following options to modify access rights:

e Set access to all schemas in project
* In xml its located in ,schemaConfig > schemaGroups > group>
nl:tags”
=  Only right that will affect working of Merbon SCADA in context of

“schemas.config” file is the right “View”

e Set access to schemas
o There are 2 options to modify access to schemas
= 1. Allow access to all schemas and forbid access to selected
ones
= 2. Not allow (CAUTION!, not forbid, project would not load)
access to all schemas and allow access to some of them.

o You modify this in ,schemaConfig > schemaGroups > group >
nl:elements” part.

o Every “schemaltem” tag defines access to single schema with link to
schema in tag “schema” defined in the begining of file in tag
“schemas”

o Also, it is possible to edit permissions to access schemas in RcWare,
which, as mentioned, doesn’t work with user groups. If you do it that
way, you will need to change definitions of Users to Groups as

described in the begining of 8.4.2 below the picture.
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8.4.3 Modify access to data points

e You can alter data point acces in [project_id].data file

e This file could be very large, so it is necessary to know, that rights definition is
located in “rc rights tree”

e |f we forbid access to data points by modifying the “View” right, data points are
now shown

o |If we forbid rights “UseActionProperties”, user in altered group will not be able

to use active elements, - switches, etc.

8.5 Example

To set up the user access, following steps have to be completed:
The user rights to projects for groups and users are defined in the exported

definition file scada\cfg\projects.config.

B[] =dg - 0o x
Domi Sdileni Zobrazeni (7]

IE Il Podokno nahledu &) Mejuétdi ikony [&] Velké ikony Sl Stfedniikony [ - Seskupit podle ~ [ zaskrtvaci politka polozek I:'I
ERE Malé ikany fE Seznam == Podrobnosti " [TH] Pridat sloupce ~ Pfipony nézv soubord
Navigaéni illme . e _ Radit ) ¢  Moznosti
podokno~ [TH Padakno podrabnasti | EI- pjazice 3= Obsah ¥ podie fim Piizpdsobit viechny sloupce Skiyté polasky .
Podokna RozloZeni Aktudini zobrazeni Zabrazit & skrjt
€« < 4 | Tento pocita¢ > Windows7_05 (C) » Apps > RCWare Vision » RCWare > Exportvision_data > scada » cig| v @ | Prohledat: cfg P

Nazev Datum zmény Typ Velikost

§1 behaviors.canfig
%1 projects.config

XML Configuratio... 1 kB

XML Configuratio... 3kB

Pocet polozek: 2 =
Exported definition file projects.config in File explorer

The example shows a single project with GUID e2ae9515-d28d-4114-8cd7-
78ccdeabba named KLASTER_BROUMOV. The project is assigned number 1 in the
definition file. There are user groups ScadaAdmins and AllUsers created by default,
with defined rights (see above). If a more complex user policy is required, this file has
to be edited manually and kept as backup for case of future exports so that it is not
overwritten. This file does not take over any settings of the RcWare Vision user policy.

To avoid having to enter all users on a manual basis and all schemas in a
project have the same user rights, automatic export of every project can be used.
Check the Create rights — Full control option (read and write rights), Alarm operation
(alarm acknowledgement and read-only), or Read only (no writing access). There is a
group created for every project, containing user rights to read all schemas and

selected rights to data points. These rights are created in the file
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scada\cfg\projects.config and it is only necessary to create the user groups in

the Domain server. The rights are also automatically added to the project-specific files
(projlD/projID.data a projlD/schemas/schemas.config)

SCADAZ Export x
Export to Mervis SCADA | Report |
Basic settings I tdvanced settings |
[V Expart access policy rights
Path to create SCADA project IE-\‘”S":'”—‘j‘ila\—e"':":”t _I ml HcT_mk cummuf]l:airungwwlh |Iocalhost
Root alarmn path in AlamS erver I [V W2 drivers
— - ¥ SoftPLE Alarm scripts to SoftPLCAlarmCore:
Paath for saving text bistory files [ wision_datatie_history | = aunw.‘inmwgckmw‘e igec state
Path for averflow buffers | | ¥ set alam masks C:\Roware\UtitiestScadaConverter\Resoucesid ..
¥ force alam memory enabled
l|: Ef::teef.l;iucg?;:;:eafﬁn&?;h M (Eoes (i) I Sehema - local stafion  nat found
P - y " [~ Don't set SOL history when only hpsteresis selected
[~ File history read-only
Create right RZEN [~ Transfer force refresh setting
¥ Ful cantral [Eregeet el [~ Set comm enor indication delay [v2 divers only)
v &larm operation [project_name] |UDRZBA 300 [sec]
¥ Read anly [project_name] |DOZ0R ¥ Preserve tab characters in test interfaces’ values
v Create TimeSpan data point for input variables of type v only
v TimeSpan d it for i iables of "TIME" SSCP v2 onl
W Set projects access user rights
[~ Upload projects to Scada server
I Use MervisDb diiver for all communication SIC ey
paramelers:| Utk [hitp: /locathost 8520 =]
User name: Iadmin
I™ Set emply groups wisibility
™ Irwisible Password: I“x
[~ Load groups to set list from saved headers list Project start/stop timeout: |60 jl [sec]
r'ESEDDEItD'OMPIS RewareDb w1 defiit I~ Force project start after upload
ot create fciarelh v defintions I~ Delete cument values files [.datax) on project start
[~ Create profile for each datapoints group
™ Farce DB saving setting
[ Saveto DR I Export stations separately
Profil; |cmbProfile - Save prafile Load profile I Expart all Export selected stations. |

Rights for the groups Rizeni, Udrzba and Dozor

<?xml version="1.0" encoding="utf-8"7?>

<projects xmlns:r="http://dev.rcware.eu/serialization/ref

erences" xmlns:nl="http://dev.rcware.eu/loc" xmlns:n2="http://de
v.rcware.eu/groups" xmlns:n3="http://dev.rcware.eu/permissions"

dataVersion="" xmlns="http://dev.rcware.eu/scada/projects">

<projects> <!—-Defined Projects -->
<project id="e2ae9515-d28d-4114-8cd7-
78ccdeabbafb" name="KLASTER BROUMOV" tz="Europe/Prague"
r:def="1"> <!-- Project "KLASTER BROUMOV with assigned number
"1" within this XML document -->
<loc>
<nl:gps lat="0" lon="0" />
</loc>
</project>
</projects>

<projectGroups> <!—Defined groups of projects-->

<group n2:name="C: Apps_RCWare Vision RcWare DATA">
<!—Project group named "C: Apps RCWare Vision RcWare DATA" -->

<n2:tags>
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<n2:tag r:type="52f£765d9-6fac-4914-b4dbc-
5b9d47e70b72" >
<n2:assignments>
<n2:permissionAssignment>
<n3:owner type="Group" name="ScadaAdmins"
/> <!—Rights for the user group "ScadaAdmins" -->
<n3:items>
<n3:1 name="View" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of viewing rights -->
<n3:1 name="Edit" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of rights to edit the project -->
<n3:1 name="Delete" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
for deleting rights -->

<n3:1 name="ViewInGenericTextView" allow="true" r:type="59422c36
-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition of rights to
the data point table -->
<n3:1 name="ViewInChartView" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of rights to graphs -->
</n3:items>
</n2:permissionAssignment>
</n2:assignments>
<n2:assignments>
<n2:permissionAssignment>
<n3:owner type="Group"
name="KLASTER BROUMOV_RIZENI" /> <!-- Rights for the user group
"KLASTER BROUMOV RIZENI" -->
<n3:items>
<n3:1 name="View" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of viewing rights -->
<n3:1 name="Edit" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of rights to edit the project -->
<n3:1 name="Delete" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
for deleting rights -->

<n3:1 name="ViewInGenericTextView" allow="true" r:type="59422c36

-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition of rights to
the data point table -->
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<n3:1 name="ViewInChartView" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of rights to graphs -->
</n3:items>
</n2:permissionAssignment>
</n2:assignments>
</n2:tag>

<n2:tag r:type="52f£765d9-6fac-4914-bdbc-
5b9d47e70b72" >
<n2:assignments>
<n2:permissionAssignment>
<n3:owner type="Group" name="AllUsers" />
<!-- Rights for the group "AllUsers" -->

<n3:items>

<n3:1 name="View" allow="true" r:type="59422c36-cc07-4b73-8bel-
d8ad4e520596" /> <!-- Definition of viewing rights -->

<n3:1 name="ViewInGenericTextView" allow="true" r:type="59422c36
-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition of rights to
the data point table -->

<n3:1 name="ViewInChartView" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of rights to graphs -->

</n3:items>
</n2:permissionAssignment>

</n2:assignments>

<n2:assignments>
<n2:permissionAssignment>
<n3:owner type="Group" name="
KLASTER BROUMOV_UDRZBA" /> <!-- Rights for the user group
"KLASTER BROUMOV_ UDRZBA" -->

<n3:items>

<n3:1 name="View" allow="true" r:type="59422c36-cc07-4b73-8bel-
d8ad4e520596" /> <!-- Definition of viewing rights -->

<n3:1 name="ViewInGenericTextView" allow="true" r:type="59422c36
-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition to rights to
the data point table -->
<n3:1 name="ViewInChartView" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
to graphs -->
</n3:items>

</n2:permissionAssignment>
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</n2:assignments>
<n2:assignments>
<n2:permissionAssignment>
<n3:owner type="Group" name="
KLASTER BROUMOV_DOZOR" /> <!-- Rights for the user group
"KLASTER BROUMOV DOZOR" -->

<n3:items>

<n3:1 name="View" allow="true" r:type="59422c36-cc07-4b73-8bel-
d8ad4e520596" /> <!-- Definition of viewing rights -->

<n3:1 name="ViewInGenericTextView" allow="true" r:type="59422c36
-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition of rights to
the data point table -->
<n3:1 name="ViewInChartView" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of rights to graphs -->
</n3:items>
</n2:permissionAssignment>
</n2:assignments>
</n2:tag>
</n2:tags>
<!—=List of projects in the group -->
<n2:elements>
<n2:projectItem>
<project r:ref="1" /> <!-- Users in groups
ScadaAdmins, KLASTER BROUMOV RIZENI, AllUsers,
KLASTER BROUMOV UDRZBA and KLASTER BROUMOV_ DOZOR have access
rights to project No. "1" -->
</n2:projectItem>
</n2:elements>
</group>
</projectGroups>
</projects>
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Editing of rights to individual projects — new groups and users

The file can be extended by more projects and user groups / users with

defined rights by copying and editing. The section

<projects>

</projects>
defines projects with their GUIDs, name and identifier within this XML.
Then, users and user groups are defined, and access rights to the projects are
assigned to them.
<n2:elements>
<n2:projectItem>
<project r:ref="1" />
</n2:projectItem>
</n2:elements>

The definition above with some more users (Majitel1, Majitel2,
Maijitel3, Provozovatel, Domat_servicel, Domat_service2) and two more
projects HOTEL_BROUMOV a KLASTER_BROUMOV may look e.g. like this:
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<?xml version="1.0" encoding="utf-8"?>

<projects
xmlns:r="http://dev.rcware.eu/serialization/references"
xmlns:nl="http://dev.rcware.eu/loc"

xmlns:n2="http://dev.rcware.eu/groups" xmlns:n3="http://dev.rcwa

re.eu/permissions"”" xmlns="http://dev.rcware.eu/scada/projects">

<projects> <!-- Defined projects —-->
<project id="e2ae9515-d28d-4114-8cd7-
78ccdeabbafb" name="KLASTER BROUMOV" tz="Europe/Prague"

r:def="1"> <!-- Project "KLASTER BROUMOV with assigned number
"1" within this XML document -->
<loc>
<nl:gps lat="0" lon="0" r:def="1" />
</loc>

<project id="c0e865£3-3cd7-42c8-b542-
42026de14888" name="HOTEL_ BROUMOV" tz="Europe/Prague" r:def="2">

<!-- Project "HOTEL BROUMOV with assigned number "2" within
this XML document -->
<loc>

<nl:gps r:ref="1" />
</loc>
</project>
<project id="40106293-e5b4-61lcf-ac24-
b4250d24b£fb0" name="OBCHOD BROUMOV" tz="Europe/Prague"

r:def="3"> <!-- Project "OBCHOD BROUMOV with assigned number "3"
within this XML document -->
<loc>

<nl:gps r:ref="1" />
</loc>
</project>
</projects>

<projectGroups> <!-- Defined groups of projects -->
<group n2:name=" Majitell "> <!-- Project group with
name "Majitell" -->

<n2:tags>
<n2:tag r:type="52f£765d9-6fac-4914-b4bc-
5b9d47e70b72" >
<n2:assignments>
<n2:permissionAssignment>

<n3:owner type="User" name=" Majitell "/>
<!-- Rights for user "Majitell" -->

<n3:items>

<n3:1 name="View" allow="true"

r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!--

Definition of viewing rights to schemas -->
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<n3:1 name="ViewInChartView" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of viewing rights to graphs -->
</n3:items>
</n2:permissionAssignment>
</n2:assignments>
</n2:tag>
</n2:tags>
<n2Z:elements>
<n2:projectItem>
<project r:ref="1" /> <!-- User Majitell in
group Majitell has right to project No. "1" -->
</n2:projectItem>
</n2:elements>

</group>

<group n2:name=" Majitel2 "> <!-- Project group named
"Majitel2" -->
<n2:tags>
<n2:tag r:type="52f£765d9-6fac-4914-bdbc-
5b9d47e70b72" >
<n2:assignments>
<n2:permissionAssignment>
<n3:owner type="User" name=" Majitel2 " />
<!-- Rights for user "Majitel2" -->
<n3:items>
<n3:1 name="View" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of viewing rights to schemas -->
<n3:1 name="ViewInChartView" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of viewing rights to graphs -->
</n3:items>
</n2:permissionAssignment>
</n2:assignments>
</n2:tag>
</n2:tags>
<n2:elements>
<n2:projectIltem>
<project r:ref="2" /> <!-- User Majitel2 in
group Majitel2? has right to project No. "2" -->
</n2:projectItem>
</n2:elements>

</group>

<group n2:name=" Majitel3 "> <!-- Project group named
"Majitel3" -->
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<n2:tags>
<n2:tag r:type="52£765d9-6fac-4914-b4bc-
5b9d47e70b72" >
<n2:assignments>
<n2:permissionAssignment>
<n3:owner type="User" name=" Majitel3 " />
<!-- Rights for user "Majitel3" -->
<n3:items>
<n3:1 name="View" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of viewing rights to schemas -->
<n3:1 name="ViewInChartView" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of viewing rights to graphs -->
</n3:items>
</n2:permissionAssignment>
</n2:assignments>
</n2:tag>
</n2:tags>
<n2:elements>
<n2:projectIltem>
<project r:ref="3" /> <!-- User Majitel3 in
group Majitel3 has right to project No. "3" -->
</n2:projectItem>
</n2:elements>

</group>
<group n2:name=" Provozovatel "> <!-- Project group
named "Provozovatel" -->

<n2:tags>
<n2:tag r:type="52£765d9-6fac-4914-b4bc-
5b9d47e70b72">
<n2:assignments>
<n2:permissionAssignment>
<n3:owner type="User" name=" Provozovatell
" /> <!-- Rights for user "Provozovatel" -->
<n3:items>
<n3:1 name="View" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!--
Definition of viewing rights to schemas -->
<n3:1 name="ViewInChartView" allow="true"
r:type="59422¢c36-cc07-4b73-8be0-d8ad4e520596" /> <!--
Definition of viewing rights to graphs -->
<n3:1 name="ViewInGenericTextView"
allow="true" r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" />
<!-- Definition of viewing rights to data points -->

</n3:items>
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</n2:permissionAssignment>
</n2:assignments>
</n2:tag>
</n2:tags>
<n2:elements>
<n2:projectItem>
<project r:ref="1" /> <!-- User Provozovatell
in group Provozovatel has right to project No. "1" -->
</n2:projectItem>
<n2:projectItem>
<project r:ref="2" /> <!-- User Provozovatell
in group Provozovatel has right to project No. "2" -->
</n2:projectItem>
<n2:projectItem>
<project r:ref="3" /> <!-- User Provozovatell
in group Provozovatel has right to project No. "3" -->
</n2:projectItem>
</n2:elements>

</group>
<group n2:name="ScadaAdmins"> <!-- Project group
named "ScadaAdmins" -->

<n2:tags>
<n2:tag r:type="52f£765d9-6fac-4914-bdbc-
5b9d47e70b72" >
<n2:assignments>
<n2:permissionAssignment>
<n3:owner type="User" name="Domat_ servicel"
/> <!-- Rights for user "Domat servicel" -->
<n3:items>

<n3:1 name="View" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of viewing rights to schemas -->

<n3:1i name="Edit" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of rights to project editing -->

<n3:1 name="Delete" allow="true"
r:type="59422¢c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of rights to delete in projects -->

<n3:1i name="ViewInChartView" allow="true"
r:type="59422¢c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of rights to view graphs -->

<n3:1 name="ViewInGenericTextView" allow="true" r:type="59422c36
-cc07-4b73-8be0-dB8ad4e520596" /> <!-- Definition of rights to
data point table -->

</n3:items>
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</n2:permissionAssignment>
</n2:assignments>
</n2:tag>
<n2:tag r:type="52f£765d9-6fac-4914-bdbc-
5b9d47e70b72" >
<n2:assignments>
<n2:permissionAssignment>
<n3:owner type="User" name="Domat service2"
/> <!-- Rights for user "Domat service2 -->
<n3:items>

<n3:1 name="View" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of viewing rights -->

<n3:1 name="Edit" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of rights to project editing -->

<n3:1 name="Delete" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of rights to delete in projects -->

<n3:1 name="ViewInChartView" allow="true"
r:type="59422c36-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition
of rights to view graphs -->

<n3:1 name="ViewInGenericTextView" allow="true" r:type="59422c36
-cc07-4b73-8be0-d8ad4e520596" /> <!-- Definition of rights to
data point table -->
</n3:items>
</n2:permissionAssignment>
</n2:assignments>

</n2:tag>

</n2:tags>
<n2:elements>
<n2:projectItem>
<project r:ref="1" /> <!-- Users
Domat servicel and Domat service2Z in the ScadaAdmins group have
rights for project No. "1" -->
</n2:projectItem>
<n2:projectIltem>
<project r:ref="2" /> <!-- Users
Domat servicel and Domat service2 in the ScadaAdmins group have
rights for project No. "2" -->
</n2:projectItem>
<n2:projectIltem>
<project r:ref="3" /> <!-- Users
Domat servicel and Domat service2 in the ScadaAdmins group have

rights for project No. "3" -->
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</n2:projectItem>
</n2:elements>
</group>

</projectGroups>

</projects>

The XML file above defines groups / users and their project access rights:

Tab. 1 — Definition of groups and users

Group User / Project KLASTER_BROUMOV | HOTEL_BROUMOV | OBCHOD_BROUMOV
Majitell Majitell yes no no
Majitel2 Majitel2 no yes no
Majitel3 Majitel3 no no yes
Provozovatell | Provozovatell yes yes yes
ScadaAdmins | Domat_servicel yes yes yes
Domat_service2 yes yes yes

If a group or user is defined with the same name in the Domain server, they
are paired according to their names, and the rights to selected projects are granted.
These users, however, must also be defined in the files at the projects. The most
convenient way is to define them in RcWare Vision before the project is exported to
Merbon SCADA. If they are not defined in RcWare Vision prior to export, they must be
defined later in files projiD/projID.data and projlD/schemas/schemas.config.

8.6.1 User definition in RcWare Vision

New users are defined in the Settings -> User definition -> Users menu.
Eventual editing of user rights for schemas or data point table is described

below.

8.6.2 Definition of rights to schemas

Definition of rights to schemas can be set in the user rights setting to
RcWare Vision schemas, in the RcWare Vision menu Running mode -> Access

policy edit.
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Definition of access rights to individual schemas

It is necessary to maintain the defined user names in the Domain server
and in the definition file scada\cfg\projects.config. When exporting the project
to Merbon SCADA please check the option Export access policy rights.

Access rights to schemas are exported to file scada\projects\[GUID

projektu]\schemas\schemas.config:

<?xml version="1.0" encoding="utf-8"7?>

<schemaConfig xmlns:r="http://dev.rcware.eu/serialization/
references"
xmlns:nl="http://dev.rcware.eu/groups" xmlns:n2="http://dev.rcware

.eu/permissions"”" xmlns="http://dev.rcware.eu/scada/schemas">

<schemas>

<schema id="bb409cfe-c537-4473-ab46-elfbf7e00105"
name="1lnp.rozv" r:def="7" /> <!-- Schema named lnp.rozv has ID: 7
-—>

<schema id="£fd8a8c66-2cb6-4afb-8ce3-aabda430c03e"
name="1lnp" r:def="5" /> <!-- Schema named lnp has ID: 5 -->

<schema id="822a82ae-3d2c-41d4-8834-9ce5cbc4a9f9"
name="2np.rozv" r:def="10" /> <!-- Schema named 2np.rozv has ID:
10 ——>

<schema id="7cde8abc-cbd3-4c80-bd0b-0aeb6bbd0b2c3"
name="2np" r:def="6" /> <!-- Schema named 2np has ID: 6 -->

<schema id="dc3bc25f-8ba9-43ff-b06b-96cbl11773670"
name="3np.rozv" r:def="11" /> <!-- Schema named 3np.rozv has ID:
11 ——>

<schema id="8cOcbbca-491c-45a3-b7ed-d104c0f46fa4"
name="3np" r:def="12" /> <!-- Schema named 3np has ID: 12 -->

72 11/2023 This document is up-to-date for version Merbon SCADA installer 1.9.2


http://dev.rcware.eu/groups

Interni informace

<schema id="ele94b64-cf8l1-42c6-aeda-2cccf4d76£35"
name="4np.rozv" r:def="9" /> <!-- Schema named 4np.rozv has ID: 9
-—>

<schema id="819d9c1ld-3fcf-4d8b-8168-e3ddbf6e%9a42"
name="mezanin" r:def="14" /> <!-- Schema named mezanin has ID: 14
-—>

<schema id="665c87dc-8912-4a8e-a661-a759c91e5e14"

name="Rozcesti" r:def="13" /> <!-- Schema named Rozcesti has ID:
13 ——>

</schemas>

<schemaGroups>

<group nl:name="schema group">
<nl:tags>
<nl:tag r:type="52f765d9-6fac-4914-bdbc-
5b9d47e70b72" >
<nl:assignments>
<nl:permissionAssignment>
<n2:owner type="Group" name="ScadaAdmins" />
<!-- Skupina s nézvem "ScadaAdmins" -->
<n2:items>
<n2:1 name="View" allow="true"
r:type="317d8eee-73£f8-43e0-a612-ae45fd2385d8" r:def="1" /> <!--
Definition of rights to view schemas -->
<n2:1 name="Edit" allow="true"
r:type="317d8eee-73£8-43e0-a612-ae45£fd2385d8" r:def="2" /> <!--
Definition of rights to edit projects -->
<n2:1 name="Delete" allow="true"
r:type="317d8eee-73£8-43e0-a612-ae45£fd2385d8" r:def="3" /> <!--
Definition of rights to delete in projects —-->
</n2:items>

</nl:permissionAssignment>
<nl:permissionAssignment>

<n2:owner type="Group" name="KLASTER BROUMOV_RIZENI" /> <!-- Group
named "KLASTER BROUMOV_ RIZENI" -->
<n2:items>

<n2:i r:ref="1" r:type="317d8eee-73£8-
43e0-a6l2-ae45£d2385d8" /> <!-- Definition of rights to view
schemas —-->

<n2:i r:ref="2" r:type="317d8eee-73£8-
43e0-a612-ae45£fd2385d8" /> <!-- Definition of rights to edit
projects -->

<n2:i r:ref="3" r:type="317d8eee-73£8-
43e0-a612-ae45£fd2385d8" /> <!-- Definition of rights to delete in

projects -->
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</n2:items>
</nl:permissionAssignment>
</nl:assignments>
</nl:tag>

<nl:tag r:type="52£f765d9-6fac-4914-b4dbc-
5b9d47e70b72">
<nl:assignments>
<nl:permissionAssignment>

<n2:owner type="Group" name="AllUsers" />
<!-- Group named "AllUsers" -->

<n2:items>

<n2:1 name="View" allow="true"

r:type="317d8eee-73£f8-43e0-a612-ae45£fd2385d8" r:def="4" /> <!--
Definition of rights to view schemas -->

</n2:items>

</nl:permissionAssignment>

<nl:permissionAssignment>

<n2:owner type="Group" name="KLASTER BROUMOV_ UDRZBA" /> <!-- Group
named "KLASTER BROUMOV_ UDRZBA" -->
<n2:items>
<n2:1 r:ref="4" r:type="317d8eee-73£8-
43e0-a6l12-ae45£d2385d8" /> <!-- Definition of rights to view
schemas —-->
</n2:items>

</nl:permissionAssignment>

<nl:permissionAssignment>

<n2:owner type="Group" name="KLASTER BROUMOV_DOZOR" /> <!-- Group
named "KLASTER BROUMOV_ DOZOR" -->

<n2:items>

<n2:i r:ref="4" r:type="317d8eee-73£8-

43e0-a6l12-ae45£d2385d8" /> <!-- Definition of rights to view
schemas -->

</n2:items>

</nl:permissionAssignment>
</nl:assignments>
</nl:tag>

</nl:tags>
<nl:elements>

<nl:schemaltem>
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<schema r:ref="5" /> <!-- Schema ID: 5 named Inp
can be viewed by all users -->
</nl:schemaltem>
<nl:schemaItem>
<schema r:ref="6" /> <!-- User rc admin has
special rights to schema ID: 6 named 2np -->
<nl:tags>
<nl:tag r:type="52f765d9-6fac-4914-b4bc-
5p9d47e70b72">
<nl:assignments>
<nl:permissionAssignment>
<n2:owner type="User" name="rc_admin"
r:def="8" /> <!-- User rc admin has ID: 8 -->
<n2:items>
<n2:i name="View" allow="true"
r:type="317d8eece-73£f8-43e0-a612-ae45£d2385d8" /> <!-- Definition
of rights to view schemas -->
<n2:1i name="Edit" allow="true"
r:type="317d8eece-73£8-43e0-a612-ae45£d2385d8" /> <!-- Definition
of rights to edit projects —-->
<n2:1i name="Delete" allow="true"
r:type="317d8eece-73£8-43e0-a612-ae45£d2385d8" /> <!-- Definition
of rights to delete in projects -->
</n2:items>
</nl:permissionAssignment>
</nl:assignments>
</nl:tag>
</nl:tags>

</nl:schemaltem>

<nl:schemaltem>
<schema r:ref="7" /> <!-- Schema ID: 7 named
lnp.rozv is available for viewing for all users -->
<nl:tags>
<nl:tag r:type="52f765d9-6fac-4914-b4dbc-
5b9d47e70b72" >
<nl:assignments>
<nl:permissionAssignment>
<n2:owner r:ref="8" /> <!-- ID refers to
user named rc_admin. The user rc admin will have special rights
for schema ID: 7 named lnp.rozv —-->
<n2:items>
<n2:i name="View" allow="true"
r:type="317d8eee-73£f8-43e0-a612-ae45£d2385d8" /> <!-- Definition

of rights to view schemas -->
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<n2:1 name="Edit" allow="true"
r:type="317d8eece-73£8-43e0-a612-ae45£d2385d8" /> <!-- Definition
of rights to edit projects -->
<n2:1 name="Delete" allow="true"
r:type="317d8eece-73£8-43e0-a612-ae45£d2385d8" /> <!-- Definition
of rights to delete in projects -->
</n2:items>
</nl:permissionAssignment>
</nl:assignments>
</nl:tag>
</nl:tags>

</nl:schemaltem>

<nl:schemaltem>
<schema r:ref="9" /> <!-- Schema ID: 9 named
4np.rozv is available for viewing for all users -->
</nl:schemaltem>
<nl:schemaltem>
<schema r:ref="10" /> <!-- User rc admin The
user rc_admin will have special rights for schema ID: 10 named

2np.rozv —-->

<nl:tags>
<nl:tag r:type="52f765d9-6fac-4914-bdbc-
5b9d47e70b72" >
<nl:assignments>
<nl:permissionAssignment>
<n2:owner r:ref="8" /> <!-- ID refers to
user rc_admin —-->
<n2:items>
<n2:1i name="View" allow="true"
r:type="317d8eee-73f8-43e0-a612-a2e45£d2385d8" /> <!-- Definition
of rights to view schemas -->
<n2:i name="Edit" allow="true"
r:type="317d8eee-73f8-43e0-a612-2e45£d2385d8" /> <!-- Definition
of rights to edit projects —-->
<n2:i name="Delete" allow="true"
r:type="317d8eee-73£f8-43e0-a612-ae45£d2385d8" /> <!-- Definition
of rights to delete in projects -->
</n2:items>
</nl:permissionAssignment>
</nl:assignments>
</nl:tag>
</nl:tags>

</nl:schemaltem>

<nl:schemaltem>
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<schema r:ref="11" /> <!-- Schema ID: 11 named
3np.rozv is available for viewing for all users -->
<nl:tags>
<nl:tag r:type="52f765d9-6fac-4914-bdbc-
5b9d47e70b72" >
<nl:assignments>

<nl:permissionAssignment>

<n2:owner r:ref="8" /> <!-- ID refers to

user rc_admin -->
<n2:items>
<n2:1 name="View" allow="true"
r:type="317d8eee-73£8-43e0-a612-ae45£fd2385d8" /> <!-- Definition
of rights to view schemas -->
<n2:1 name="Edit" allow="true"
r:type="317d8eee-73£8-43e0-a612-ae45£fd2385d8" /> <!-- Definition
of rights to edit projects —-->
<n2:1 name="Delete" allow="true"
r:type="317d8eee-73£8-43e0-a612-ae45£d2385d8" /> <!-- Definition
of rights to delete in projects -->
</n2:items>
</nl:permissionAssignment>
</nl:assignments>
</nl:tag>
</nl:tags>

</nl:schemaltem>

<nl:schemaltem>
<schema r:ref="12" /> <!-- Schema ID: 12 named
3np is available for viewing for all users —-->
<nl:tags>
<nl:tag r:type="52£765d9-6fac-4914-b4dbc-
5b9d47e70b72" >
<nl:assignments>

<nl:permissionAssignment>

<n2:owner r:ref="8" /> <!-- ID refers to

user rc_admin. The user rc admin will have special rights for
schema ID: 12 named 3np ——>
<n2:items>

<n2:1 name="View" allow="true"
r:type="317d8eee-73£8-43e0-a612-ae45£d2385d8" /> <!-- Definition
of rights to view schemas -->

<n2:1 name="Edit" allow="true"
r:type="317d8eee-73£8-43e0-a612-ae45£d2385d8" /> <!-- Definition
of rights to edit projects —-->

<n2:1 name="Delete" allow="true"
r:type="317d8eee-73£8-43e0-a612-ae45£d2385d8" /> <!-- Definition
of rights to delete in projects -->
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</n2:items>
</nl:permissionAssignment>
</nl:assignments>
</nl:tag>
</nl:tags>

</nl:schemaltem>

<nl:schemaltem>
<schema r:ref="13" /> <!-- Schema ID: 13 named
Rozcesti is available for viewing for all users. —-->
<nl:tags>
<nl:tag r:type="52f765d9-6fac-4914-bdbc-
5b9d47e70b72" >
<nl:assignments>
<nl:permissionAssignment>
<n2:owner r:ref="8" /> <!-- ID refers to
user rc_admin. The user rc admin will have special rights for
schema ID: 13 named Rozcesti -->
<n2:items>
<n2:1i name="View" allow="true"
r:type="317d8eee-73£8-43e0-a612-ae45£d2385d8" /> <!-- Definition
of rights to view schemas -->
<n2:1 name="Edit" allow="true"
r:type="317d8eee-73£8-43e0-a612-ae45£fd2385d8" /> <!-- Definition
of rights to edit projects —-->
<n2:i name="Delete" allow="true"
r:type="317d8eece-73£f8-43e0-a612-ae45£d2385d8" /> <!-- Definition
of rights to delete in projects -->
</n2:items>
</nl:permissionAssignment>
</nl:assignments>
</nl:tag>
</nl:tags>

</nl:schemaltem>

<nl:schemaltem>

<schema r:ref="14" /> <!-- Schema ID: 14 named
mezanin is available for viewing for all users. -->

<nl:tags>

<nl:tag r:type="52f765d9-6fac-4914-b4bc-
5b9d47e70b72" >
<nl:assignments>
<nl:permissionAssignment>
<n2:owner r:ref="8" /> <!-- ID refers to

user rc_admin. The user rc admin will have special rights for
schema ID: 14 named mezanin -->

<n2:items>
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<n2:1 name="View" allow="true"
r:type="317d8eece-73£8-43e0-a612-ae45£d2385d8" /> <!-- Definition
of rights to view schemas -->
<n2:1 name="Edit" allow="true"
r:type="317d8eece-73£8-43e0-a612-ae45£d2385d8" /> <!-- Definition
of rights to edit projects -->
<n2:1 name="Delete" allow="true"
r:type="317d8eece-73£8-43e0-a612-ae45£d2385d8" /> <!-- Definition
of rights to delete in projects -->
</n2:items>
</nl:permissionAssignment>
</nl:assignments>
</nl:tag>
</nl:tags>

</nl:schemaltem>

</nl:elements>
</group>
</schemaGroups>

</schemaConfig>
8.6.3 Definition of rights to individual data points, read / write rights

Definition of rights to individual data points can be set in RcWareVision
in Settings -> User definition -> User rights to data points. This is also where the

read/write rights to the data point groups are defined.

User administration hod

IJsers GSM ] sers ] Functions' rights for uzers  D'ata points’ rights for users l Station groups

zer and hiz aszigned data points groups DF groupz and their azzigned users
Frantizek, j |8. data point group ﬂ
Wiew DF groups nghts DP command rights Azsigned users

v| 1. data point group v| 1. data point group E|---"—"i DESETOPHUURDEG

| 2. data point group | 2 data point group i [GElws Frantiek

| 3. data point group | 3. data point group . .

| 4. data point group v| 4. data paint group e’ rc_admin [Admin]
¥| 5. data paint group v| 5. data point graup

v| B. data point group | £. data point group

| 7. data point grouy v 7. data point g

/ EEEH P IT S— |v/ A

| W Use parameters | o OK XK Cancel

Definition of rights to individual data points
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The user names defined in Domain server and in the definition file
scada\cfg\projects.config must be maintained. When exporting the project to
Merbon SCADA please check the option Export access policy rights.

Rights to individual data points can be found in the
scada\projects\(project GUID)\(project GUID).data file.
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9 Extended SCADA functions

9.1 Project map

A map with projects is part of every installation. In the default setting, it is
turned off. To activate the map, edit the config.js file in the Merbon SCADA Web folder.
The existing setting is
ESGVisionConfig.AppMainlconsVisibility.MapProjectsView = false;
which has to be changed to
ESGVisionConfig.AppMainlconsVisibility.MapProjectsView = true;
Save the file. The SCADA server needs not to be restarted. Just refresh the web page in

the browser by Ctrl-F5. In the right part of the page header there should be the map icon
[

In the basic setting, projects do not have coordinates to specify the position in
the map. If the projects should appear at particular positions, the coordinates must be
entered.

The coordinates are to be set in the projects.config file (located at
vision_data\scada\cfg). Every project has a separate declaration in this file. Part of this

declaration is also the <loc> parameter. This is where the longitude and lattitude has to

be specified:

<project id="40bBe9d6-e008-4015-b2c7-c2305a4a3b92" name="MERBON_ SCADA DEMO"

<loc
i<n1:gps lat="0" lon="0" /> I

</ L1OC=
{/projectﬂ

Setting of lat/lon for a project in the ,projects.config” file

To apply all changes, the SCADA server must be restarted.
Note: When uploading projects, please make sure that the projects.config file is not
overwritten. RcWare does not include the location settings, and this information would

be lost.

9.2 User text editing

This function allows creating user-editable objects in the Merbon SCADA schemas. The
objects can be edited in the web browser where SCADA is viewed. Some minor changes

have to be made:

81 07/2022 This document is up-to-date for version Merbon SCADA installer 1.8.1



domat

control system Interni informace

First, specify which Text type objects have to be user-editable. Allow editing in the object
editing dialogue.

Text - edit: Text72.74 *
Test - praperties | General properties

Text |Alarm

Huarizontal alignment Wertical alignment

" Left " Up

" Right " Daown

{* Center {* Center

Rotate text [dearees] a j‘
Rotate letters [degrees) o ﬁ

wf OK | 2 Cancel |

Enable editing at a Text type object in RcWare Vision

Then, allow editing for the project in the export dialogue in the Extended
settings tab:

SCADAZ Export
Export to Mervis SCADA I Report ]

Basic settings  Advanced settings I

[~ Create Mervishnalytics configuration

[~ Save periodical export flag as Energis export tag
™ For datapaints with Energis_Mode_ld set orly

[~ Use port mapping file
[v Automatically convert stations referenced in schemas

[ Set run for exported projects on Scada server startup

Schema links mapping file

Schemas buttan style Rciw/areVision -

™ Don't export schemas and graph templates

[ Set empty groups visibility
[ Invisible
™ Load groups to set list from saved headers list

I Use Opcla diver for datapoints with OPC communication

parameters: |[DEMD lcislo_hw_kanalulid_ope_serverulope_items_prefis).[TESTlcislo_hw_kanalulid_ope_servenope_items_prefix]

| W &llow user text edit in schemas I

Profile; - Save profile Load profile Expart all.. Export selected stations.

Enable user text editing in the RcWare Vision export dialogue
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Export projects and restart the SCAD server to make changes active.

Important: User text changes are stored in the .datax file, which is located in the project

folder. This file must not be deleted when a new version of the project is copied to the

server.

9.3

Events — overview of all user interventions

Every Merbon SCADA user can display the Projects log tab. This is where the history of

interventions in Merbon SCADA is recorded, like login, change of value, display of

schema, etc. These events can be filtered according to time span, project, user name,

event type, or note, which contains a closer description of the event (e.g. the new

setpoint).

Merbon SCADA also allows an administrator view on the Events tab. This view

shows all interventions of all users concerning the Merbon SCADA installation. Users can

get this authorisation if they are members of the ScadaSystemEventViewers user group.

Name A

Show Domain Details Show Users Show Groups | Create User Create Group Mass Group Add

= > | Domain Server

EX
domain.admin

Description A Users Groups Group members role Group Information =
Filter User Membe... | Standard User v

Filter X

(W) Administrators

Name (¥) ScadaSystemEventiewers

Administrators Standard User

(W] Alarm server administrators

Description

Standard User Status Ok

Users that can ad...

(W] Alarm server impersonators

Users that can call .. Standard User

(W] Allusers

Standard User

domain.admin

(M) Domain administrators

Standard User

Users that can edit ..

(W] Domain viewers

Groups

Users that can see ... Domain Admin

Users that can ad.. Standard User

] scad

(W] Scada server administrators

1] ScadaSystemEventViewers

Standard User Permissions

Standard User

llo|oc|lo|lo|lolo|olo

ScadaSystemEvent...

Assignment to the ScadaSystemEventViewers group

As soon as the user is assigned to the group, the Projects log tab shows events

by all users in the system.

merbon scapa

Projects log |

Cc
Project

] e

MERBON_SCADA_DEMO domain.admin

MERBON_

MERBON_SCADA_DEMO domain.admin

CADA_DEMOBrand

MERBON
MERBON ¢
MERBON ¢
MERBON_
MERBON
MERBON ¢
MERBON ¢

MERBON_SCADA_DEMO Brand

MERBON_SCADA_DEMO Ashe

6:42 MERBON_SCADA DEMOAsha

83

[CEVVEREEIENV From: 11.02.2020 00:00 To: 11.08.2020 12:38

GET_DATA Downloading data part "Modulelntros™.

DA_DEMO domain.admin GET_DATA Downloading data part "DataTrees”

GET_DATA Downloading data part "DataPoints’

domain.admin LOGIN

Brand LoGOUT Logout successfull

GET_SCHEMA Downloading schema data occurrences. Project Id: "40b8e0d6-2008-4015-b2c7-c230534a3b02", Datapoint Ids: ™

DA DEMO Brand GET_DATA Downloading data part "Moduleint

DA_DEMO Brand GET_DATA Downloading data part "DataTrees”

DA_DEMO Brand GET_DATA Downloading data part "DataPoints

DA_DEMO Brand GET_DATA Downloading data part "DataTrees”

DA DEMO Brand GET_DATA Downloading data part "DataPoints

DA_DEMO Brand GET_DATA Downloading data part "DataTrees”

DA_DEMO Brand GET_SCHEMA Downloading schema. Id: "ae5bbgb0-1c5d-4369-b259-282005bcce82", Name: "demo”

GET_DATA Downloading data part "Moduleintros”. Offset: "0"
Brand LOGIN

Ashe LoGOUT Logout successfull

ACTION_EXEC Setting vaiue of "/MERBON_SCADA_DEMOJSkupina/ekviterma_kotel.fy3" ("Double) from "1~

ACTION_EXEC

Setting value of "/MERBON_SCADA_DEMO/Skupina/ekviterma_kotel.fy4" ("Double") from "10”

Administrator view on the Events tab
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9.4 Security text settings

merbon

SCADA

Username
Password

Remember me: ]

Login

Switch to version for mobile devices

Login page

The security text on the login page can be set in the configuration file on the
way:
C:\Apps\Merbon\Web Client\Merbon Scada Web\config.js on line 19 in the

parameter ESGVisionConfig.LoginConfirmationText.

[@ c\apps\Merbon E E J - O X
Soubor Upravy Najit Zobrazit Format Syntaxe Nastaveni Mastroje Makro Spustit Pluginy Okno 7 X
cHHER LAl saD(oe|iak 25 ER2|E ERERu® DENRE DEEE « vz
Elcorfgis 6|

"use Str A

).
, function (ESGVisionConfig, $log) {

W

ESGVisionConfig.ApiPrefix e
ESGVisionConfig.SetAppButtonlineWidth = false;
ESGVisionConfig.schemaToplineHeight = 114;
ESGVisionConfig.schemaSorderHeight
ESGVisionConfig.graphTopLineHeight
] ESGVisionConfig.mapTopLineHeight = 11
0 ESGVisionConfig.AppMainIconsVisibility.ReportBug
ESGVisionConfig.AppReportBuglrl = "
ESGVisionConfig.ShowAcknowledgedAlarmsCount =
ESGVisionConfig.AppMainTconsVisibilicy.MapProjectsView = false;
ESGVisionConfig.ProjectNameSliceEnable = true;
ESGVisionConfig.MapHideProjectsWithoutGPS = true:
ESGVisionConfig.DataPointsBulkActions = true:
ESGVisionConfig.AppVersion = "

ESGVisionConfig.

1

TSIONCONIIq.
[IESGVisionConfig.grap
options.colors = [ B B
if (options.selection null) { options.selection.color
if (options.xaxis.font != null){ options.xaxis.font.color

1='"; options.

options.xaxis.font.family =

xaxis.font.size = 12; options.xaxis.color = "
25 if (options.yaxis.font != null) { options.yaxis options.yaxis.font.family = " 'v; options.

yaxis.font.size = .2: options.yaxis.color = "

if (options.xaxis.color != null){ options.xaxis.color B

if (options.yaxis.color null){ opticns.yaxis.color }

if (options.crosshair != null){ options.crosshair.color options.crosshair.lineWidth = "17; }

if (options.grid != null){ options.grid.backgroundColor = £53"; options.grid.borderCol }

if (options.grid.markingsMidnightColor null) { options.grid.markingsMidnightColor }
31 if(options.orid.markinosWeekendColor != null){ ootions.orid.markingsWeekendColor = v

JavaScript file length: 2601 lines: 36 Ln:18 Col:346 Pos:1191 Windows (CRLF)  UTF-8 INS

File config.js
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You need to save the modified config.js file, restart the
MerbonSCADA_MerbonSCADAServer service and press Ctrl + F5 in the browser on the
login page.

9.5 Modbus TCP protocol driver

Apart from the SoftPLC (SoftPLC Link protocol) and Merbon (SSCP protocol),
since Merbon SCADA version 1.8.1 it is possible also to use directly Modbus TCP. Modbus
TCP is used here for 3rd party integration, such as of AHU units or PLC systems which
support Modbus TCP server protocol (e.g. Wago). Note, however, that Modbus does not
support more complex data structures, such as time schedulers, and these
functionalities must be engineered using another means. Moreover, Modbus TCP has
no protection against unauthorised reading nor writing, so it should be deployed
exclusively in closed technological networks.

Modbus client supports functions FO1, F02, FO3, FO4, FO5, FO6, and F16.

In RcWare Vision, proceed with the communication setup:

= for each Modbus TCP connection, a separate physical channel
(port) of type ,SW drivers, general device” must be defined

= in the communication definition data point

MODBUS TCP communication parameters X

Required equipment tupe

5w ovladace, obecné zaizeni

IF addiess

Part 502
todbus communication timeout settings
 aximal response timeout
2000 [msz]
Pauze between response telegrams
100 [ms]
[ Mumeric types read fix [same behavior as Scada)
Scada export parameters
Maximal number of Coils 1368 j
Maximal number of Discrete inputs 1968 j
Maximal number of Holding registers (122 j

Mazimal number of Input registers 122 j

Continuous blacks anly [~

enter the IP address or URL of the Modbus server, default port

number is 502
=  Maximum response timeout should be about 300 ms, depending

on network topology and Modbus server response time
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= Pause between response telegrams: on protocol routing to
Modbus RTU it must be long enough for the router to be able to
process the requests over the serial line, which has lower data
throughput than the IP network.

*  Maximum number of the register types: Number of registers
which will be read together by multiple functions (FO1, FO2, FO3,
FO4) to optimize the communication. These values depend on the
properties of Modbus TCP server, check with the server
manufacturer. Maximum value for bit-oriented functions (coil) is
1968, for registers it is 122. If a value of 1 is entered, the requests
are sent individualy, without grouping.

= Continuous blocks only: if active and the group of registers is non-
continuous,, the telegram is splitted so that there is no request
for a ,,non-existing” register which is not defined in any of the data
points — these requests may return errors.

* In the datapoint definitions there are settings as follows:

TCP Modbus parameteres *

Station number [1] Channel |2
Symbolic address

Read machine telegram address 1002
“wirite machine telegram address 1002

Anzwer length 1
=

Type of value |double integer

Type of READ |3 - Read Holding Registers ﬂ
Type of WRITE |1 E - Preset Multiple Registers j

Order bytes |L0-Hi j
Swap bytes r
= o Ok 3 Storno |

= Station number: Modbus link address; if there is no Modbus
router behind the IP address, usually 1 is entered

= Channel: RcWare communication channel of type ,,SW drivers,
general device”

= Symbolic address: not used, do not care

= Read / Write machine telegram address: register number, starts
with 1 in the Modbus table

= Answer length: number of registers ot be read in a request

= Type of value: value format (data type) in the Modbus table;

consult with the Modbus server supplier
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= Type of READ: function used for reading

= Type of WRITE: function used for writing (analogue / digital
outputs in RcWare)

= Order bytes: word order (endianness)

= Swap bytes: byte order

The interpretation of these parameters is different for 32 bit and

16 bit numbers.

Example:

For 32 bit data types, both Hi-Lo/Lo-Hi and Swap bytes are relevant:

data on bus = byte order in the telegram: AA BB CC DD

Resulting value:

Hi-Lo = AA BB CC DD

Lo-Hi = CC DD AA BB

Resulting value when Swap bytes active:

Hi-Lo =BB AA DD CC

Lo-Hi = DD CC BB AA

For the Int16 data type, Hi-Lo means bytes swap and the Swap bytes

parameter is not used:

data on bus = byte order in the telegram: AA BB

Resulting value as integer:

Hi-Lo = AA BB

Lo-Hi = BB AA

For other 16 bit data types (UINT16) the default order in RcWare

Vision is Hi-Lo and can not be changed. However, in Merbon SCADA

the Hi-Lo option swaps the bytes as described at the Int16 data type.

Since version 10.8.2022 there is also the option Numeric types read

fix (same behavior as SCADA) in the communication data point setup.

Its activation makes RcWare to behave in the same way as Merbon

SCADA, i.e. the Hi-Lo selector influences the byte order.

At new projects this option should be active, both RcWare and

Merbon SCADA then behave in the same way. At old RcWare projects,

activating this option may lead to wrong interpretation of some

datapoints in case the Hi-Lo selector is other than the data format

(the problem would not appear in older RcWare versions).
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9.6 Button press confirmation

At some projects it is required that user confirms a control action (setting of
new value or state) using a special dialogue. It is a protection against unintended value
change when operating the web page. The protection is set up by the user himself in the

User settings / Show confirmation dialog for actions. The item has three options:

e Always — the confirmation is active for all control elements

e With flag — the confirmation is active only for elements which were set as
Confirm button press in the RcWare editor

e Never —the confirmation is not active.

The Confirm button press attribute is set in RcWare Vision for every data point

individually in the data point definition:

DP definition anulsf[lutputsl A\arms} Dependencies and h\n:k\ng] Rewiare OPC Selverl Hlstnryl Running mnde] Impnrthxpnrl] Exportnteryal Extendedl

Diata point [DF] name Data paint function description Address of Rcware data point DP GLID

|CAL Budowva architekt pritok. | |&nalag input |2038 |DOFFSCOFFS72-44096757-CI56BEBCZ162 Change GUID
DF Inputoutput for view num, DP rights grop e B
Bz Input/output edit - script & p = 1 % i ADDEZCF4-AB2E -446C-952C-3F 44D 83A0EE"  Change Station GUIDH
=1 =1
DE output to wiew ’ﬁj
Input from PLC for Oth DP input ’1_ L grm— Generate new station Guid
= Shown parameter 1 - B H
|gggp protocol j j I Confirm button press |
Showin parameter 2 ’1_4 —_

Address of PLC for default DP input Update sensiiviy
|SDDT_DTD 1 hwcal_ba_volumeflowrn3h 10059/4/0/0 ch.1 | j

10 Basic problem diagnostics

e Service — running/stopped (list of all Domain Server/SCADA Server services)
o Reasons why the SCADA Server service does not start:
= Licence problem — listed in the SCADA server log together with
the particular problem description (bad HW imprint, licence
timeout, maximum datapoint number exceeded)
= XML error (list in a log where the service is installed or in the
command line if launched from a command line)
= Check the service settings so that it starts automatically after
crashing
= Duplicate project GUID (in case not all projects have been
exported or checked)
o Service is running, login not possible — the login attribute is displayed,
but login is not possible
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= SCADA server is not responding: big size or number of projects;
large projects take more time to start (very big projects take
minutes)

=  Wrong username or password: definitely check if the name and
password are correct. If you are 100 % sure, try Ctrl-F5 at the
login page. If the page contents disappears, maybe the SCADA
web server is not running (check in the IIS).

o Duplicate binding of TCP port :80 on the SCADA Server web in IIS:

= After Windows upgrade, it may happen tat a duplicate binding to
port 80 is created in the SCADA server web in IIS. The duplicate
binding mist be removed for the SCADA server to work correctly:

= Start the lIS Manager. A shortcut can also be found here:
C:\ProgramData\Microsoft\Windows\Start
Menu\Programs\Administrative Tools

Al Apps Documents  Web More ¥ @ & - X
Best match
\ N

ié‘q Internet Information Services (11S) =

© Manager

App
Doctments = This PC Internet Information Services (IIS) Manager
B jisstart.htm > )
Search work and web
= Open
L iis - See work and web results >
CO  Run as administrator

iis crypto >
/O w D—-\ Open file location
£ iis manager > 9 pin to Start
L i url rewrite > <2 pin to taskbar
Folders

SCADA - lIS >

lISExpress >
Photos
B iis.png >

Searching the IIS

= |fthereis a black square at the web icon, the web is stopped.
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":Lj Internet Information Services (115) Manager

[ &€ » DESKTOP-2MTDK84

File View Help

v Sites » MerbonScada Web »

Connections

]

~ 4| DESKTOP-2MTDKG4 (AzureAD'\Pet

-[Z} Application Pools
v [&] Sites

> %) Default Web Site
> @) MerbonDatabaseAdapter
> @ MerbonDomain_Web

> ENerbonScada_Web

[ MerbonScada_Web (Stoppe

Actions
e MerbonScada Web Home
B Explore
Filter: ~ % Go - G Show All | Group by: Area - - EuliEnl=tns
ASPNET - e
- Bindings
2 N y E 2 3 g
| & ¢ K © @ @
NET NET NET Error NET .NETProfile .METRoles  .METTrust  NET Users
Authorizat.. Compilstion  Pages  Globalization Levels
n = Y
ab] ;ré ﬂ?) & E =]
Application Connection Machine Key Pages and Providers  Session State SMTP E-mail
Settings Strings Controls
s ~
L2 @ 9 2
Authentic... CGl Compression Default  Directory  ErrorPages  Handler
Document  Browsing Mappings
e m T =
& oM o = &
ISAPIFilters  Logging  MIME Types  Modules  Output Request  S5L Settings
Respon.. Caching  Filtering
Management -
Configurat...
Editor

Content View

< >
Ready b-E
The IIS dialogue
In the Connections section, select the MerbonScada_Web, and in the right
part select Bindings.
W Internet Information Services (1IS) Manager - O 'Y
(€ © | @ » DESKTOP-2MTDKS4 » Sites » MerbonScads Web » & e
Eile  View Help
Connections Actions
p 0 MerbonScada_Web Home
-} B! Explore
v qﬂ DESKTOP-2MTDKE4 (AzureAD\Pet " = Edit Permissions...
3 Application Paols Filter: - W Go - 5yShow All | Group by: Area - 28]~ mabbinshe—
v (8] Sites ASP.NET “
» 8 Default Web Site P £ p r] &
> 0 MerbonDatabaseAdapter i \\2 0 F\_ H? HEE)
NET NET NET Error NET NET Profile NETTrust  .NET Users
Authorizat.. Compilation Pages Globalization Levels iR eEs e
ila| i!ﬁ %?) & % Manage Website (&)
Application  Connection MachineKey Pagesand  Providers  Session State SMTP E-mail & Restart
Settings Strings. Controls [
Is . B Stop
- 3| - Browse Website
o @ 2 -
= iﬁl = ] (V] *i%j Browse * on *:80 (http)
ASP Authentic... cal Compression  Default Directory  Error Pages Handler Bro duplicitni_vazba on
Document  Browsing Mappings p)
i = H%m i &= % Advanced Settings...
i T 02| =
& i i 4=l Fi) o= Configure
HTTP  ISAPIFilters  Logging MMETypes Modules  Output Request  SSL Settings .
Respon... Caching Filtering
Management ~
Cenfigurat...
Editor
= 5| [[E]Features View |2 Content View
Ready 1

= Now select the duplicate binding and click Remove.
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Site Bindings ? *
Type Host Mame Port IP Address Binding Infarma... Add...
hittp * 80 *
http duplicate_binding 80 =
Remove
Browse
Close
The bindings management dialogue
=  The last step is to start the web — Start.
W5 Internet Information Services (IIS) Manager — [} e
& @ » DESKTOP-2MTDKG4 b Sites » MerbonScada Web » W e @

File View Help

Connections
L]

(2} Application Pools
(&) Sites
& Default Web Site

& MerbenDomain_Web
&5 MerbonScada Web

.83 DESKTOP-2MTDK64 (AzureAD\Pet

€ MerbonDatabaseAdapter

0 MerbonScada Web Home

[ MerbonScada_Web (Stopp

e

Ready

Filter: + W Go - Show All | Group by: Area - E-
ASP.MET
& — B TN P
_q & ¢ F © 8 2K
NET NET NET Error NET {MNETProfile .METRoles  .METTrust  NET Users
Authorizat.. Compilation Pages Globalization Levels
= ) [? == : >
= & B @ :
Application  Connection Machine Key Pagesand  Providers  Session State SMTP E-mail
Settings Strings Controls
s
- @ 2
= o = ‘ (] QEJ
ASP Authentic... cal Compression  Default Directory  Error Pages Handler
Document  Browsing Mappings
= = = - i =
€ ¢ B = M » & §
HTTP ISAPI Filters  Logging  MIME Types  Modules Qutput Request  SSL Settings
Respon... Caching  Filtering
Management
Configurat...
Editor

Actions

B Explore
Edit Permissions...

Edit Site

Bindings...

Virtual Directeries

Manage Website ol

Browse Website
Browse * on =80 (http)
== Browse duplicitni_vazba on
http)

Advanced Settings...
‘Configure
Limits...

HSTS...

@ Hep

[= Features View |i% Content View

Starting the web service

e Domain Server not started — user can not log in

e A project is not communicating:

o Always check if all projects are running in Merbon SCADA after upload:
Project statistics (find the projects which need further examination)
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o Check the cfg->behaviors file, if the project with the particular GUID is in
the list of projects to start automatically

o Check of connection — channel +

o Check in the project statistics the total number of data points, and
compare them with licenced datapoints (in RcWare Ctrl-T / Ctrl-U or in
the Stations statistics) and learn for how many datapoints the Merbon
SCADA licence is installed. The last project which exceeds the datapoint
limit is not started. The ,number of licensed data points exceeded”
message is displayed in log / command line.

e Some schemas are not visible:

o Possible duplicate schems GUIDs - schemas not exported (the project
was not checked or warning was ignored). To be checked in the project
export folder - have all schemas been exported?

o User policy set incorrectly (if ,,Export user policy” checked at export)
Check in RcWare Vision for every project concerned.

e A group of data points is not communicating in Merbon SCADA, while
everything is OK in RcWare Vision:

o The reason may be that Merbon SCADA communicates using groups. If
any data point has a configuration error, the whole group containing
this data point has a communication error. Please check if all data
points are really communicating in RcWare Vision even if the group
reading is off (setup in the communication data point — the key icon).
Only data points which are set up incorrectly should display as in comm
failure.

o Mostly, special data point types show problems, such as TPG, scripts,
PLC time setup, etc. A data point may contain a script which is not
supported in Merbon SCADA, a TPG may contain invalid exceptions, or
the data type may overflow if its value is too high.

e When exporting alarms from RcWare there is a dialogue ,Error during
retrieving configuration“:

o Check if the alarm export form really contains the correct user name and
password. Next, check in Domain server if the user is assigned to the
Alarm server administrators group (see the Implementation manual).

o If the problem persists, stop the Merbon Alarm server service and open
the folder C:\Apps\Merbon\Alarm Server Warehouse. Open folders cfg
and history and delete all files they contain. Next, start the Merbon Alarm
server service, restart RcWare Vision and try if the alarm export is
working properly.

o Ifthe above steps do not help and the export still does not work, reinstall
the Merbon Alarm server. Use Merbon SCADA installer to uninstall the
Merbon Alarm server service. Then open C:\Apps\Merbon\ and delete all
folders which were created by the Alarm server installer:

=  Merbon Alarm Server,
= Merbon Messaging,
= Alarm Server Bridge,
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= Alarm Server Bridge Logs,
= Alarm Server Warehouse.
o Then reinstall the service and proceed again with the export.

The most frequent errors that can be found in the SCADA server log
(C:\Apps\Merbon\Merbon SCADA Server Logs):

e HW fingerprint in the licence does not fit the hardware where SCADA runs — SCADA
server service impossible to start
[Critical] - No valid license found
[Critical] - License module checks: ESG.SCADA.Server.Host ->
System.UnauthorizedAccessException: Incorrect HW Win32_NetworkAdapterConfiguration-
MACAddress ...

This happens then the hardware information read from the machine does not match the
information contained in the activated licence file. The reasons may be as follows:
1) The .licact file used when installing the software was activated with a hardware
fingerprint created on another machine than the SCADA server is running.
2) One or more parameters in the system had changed, or a piece of hardware was
replaced (processor, network card, motherboard, etc.)
3) SCADA is operated in a virtual OS whose configuration had changed — see above. A
MAC address may change when Windows are upgraded, it is recommended to
configure a fixed MAC address in the virtual system.

Solution: If you encounter this type of error, please contact Domat technical support. Your
licence will be reactivated.

e Maximum data point number exceeded — some of the projects are stopped
[Critical] - Data point count limit exceeded.
[Critical] - Cannot load data of project 'MERBON_SCADA_DEMO'. Error:
System.UnauthorizedAccessException: Data point count limit exceeded. ...

This error appears mostly when the SCADA server wa expanded by one or more new projects,
or added extra datapoints to one or more of projects. This resulted in exceeding the maximum
number of licensed data points in the system. Check the number of employed datapoints in
RcWare or in the project overview in the Merbon SCADA menu (Statistics).

Solution: Remove some unnecessary data points from your projects. Remove unnecessary
projects. If another system expansion is necessary, contact Domat sales and buy extra
datapoints for your licence.

e Errors in projects.config
[Error] - DIAG (SCADA start error) SCADA-service - StartFailed (Error: Loading Projects failed.
| Hodnota GGGroup neni platnou hodnotou pro parametr PermissionOwnerType.
| PoZadovana hodnota GGGroup nebyla nalezena)
[Critical] - Merbon SCADA server cannot be started: System.AggregateException: Doslo k jedné
nebo vice chybdm. ---> System.Exception: Loading Projects failed. --->
System.FormatException: Hodnota GGGroup neni platnou hodnotou pro parametr
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PermissionOwnerType. ---> System.ArgumentException: PoZzadovana hodnota GGGroup nebyla
nalezena. ...

[Error] - DIAG (SCADA after init) SCADA-service - StartFailed (Message: Initialization of Scada
server has failed) (Duration: 00:00:09.0870046)

[Error] - DIAG (SCADA start error) SCADA-service - StartFailed (Error: Loading Projects failed.

| Znak < (Sestnactkova hodnota 0x3C) nelze pouZzit jako prvni znak nazvu.: radek 18, pozice 18)
[Critical] - Merbon SCADA server cannot be started: System.AggregateException: Doslo k jedné
nebo vice chybdm. ---> System.Exception: Loading Projects failed. --->
System.Xml.XmlException: Znak < (Sestnactkova hodnota 0x3C) nelze poufZit jako prvni znak
nazvu.: fadek 18, pozice 18 v System.Xml.Xm|TextReaderlmpl.Throw(Exception €) ...

Syntax error in the projects.config file. Most probably caused by manual editing of the file.

Solution: Loading Projects failed — search the mentioned value in the file (here GGGroup) and
correct it to a valid value. Initialization of Scada server has failed — the line and position of the
error is specified, go to the projects.config file and fix the error. Mostly it is a syntax error.

e Error in behaviors.config
[Error] - DIAG (SCADA after init) SCADA-service - StartFailed (Message: Initialization of Scada
server has failed) (Duration: 00:00:09.5008805)
[Error] - DIAG (SCADA start error) SCADA-service - StartFailed (Error: Loading Behaviors
failed. | Znak < (Sestnactkova hodnota 0x3C) nelze poutZit jako prvni znak nazvu.: fadek 4,
pozice 6)
[Critical] - Merbon SCADA server cannot be started: System.AggregateException: Doslo k jedné
nebo vice chybdm. ---> System.Exception: Loading Behaviors failed. --->
System.Xml.XmlException: Znak < (Sestnactkova hodnota 0x3C) nelze poufZit jako prvni znak
nazvu.: fadek 4, pozice 6 v System.Xml.XmITextReaderlmpl.Throw(Exception e) ...

Syntax error in the projects.config file. Mostly caused when editing the file manually.
Solution: The error type and position is specified here. Go to the file and fix the syntax error..

e Error in the project — setting of a particular data point or more data points (wrong
channel, misassigned .vlist, etc.)

[Error] - Data of MERBON_SCADA_DEMO cannot be loaded: ArgumentException: Unknown
Serialization type id 28bbfc1d-9f90-4339-9f9a-8b3ebd3488cd ...

The problem originated when editing the project in RcWare.

Solution: Search for the datapoint GUID in the log (,,28bbfc1d-9f90-4339-9f9a-8b3ebd3488cd”
in the example above) in the .data file in the exported project (open in notepad++ or similar
editor). This shows the datapoint concerned. Then search this point in RcWare, check and fix

possible problems.

If the error in the datapoint is not apparent, contact Domat technical support please.
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11 Unsupported scripts in RcWare Vision

Full compatibility of scripts can not be maintained due to different architecture

against RcWare Vision. Scripts must be considered individually for each project.

RcWare Vision evaluates scripts in the application GUI. The Merbon SCADA
components are running on a server. This means that any interactivity, 3rd parties code

integration, etc. are not supported.

RcWare Vision is tolerant to script errors. Components do have more strict

supervision, and if a script error appears, the result is undefinable.
Script functions which are not supported in Merbon SCADA:

GetValueFromDialog()

GetParticularData() and other database read functions
GetLoggedUserName()

TimeProgFunc()

SetParameter()

SendSMS()

RunRClInternalFunction()

GetConnectionStatus()

SetUserButtonPressed()

InterfaceAlarmEnabled()
Time functions in scripts now work in the UTC time zone (rather than following

the local time). This is because they are processed on the server, and the time zone of

the client platform is thus unknown.
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