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1 Introduction

1.1 Merbon SCADA

Merbon SCADA is a server application used for process visualisation. The
package is designed for creating monitor networks of various technologies through
telemetric networks and different types of local communication. The system takes
advantage of the most modern software tools and communication standards, but
incorporates a great deal of verified “technically standard” solutions as well. The
modularity of the system enables gradual construction of the dispatching sites from
the simplest visualisation of metering data to distributed integrated systems. Particular
emphasis is placed on high reliability, fast application engineering and easy settings

even for less experienced users.

1.2 Project engineering

This manual is intended to describe the process of implementation and
configuration of RcWare Vision project in a Merbon SCADA Server environment. In the
first part it shows how to set up automatic project launching and periodic trend data
saving in a Merbon DB from a PLC in RcWare Vision. The second part deals with user
policies of Merbon SCADA server. The last part describes the export of SCADA project,
upload of the project to Merbon SCADA Server, and remote project configuration at
the Merbon SCADA Server. The last chapter, ,,Basic problem diagnostics“, helps the

user in case of troubles with implementation.

3 11/2023 This document is current for version Merbon SCADA installer 1.9.2



domat

control system

o L
o apOR
‘_}uii‘ﬁ )

Aypr

Alarm

Server
Messaging
ﬁSewice

_BE

E :

3 P ER
PLC [— - Domain
Q Database Server

PLC

Merbon
SCADA
Server

Merbon SCADA Server toplogy

Merbon SCADA Server manages communication with the PLCs. It establishes
and checks the communication with PLCs and displays the current values on its web
pages. The trend values may be optionally saved in a database: the data may be
written directly by the PLCs, or by the Merbon SCADA Server.

The Domain Server is used for definition of users and user groups. The Alarm
Server then controls alarm processing, alarm history saving, and sending of alarm

messages.
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2 RcWare Vision — The Editor

As a compatibility with RcWare Vision projects is required, projects may be
exported to Merbon SCADA directly from RcWare Vision. What must be preserved are
all principles of datapoint engineering, mapping to the PLC project data, plant graphics
engineering, and communication channel definition (see the engineering notes at

https://domat-int.com/en/downloads/technical-documentation , ReWare Vision

Function Overview). This document supposes that the project is fully functional and
communicative in the RcWare Vision environment.

There are also parameters which are specific for the RcWare Vision installation
rather than for the project. Those parameters which are transferred to the Merbon
SCADA Server XML definition files are described below.

2.1 Automatic project start on startup

When the project definition is exported, the Settings — PC Resources — On
Startup configuration is included, namely Stations for online communication on
program start. There is a list of all projects which are launched after the
Merbon SCADA server service starts. Click the Use parameters button to save

settings and apply changes after the RcWare Vision restarts.

Computer resources settings: DESKTOP-NUURDSEG Profile: Default X
Edited prafile Edited communication channel
| Defaul | #| - [1 5w divers -

O start-up ] Parts ] Modeml Directories] ALARMz lEpD[l] Driversl Actualization] Performancel Histoly] “Wizian F'rox_l,l]

Default profile

[ Profile selaction |Default j " Do not open any windows
Default user " Window state on last closing
[~ Require user password |rc_admin j i “window state on last adminiztrator's closir

" Default uger state

Agzzigne curent state to the default user |

| [v Station for OM-LINE communication on program start |

4 _DEMO = (01 C:

AVMEREON_S

Dié_DEMDY

= Remove

[~ Daon't ask on application cloze

Il It iz neceszany to exit BcWare and run it again to confirm changes and make them active ||

Y Use parameters + OK X Cancel

PC Resources settings

5 11/2023 This document is current for version Merbon SCADA installer 1.9.2
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Check the exported configuration in the scada\cfg\behaviours.config file.

= | cfg - O *

Home Share View H 0
* I'—'I oy Cut | x I %Newitemv Open HaSeIectall
o

W] Copy path ﬂ Easy access = Edit 10 Select none

Pin to Quick Copy Paste - Move Copy Delete Rename Mew Properties X .
access E] Paste shortcut ta ta - falder - 4 History DE_‘In\rert selection
Clipboard Organise Mew Open Select
« S :I This PC » Windows (C:) » vision_data » _export » scada » cfg I v O Search cfg yel
~
~

[ This PC MName Date modified Type Size

_J 3D Objects
[ Desktop projects.config 04/
Documents
; Downloads

04/10/2018 13:26 COMFIG File TKB
0/2018 13:26 COMFIG File 5KB

Exported behaviours.config file

The project GUID can be found in the data point editor when unlocked:

B Retbare Computer: DESKTOP-IARDEG Regtrabion: DEMO DEMO version » it 20 min] for commication - MERBGHLSCADA, DEMO - eiorl A ReWare\DATA\MERBON.SCADA | - 8 x
(5 View Communication Setings Window AccessOperar Tagging EdtHelp o

BIHE!U R

HED xblEE

[#1a] MERBON_ScADA DB
1
Skupina X 1
o S5CP et € izl a1
e s ) I vigl 1ans b, SCADA. dhmo openy S A0 ch 1 FE. 1 dmo
W ILSZ01E 184128 [y rscon SCADA oo alen o Fobws | Smaz piwmg | EEE U6 1172(15,04 damoman bt St VA FE 1 e
4110812018 154326 3 reseon_SCADA g ek v SET D 6] 111015 mant?_bockssn schechder b Tpgsue 241 610/0 ch 190 1 demo
TR 2IEIAIE [ reton SCAIA gt ST 0] 1111 (15,00 e mies 13_1_schad b bk Tpg o 41610/ ch1 30 1 o
e SCADA cemati e wt vjg 4 SO0 demaog rea I0ADchT 1 demo
mmbon_SCADA_sdamno man 16 seal st U 6] 1113150 dero man 15, wa_schados b Vpgaam 3EN200ch 1 e
sbon_SCADA_cem chiszrd we [ ENEETE mesbae, SCADA,denschscen 1110 ch 1 FE 1 denos
bon_ SCADA_ cemawpio 1o 10 =1 vl s Hibce,_SCAOR.dano lla_sadars TZAMD 1 | 2 e
eton SCADA dematepkta kance 00T [ IR sbon,SCADA_demoleskta_kancels 1340 ch1 1 demo
mbon_SCADIA_damarwsel_alama TR ze el b SCADA, dere seset_alams UL ch 1 FE 1 e
chvirms, bl S0 E [ 54_demo mei 1 _ecuibermstuve T BB T 1
e kol mT = " el v
o ortema eyt mot E e 1
dimina ol 1 L e D 6] 1117 15m SCADA_domarmain)_sqdbemakirve Fr1 BB ch] 1
| sotems kel 0t E Uj6] 11 16150, SCADA denomanti_sausemakue D2 B ch1 1
[T S0t & 06| 111901550 STADA.deew e 1_saAbemabcurve FXZ VS0 ch1 1
H cortoma oelt2 mot E U 1120015, SCADA, demman ] squthermakurve T2 EHIAUIOUOCh 1
[ setema etz a0 E UJ6] 1121 15in SCADA domarmain)_sdbemakirve Fr2BSH/ARRD ch1 1
cviema, borelbd i E U j6] 1122150, SCaDA denomanti_sousemakne DB ch1 1
st bowlhd wt £ U 1) 230150 SCADA_demaman s Abemakuve PGSR 1
avizma hol 3 st E U6 112415, SCADA, domnan 1_equthermakrve 173 EHLAIOBAC 1
cdeina el ant E UG 1175150 STADA_demarmsin|_eqabemaure FABHATZOch] 1
cviema bonl ok =0t E U 6] 1126 15, SCxDA danomani_tousemakiane [XA B UL ch1 1
iz bl ot 50T £ U 1127150 SCADA_demamant_saAbemakuve PAA GRH1/ATIACh] 1
i hoelid aut E 6| 112215 SCADA, derm mant]_ecuthermaicurve T4 BHAM20ch1 1
cieima el i o't E U6 112915n_STADA_demamsin|_eqabemacue FYBHLTEOch 1
evhoima honl ity it E 0] 1130150 SCDA demamae|_sqsbemasuave TDY BRI ch1 1
iz boelidy wt E U 1131015 SCADA_demaman t)_sqhemskurre FOY GR1/AAAA T 1
T 2018 1SATE ] ovdoma_hotelout st EE U6 112150 SCADA,_demoman 1_ecuthermairva Oul BHLATIEN ch 1
11092018 154736 g coierma,botely_por ok st Mo [T E D 6] 113015 kon, STADA_doma s 1_eq shemaurve en 534171 /0 ch 1 FE 1
IR EZIEAIE (] exvioims boil o @0t . [ Wt £ 6] 1138 157, SCADA_ ot e T_ecgahematns Out BH1/ATIBO ch1 | 1
P defidion | Inpurs/Mutpurs | Alsims | D eperdencies are bocking | Fc/are OPE Server | History | Purwing mede | Inpent/Espo | Espordrtenvel|
Dt pi DF e D it rton scion Aidess o e dagoit 0P G0
[eton_SE0% deraizpmrs =] B3] [Doaweut i3 89 [EARIEADESISCIIE _ Chrga GUD
O gt st o view rum Bz s L
[T Irend/ouspas ekt - st ol | 1 [4D6 BE SO6 £ 008-601 5 5207 C205A AT AL cwsw'mmlg
DB cutpd o view =
Igut m PLC for OB DF ot T Geresad e aor il
(G| F.u ™ Corfimbuton pess
Showe paneter 2 (- |
e o PLC for etk DF gt o
[roon_SCi0% perin m -]
i1 _s1op st e_adrin Pucthe: Dot W 0102018132357

Project GUID
2.2 History

History data may be saved either as text files in the project folder (file history),
or in an external database (Merbon DB). Depending on the preferred way,

follow one of the configuration below.
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2.2.1 Merbon DB

If there is a Merbon DB installed in the Merbon SCADA site, the following

Interni informace

configuration must be set up. Configure the parameters in the Settings — SQL

Server Settings dialogue, see Merbon DB installation notes.

S0OL server settings

I~ FRead data from SOL server

IIF Read data from RcwWare DB server I I Prefer reading from file

|7 Save data to selected zerver I

Carputer name or [P address

|http:x’x’|ocalhnst:98?5a’ﬂ o areD bécoesy

Login name

Server rezponze tmeout [ms]

|admin

Paszword

[120000 3]

Yalues count in ohe zave

T

Clignt 10

(1000 %

Walues count in ohe reading cycle

[ Use http prosy

v

‘ Y Uze parameters

000 %
Drata durnp lirnit

50000 &

M aw. log file zize [KB)
500000

Test

I~ Prefer reading from file for Roiweb

Saved stations

[+ Save only selected stations

2018 07_30 TEST Interval1 min, BT:Mo, rfw]
ALARM_EMAIL_MET4 0 bodd pro ukladani

B&RTH Interval1 min, AT:MNao, riwTes 1
CZT_D_085 Interval:1 min, AT:Mo, rhwves

ERBON_SAMPLE_PROJECT Interval1 min, B

Save interval

MaIL_TEST Interval:1 min, AT:Ma, rAwves [~ Datafrom RT
FAIL_TEST_MET4 0 bodd pro ukladani [~ Read Only

T

.
-

Ml ERBON SCAaDAs DEMO Interval:1 min, BT:Mo
BORSCHE_PROSEE Interval1 min, BT:MNo, rfw:
RUZ00Y_DWUR_BROUMOV Interval:1 min, RT
TEST Intervald min, BT ez, rhwMo

TESTT 0 bodd pro ukladani

Set default

o OK

Set

2 Cancel

SQL Server settings

Writing to database from Merbon SCADA

The essential settings are marked red in the image above. This

configuration allows Merbon SCADA Server to write to the database. Check the

Read data from RcWare DB server option. Check also the Save data to selected

server (which is the Merbon DB server) option if the Merbon SCADA server shall

read data from PLCs and save them to the database. The projects concerned

must be selected (only those projects are enabled which have at least one data

point set as History-> Long term — SQL database or Save on value change) as

well as the required data saving interval. Every particular project must be

selected and saved by the Set button separately. Saving intervals on the

individual datapoints are not taken into account. All history data points have a

common saving interval set in the dialogue mentioned above.

7 11/2023 This document is current for version Merbon SCADA installer 1.9.2
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Writing to database from PLC

Setting Data from RT and Read-only is used when the PLC itself writes
data to the database directly, i.e. not using RcWare Vision. If PLCs write directly
to the database at all projects, the Save data to selected server option may be
unchecked. Every particular project must be selected and saved by the Set

button separately. The setting applies for this particular project.

Computer name or IP address refers to the Merbon DB endpoint
(= where the Merbon DB is installed). The username and password must be
entered as well (default is admin/rw). If there are no special requirements
regarding data saving and optimisation, click the Set default button and all
parameters are automatically set to default values.

Click Use parameters to save the whole setting.

To write data to a database directly from a PLC, a Database Adapter has to be
installed.

At http://localhost:11112/admin/#/login (login: admin, heslo: rw) create a

user for saving data from the PLCs.
In IDE, PLC properties — Merbon DB Parameters set up the database adapter

URL, TCP port, and credentials of the user which was created in the previous step.

See also Merbon IDE Help (Database).

Setup of saving data from a PLC to a database

8 11/2023 This document is current for version Merbon SCADA installer 1.9.2
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Then the variable saving must be set in IDE — see Merbon IDE help (press F1) —

Process station... - Saving data in a database.

In the IDE, the variables to be written to history must be set. After this, the
Solution must be compiled in order to update the .vlist file (the file which describes
mapping of variables in IDE).

In RcWare, unlock the data file (padlock icon) and select the datapoints to be

written to history. In the Edit menu select Group functions.

E RcWare Computer: HONZAV-MNMEB Registration: DOMAT - testy - [MERBON_SAMPLE_PROJECT -editod CARCMWare\DATAMERBOR, SAMPLE PROIECTI b e "

{E View Cquu’uuu.i{.?tiun Settings Window Access  Operator Taggin Edit Help i
P& | L/ Y a R EanpF H Group functions Ctrl+G 1
_ — ¥ - - Ve Hata e FZ

H B D %8 TE 5
Back up parameters of selected DP
Metbon_Sample_Project, 2 q 2022 10:07:3 0 0:07-4

: [ Mew data point Ins
I F [

Delete data point Del

Teplata venkavhi
* Teplota - wist.z katle
* Teplota - zpét. da kotle
* Teplota - prostar katelna

Copy tagged DP to clipboard Ctrl+C
Paste DP from clipboard Ctrl+V

Paste DP from clipboard, no renumbering

Move tagged DP behind cursor Ctrl+X

B

)]

i

EJ Paste DP from clipboard, no renumbering, keep GUID
Alr wysok, £
A
n

Alr nizky_Hak Tagged DP renumbering

Al psaky_tak Create new GUID IDs at tagged DPs
i::gg:;z: ﬁ Import from *DTR file (ReWare DOS)
Al PORUCHAdet_CO A Update values from *. ACT

Alr plon_1st ALARM & Patvrd| Smaz
Al plyn_2st ALARKM & Patvrd | Smaz
Alr PORUCHA_det_plyn ALARKM & Patvrd | Smaz
ArTL STOP ALARM A Potwrd| Smaz

Group editing of data points

In the Group editing, select the SSCP Driver tab. Check the Update from file option, and
optionally Set CommUID to 0 for not foud variables if there are some variables to be
identified which do not exist in the IDE anymore. Then click the ,,...“ button and select
the .vlist file (its name must not contain ,, utf8“) from the Merbon IDE project folder.
Finally, check the RtID checkbox, and fill in the history runtime identification string which
must match with that defined in the IDE (in PLC properties). Check Rt History and Use
RT History.

9 11/2023 This document is current for version Merbon SCADA installer 1.9.2
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'ﬁ Functions for group data points' parameters settings — O x

Staefa | Simatic | Mbus | Modicon | adam | aMiT | TECO | Electiciy | Ups | BaCnet | Linde
Le[Lependencies and blocking I Alarmsg I Hiztory | Communication | DP inputs/outputs I Rciwiare OPC Server I Script
55CP driver_i SoftPLC Link | OPC Client | Sala | Sals_Ex | Modbus TOP | Landis &Gw | Rvd&Gw | S8UTER

[ CommUID IU

Replace string in name

r I far _
J—
EP j Update from file r_IE‘:_\fn:ugramyhlDE2'\|:|rDi'\serial2'\bin\F'LE_d2cF'l FO-9 L I
_i__p et CommUID ta O far naot faund variables D
i ¥ RTID |PLC123

- 1
e s———

¥ RT HIStl:lr_',JI L

[~ System time I~ S_I,Istem tirme:

[ Slaveld IU

-—u—--u-—-n-l—-l—u—unr

(L]

-.-m_-q__.-._i

@ 3? Mull zettingz |

o OK
Setup of reading history from a database for RcWare data points
The last step is clicking the Set button.
After the definition is exported, the configuration can be checked in
the file projects\[project GUID]\[project GUID].rcwaredbconfig:
| [F| || = | 40b8e9d6-e008-4015-b2cT-c2305a4a3b92
Home Share View
db Cut = '{j_LlNew item ~ || Open ~ ESelect all
B % u W=l Copy path L x \ﬁl ] Easy access ~ @ Edit Select none
ck Copy Paste |_I PN I\:;:\rve Ct(;pvy Delvete Rename fl:led":r Properties & History DDIn\rert e
Clipboard Crganise MNew Open Select
« v A ITh\s PC » Windows (C:) » vision_data » _export » scada * projects » 40b8e0d6-e008-4015-b2c7-c2305a4a3b92 I v &
E This PC L MName - Date maodified Type Size
_J 3D Objects charts File folder
[ Desktop schemas File folder
Ia Documents D 40b8eddb-e008-4015-b2c7-c2305ada3b%2.alrsvrconfig ALRSVRCONFIG File TKB
" D 40b8e9db-e008-4015-b2c7-c2305a4a3b 92 data DATA File 146 KB
‘ Downloads I " 3 -
. D 40b3e9dE-e008-4015-b2c7-c2305a4a3b92 filehistoryconfig FILEHISTORYCONFIG File 1KB
J, Music 40b8edd6-e008-4015-b2c7-c2305ada3b92. hweonfi 04/10/2018 13:26 HWCONFIG File TKB
=] Pictures D 40b8e9d6-e008-4015-b2c7-c2305a4a3b92.rewaredbeonfig  04/10/20128 13:26 RCWAREDBCOMFIG File | 1KB

Exported rcwaredbconfig definition in a file explorer

2.1 File history

If the Merbon DB is not available at the Merbon SCADA installation,
history is saved in files (similarly to RcWare Vision). All history data points shall

10
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have the History -> Long term — monthly files attribute and required sampling
period set.

File history is the main, default way of a history data storage. It is
powerful enough for projects sized about 5000...10000 data points and
sampling period of 5 minutes and longer. For larger projects and / or more
frequent sampling, where reading from files would lag the system, a powerful
database is used. All data are saved to history files too by default. (Data may be
copied from files to database at any time using a special utility called Data
Pump.) If there is a requirement (e.g. to save disk space) not to save history to
the history files anymore (so it would only be saved to the database), select File

history for reading only in the export dialogue.

File history for reading only -> this option is set in the Export for Merbon
SCADA dialogue. Consider if it is required to save data both to files and to the

database.

SCADAZ Export x
Export to Mervis SCADA I Report }

Basic settings ] tdvanced settings |

[¥ Export access policy rights
[ RcLink communication with: |Iocalhost
Root alam path in AlamS erver W W2 diivers
| Path for saving test histary files C:vision_datafile_history I b ;Df::\ta'ﬂ“i‘:;r;[;D:pa:;:o?.:\gdpggj"l?t:i o
Path for averflow bufters ¥ set alam masks |E\Hc\N"are\Ullhtles\Scadannvertel\Hesources\.’-\i
¥ force alamm memory enabled

Path to create SCADA project |C:\v|s|on7data\7export

Ll L

™ Leave out check before export

™ Create new Station GUID on duplicity [saves file] L e opocalaonotetd

e - Con't set SOL histor when only hpsteresis selected
[T Cerate new schema GUID on duplicity [saves fils) W] oD ety Check on ‘5’ if you do not want save data to file
Create rights i e Tansfer force refresh setting  history anymore.
[+ Full control [project_narme] [~ Set comm enar indication delay [v2 divers only)
[ Alarm operation [project_name] |UDRZBA 300 [sec]
W Read anly [project_name]_ (DOZ0R [¥ Preserve tab characters in test interfaces’ values

[¥ Create TimeSpan data point for input variables of "TIME" type [SSCP w2 only)
[v Set piojects access user rights
[™ Upload projects to Scada server

I Use MervisDb driver for all communication SCADA server
paramelers:‘ Utk |http Hlocalhost 3520 j
User name: | admin
™ Setemply groups wisibility
[~ Irwisible Password: |

™ Load groups to set list from saved headers list

™ Use DB profiles
™ Don't create RewWareDb v definitions
[ Cieate profile for each datapoints group

Project start/stop timeaut: |60 j [sec]
[ Force project start after upload

™ Delete current values files [ datax] on project start

™ Foree DB saving setting
m [ Export stations separately

Profil; |zmbProfile - Save prafile Load profile Expart all Export selected stations. |

11 11/2023 This document is current for version Merbon SCADA installer 1.9.2



domat

control system

Setup of file history as read-only

Interni informace

v | 40b8edd6-e008-4015-b2c7-c 23052423092

E

Home Share View
] o Cut B x __:@ 7 New item ~ i-l [3] open = HHselectan
—-I w| Copy path « f__'| Easy access Edit Select none
Copy Paste _ Move Copy Delete Rename New Properties X X
#| Paste shortcut toar  tow - folder - £ History EFIn\rert selection
Clipboard Organise MNew Open Select
<« v I >| ThisPC » Windows (C:) » vision_data » _export » scada » projects » 40b8eSd6-e008-4015-b2c7-c2305a4a3b92 |
- - o -
[ This PC Mame Date medified Type Size
3D Objects charts 04/10/2 File folder
I Desktop schemas 04/10/2 File folder
z || 40b8e9d6-eD08-4015-b2c7-c2305a4a3b92 alrsvrconfig 04/10/2 ALRSVRCONFIG File
|5| Documents
" b load | 40b8eGd6-e008-4015-b2c7-c2305a4a3b92.data 041 DATA File
ownleats I | | 40b8e9d6-e008-4013-b2cT-c2305ada3b92 filehistoryconfig | 04, FILEHISTORYCONFIG File
J Music [T 40bBedd6-eD08-4015-b2c7-c2305a4a3h92 hweonfig 04/10/20 HWCONFIG File
=] Pictures | | 40b8e9d6-e008-4015-b2c7-c2305a4a3b92 rewaredbeonfig  04/10/2018 RCWAREDBCOMNFIG File
m Videos
e Windows (C)

Exported filehistoryconfig file in File explorer

1KB

146 KB

1KB
1KB
1KB

After export, the settings can be checked in the file named projects\[

project GUID]\[ project GUID.filehistoryconfig], which contains the path where

history shall be saved. (It is defined at the Merbon SCADA export dialogue.)

3 User policy — schemas, editing

3.1 Extension of read / write rights

Merbon User policy allows setup of user rights at several levels.
There are user rights to:

e Projects

e Schemas (plant graphics)

e Data point groups (as configured and seen in RcWare Vision)
e Read / write -> data points in a particular project

e Data point table / schemas / graphs view

To access projects and schemas, the user rights need not to be specified, as all

users are allowed to access all schems and projects. The users only need to have
granted rights to read, or to read and write.

All projects are exported and uploaded to the server using the standard way
of engineering, see below. Users and groups are defined at the domain server which
can be accessed from a web browser at http://localhost:9696. This port number can be

changed if necessary.
Enter the credentials which have been entered at the Merbon SCADA

installation procedure, and connect to the Domain server.

12
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Merbon editor

Usemame

Password

Domain server login

~merbon [
Shw oDt [BRRMBRRR] Soow oo Cral Usor Gt G s G A G St A

ok

8] 5tandard User admin Admini
[ Domain Admin domain.admin Domain administratar account. oK
[)] scanard User shorturl Default user used for creating short URL addresses  OK

Domain server main page

The exported projects have two groups predefined: ScadaAdmins and AllUsers.
ScadaAdmins:

e Projects —all

e Schemas —all

e Data point groups —all

e Read / write -> data points in a particular project — read and write
e Data point table / schemas / graphs view — all options

AllUsers:

e Projects —all

e Schemas—all

e Data point groups —all

e Read / write -> data points in a particular project — read only
e Data point table / schemas / graphs view — all options

13 11/2023 This document is current for version Merbon SCADA installer 1.9.2
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New users can be defined by clicking the button and attaching them
to ScadaAdmins and AllUsers groups.

A new user must have his user name defined (Login), and password (Password).
The password must have at least 5 characters, containing at least one small
character and one numeral. ltems Name, Surname and Description are optional
and are used to specify the user in more detail if required.

Create user

Domain:
DEFAULT_DOMAIN
Login {%):

Password (*):
Retype Password (*):

Password and Retype password must be the same

Description:

Definition of a new user in the Domain Server

After a new user is defined, it must be assigned to a group to acquire his
access rights. This can be done by two ways:

- Add a user to group using the tool panel which is in the Show users
tab. Go to Groups and click Name to selct a group. The group will be
added by clicking Add. All changes must be confirmed by the Save
button.
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“merbon scana
P PO S ——

User nfcrration
Role SEiang Ussr
Lwogntt) e

[ stancard use adenin Adminstrator oK
B Comain Admin domain.admin Domain administrator account. oK

(el e

Adding a user in a group in User editor

or

Sh
- goto Show groups , and click the group the user shall

be added to. In the tool panel in Users click the Name field to select
a user. Click Add to add the user to group. Confirm all changes by
clicking Save.

“merbon scs

O = S —

Hame A

(8] srministrators Adminstrators Standard User

(m][w]fw]}l=

Users that can call alarm server functions on

n
Alarm server impersonators behalf of samebady else.

Standard Usar

Allusers Standard User

‘can edit all information in the

Domain administrators

Standard User

can see all users and graups in the Demain Admin

EIEIEIEARAEIEE < E B

Users that can administer the scada server. Standard User
|8 Scadasdmins Standard User
(W) scadasystembventViewers ScadasystemEventViewsrs Standard User

Adding a user in a group in Group editor

Then log in to the Merbon SCADA server to check that the rights were

applied correctly.
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3.2

3.3

16

Password

Remember me: ()

ion for mobile dev

Login to the Merbon SCADA server

Export of the definition

After all project parameters have been set in RcWare Vision, the
definition for Merbon SCADA must be exported. The export dialogue is in
Settings -> Export to SCADA2.
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Export to Scada2
Export dialogue and settings

The Export to Merbon SCADA dialogue is displayed:
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SCADAZ Export s
Erport to Mervis SCADA ] Report ]

Basic settings I ;ummumcallun] History settings I Scada server upload ] Advanced sslllngs] Alam settings

Path to create SCADA, project |E'\visinn_data J
Root alaim path in AlarmS erver ||mpnrted frann Rcw are: Set default
Path for saving test history files |C:\v|s|on_data\scada J
Path for crverflows buffers | J
™ Leave out check before export
™ Create new station GUID on duplicity [saves file]
[T Create new schema GUID on duplicity [saves file)
User rights

Create rights

¥ Full cantrol [praject_name] [RIZEMI

[V Alam operation [project_name]_ [UDRZEA

v Fead onlp [project_name]_ |DDZDH

Projects domain name |DEFAULT_DDMAIN

¥ Setproject access user rights in projects. canfig

I™ Esnort HC ancess nolicy riohts

Iv Set un for exported projects on Scada server startup
™ Don't export schemas and graph templates

™ Export stations separately

Profile: - Save profile Load profile Export all Export selected stations |

Dialogue for Merbon SCADA export

If a project is exported after all necessary parameters have been set up, the
dialogue setting is saved for all following exports. The setting also ccan be saved in
profiles — use the ,Save profile” button in the lower part of the dialogue. A profile can

be read and activated using the ,Load profile” button.

Dialogue - Basic settings:

e Path to create SCADA project — folder where files with Merbon SCADA projects
will be exported (folders cfg and projects)

e Root alarm path in AlarmServer — root folder for tree structure of alarm server
in a particular project

e Path for saving text history files —in case database is not used for history
storage. This path is saved in the config file at every project -> projects\(project
GUID)\(project GUID).FILEHISTORYCONFIG

e Leave out check before export — check of incompatible settings. If you are sure
that it is not necessary, it can be left out. Checking of large project takes more
time. If there is incompatibility and the project is not checked, the conversion
process returns errors and terminates.
Note: Leaving out check before export can also be useful for more exact
specification of an error in the Merbon SCADA server log when attempting to
start the service.

e Create new Station GUID on duplicity (saves file) — on duplicity, the GUID in
the RcWare Vision project is changed as well.
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e Create new schema GUID on duplicity (saves file) — on duplicity, the schema
GUID in the RcWare Vision project is changed as well.
e Create rights:
o Full control [project_name_RIZENI]
o Alarm operation [project_name_UDRZBA]
o Read only [project_name_DOZOR]

User groups are created (see 8.2) and exported as far as to the project
(cfg\projects.config) and schema
(projects\project GUID\schemas\schemas.config) level and data points.

e Project domain name — Domain name at the Domain server. Must be kept as is
- ,DEFAULT_DOMAIN*“.
e Set projects access user rights in projects.config — this options allows creation

of user groups Full control, Alarm operation and Read only in exported
projects.

e Export access policy rights - Export of rights to schemas and graph templates
(predefined view in RcWare Vision).projects\project GUID
\schemas\schemas.config

e Set run for exported projects on SCADA server startup — always let active. After

SCADA server (re)start, projects will start communication to PLCs, which is
required in 99 % of installations.

o Do not export schemas and graph templates — only the datapoint table will be
exported. This is useful if only the datapoint table shall be updated and there are
big schemas (plant graphics, floor plans) in the project, which would slow down
the export.

e Export stations separately — at sites with large number of projects (100+) the
projects can not be exported all at once. (RcWare Vision would consume too
much resources and Windows would shut it down.) Check this to export
projects one after another and save Windows resources.

Note that if there are projects exported which contain schemas with references
to other projects, this option must be NOT checked for successfull export. (= All
projects must be exported together.)

e Export all... - all projects contained in the DATA folder in the RcWare Vision
installation will be exported

e Export selected stations — only projects selected by user will be exported.

Dialogue — Communication:
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SCADAZ Export X
Export to Mervis SCADA 1 Report ]
Basic settings  Commurication I History settings | Scada server upload | Advanced settlngs] Alam settings
M W2 divers

[ Transfer torce refresh setting

™ Set comm enor indication delay [v2 drivers only)

300 [zec]
[~ Use port mapping file | .

tervisDb driver

I™ Use MervisDb driver for communication

parameters: ‘ [if empty, kMervizDb diver is used for all communication]

channels to use MervisDb driver in separate stations. Example: [DEMO,1,5,12]4TEST,3.8]

[ Allow write from MervisDb driver
™ Histor datais saved from PLC

OPC UA driver

™ Use Opcla driver for datapoints with OPC communication

parameters: ‘[D EmDlcizlo_hw_kanalulid_opc_servenope_items_prefis] {TES T lcislo_tw_kanalulid_opc_servenulopc_items_prefiz]

farmat: [projects_namelhw_channe|_nolope_server_uilope_items_prefisuser_namelpasswordlasync_made].[. ]

RcLink driver

I™ Relink communication with: ‘\Uca\husl

Profile; - Save profile Load prafile Export al. Export selected stations |

Communication settings

e V2 drivers - SCADA used different versions of communication drivers (SSCP,
SoftPLC link ...) in the past. Now, V2 drivers are used as a standard. For new
projects, this option should be checked.

e Transfer force refresh setting - For SoftPLC Link: If the driver should take the PC
time rather than PLC time for datapoint refresh, this is defined in the
communication definition data point in RcWare Vision (Force refresh). Check
this to take over this setting from the RcWare Vision data file.

e Set comm error indication delay (V2 drivers only) — time delay to indicate
communication failure at a data point (caused e.g. by a bad communication
line)

o Use port mapping file

e Use Mervis DB driver for all communication — if the data source for the
complete project is a database (the communication with PLCs will not be
established at all). SCADA only communicates with the database rather than
with PLCs.

o Allow writing from Mervis DB driver
o History data is saved from PLC: PC actively pushes data to the database

o Use OpcUa driver for datapoints with OPC communication - this setting is
used for internal testing purposes only.

Merbon SCADA does not support OPC communication in the current version.
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e RcLink communication with: SCADA communicates to a running instance of
RcWare Vision rather than direct to PLCs. Here, enter the IP address of the
server where RcWare Vision is running.

Dialogue — History settings

SCADAZ Export *
Erport to Merviz SCADA ] Report }

Basic settings I LCommunication  History settings | Scada server upload] Advanced settings I Alarm zettings 1

DB settings [ Use own DB server settings

I~ Use DB profiles [RcwareDb v2) Own DB settings
™ Create profile for each datapaints group |a|| J
[~ Dan't create RcwareDb v definitions
[~ Force DB saving selling DE server uri |httP #Mlocalhost 3676/E sgDbdccess
r Login name: |
I Use datapaint's timestamp when saving value Pagzword |
Client ID |Rotientt

[~ Dan't zet SOL history when only hysteresis selected

I File history read-only

Profile: - Save profile Load profile Expart all.. Export selected stations...

History settings dialogue

o Use DB profiles - use more databases from a single project. Now not definable
in RcWare Vision.

o Force DB saving setting — check to overwrite the Save data to selected server in
the SQL Server setting dialogue. At the selected points, data will be saved to
database.

e Use datapoint timestamp for saving — normally, the SCADA server timestamp
is used when saving data to database. If this setting is enabled, the datapoint
timestamp is used instead.

e Do not set SQL history when only hysteresis selected - if there is hysteresis
history set in the data file, these data points are saved in database
automatically (even if the SQL history tag is not set). To prevent this, check this
feature, and only the SQL history tagged data points will be saved to database.

e File history read-only - History files can be read, yet not written. Old RcWare
Vision history files can be used and copied to the respective Merbon SCADA
folder to display trends recorded in RcWare Vision.
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Use own DB server settings — overrides the DB server settings as in RcWare

Vision. Use this when the database settings should not be configured in

RcWare.

Upload to SCADA server dialogue

SCADAZ Export
Export to Mervis SCADA 1 Fieport ]

Basic seftings ] LCommunication ] Historp settings  Scada server upload | Advanced settlngs] Alarm settings

™ Upload projects to Scada server
SCADA server

il [ttp: /A alhost 8520 ]
User name: | admin

Password. ”‘“—

Project start/stop limeout: IEU— ﬂ [sec]

[™ Force project start after upload

[™ Delete curent values files [.datax] on project start

Profile: - Save profile Load profile

Erport all..

Expart selected stations... |

Scada server upload dialogue

Upload project to SCADA server — Fill in URL and credentials to Scada server,
and upload projects to this server after conversion. The projects must exist on

the SCADA server already (= be defined in projects.config), otherwise the

upload fails (see chapter 4).

o Force project start after upload — after project upload the project is
launched (LocalRun) regardless of its previous state. If unchecked, the

project is set to its previous state.

o Delete current values files (.datax) on project start — the .datax file is
deleted when restarting. Not necessary to use at version 1.6.6 and later.
This option may be useful at older SCADA versions, where the .datax file
may contain out-of-date values, and the changes initiated by user would
not be reflected in the datapoint table or schemas after the project is

overwritten.

I1INote!!! If there are user-edited texts in the schemas, the .datax file
must NOT be deleted. Otherwise all changes in values made by users

during the SCADA project operation would be lost.
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Dialogue description — Extended settings (only those settings which now affect the

exported project properties are described here)

SCADAZ Export X
Export to Mervis SCADA 1 Feport I
Easic eattings ] LCommunication ] Histary settings | Scada serverupload  Advanced settings | Alamn settings
Schemas
v Automatically convert stations referenced in schemas
[ Schema - local station if not found
I Allow user test edit in schemas
Schema links mapping file
Schemas button style Rew aretision -
v Preserve tab characters in test interfaces’ values
v Create TimeSpan data paint for input variables of "TIME" type [SSCP v2 only]
™ Set empty groups visibility
I Invisible
™ Load groups to set list from saved headers list
™ Create Mervishnalptics configuration
™ Save periodical export flag as Energis export tag
™ For datapoints with Energis_Mode_|d set only
Profile: - Save profile Load profile Ewpart all... Expart selected stations...
Advanced settings

e Automatically convert stations referenced in schemas — this setting is to be let
active. If there are references to data points outside of the exported projects in
the schemas, connections will be created by exporting .data files from the
referenced projects.

e Schema - local station if not found: this setting needs not to be enabled at this
moment. If a schema contains references to other projects which are not
available, the export process tries to find the datapoint in the currently
exported project.

e Enable user text editing in schema — must be enabled if schemas contain texts
to be edited by users when the SCADA service is running (note that the .datax
files must NOT be deleted when copying the exported SCADA projects to SCADA
server).

e Schema links mapping file

e Schemas button style — style of the default look of buttons in the schemas. There
are two options:
o RcWare Vision — standard look with a 3D effect
o Mervis — button is displayed as a square which takes over the colours set
up in the schema, which indicates if the button is pressed or not.
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e Preserve tab character in text interfaces values - Fix for a particular case
where Tab characters were replaced by space characters unitentionally.

e Create TimeSpan data point for input variables of TIME type (SSCP v2 only) —
If a TIME value is on a data point input, it will create a TimeSpan data point
type rather than take over the RcWare Vision data type

e Set visibility of empty groups:

o Invisible —the groups are not displayed in the datapoint table
o Load groups to set list from saved header list — the saved header list to
display is loaded.

Dialogue description — Alarm settings

SCADA2 Export x
Export o hervis SCADA | Repart |
Basic settings | Commurication | Histary seftings | Scada server upload | Advanced settings Alam settings
SoltPIc/RE larmy
¥ SoftFle/R12 alam skipty na SoftPlcélamCore
¥ allow “inactive acknowledged" state
[V set slaim mazks ..
¥ force alarm memory enabled
Rt2 alarm point
¥ Use Rt2 AlamPaint DP Core
[V st ovn alam masks ©
Profile: - Save profile Load profile Export all. Export selected stations.. ‘

Alarm settings

e SoftPLC alarm scripts to SoftPLC AlarmCore - check to use alarm scripts with
SoftPLC RT or Merbon RT alarms.

e Allow ,inactive acknowledge” state check this option so this state (responding
Merbon IDE alarm behaviour) will be included in SCADA export.

e Set alarm masks — select a file which contains alarms” state text values. RcWare
Vision includes two files with CZ/EN text values responding Merbon IDE alarm
settings in folder on path RcWare\Utilities\ScadaConverter\Resources by
default. The texts can be customized and translated.

e Force alarm memory enabled: , Active alarms” bookmark will include all
alarms. This is important setting for correct alarms state icons behaviour as
well.
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4 Export of SCADA project and upload to
Merbon SCADA

If a previous version of a project had been uploaded to the SCADA server
before, it is recommended to back it up. See ,,C:\vision_data\scada\projects”.

In the ,vision_data“ folder there are already uploaded projects.

(e = | vision_data — O *
Home Share View 0
{1 New item ~ - Select all
W
& | Easy access ¥ - Select none
Fin to Quick Delete New Properties X .
access - folder - £ History 15 Invert selection
Clipboard Organise Mew Open Select
<« v A » This PC » Windows (C:) » vision_data » v O Search vision_data ye
. ~
&=/ Pictures ~ MName Date modified Type Size
Alarm server SCADA scada 11/10/2018 15:22 File folder

The vision_data folder

Next, open Settings -> Export to Scada2 in RcWare Vision. In the SCADA2
Export dialog enter the path for project, history files, and access policies, as described

above. The export may be executed for selected projects only, or for all projects in the

DATA folder. The export process reports the progress in a text window.

B CA\RcWare\Utilities\ScadaConverter\ESG.Vision.Proxy.DataConverter.ConsoleTestHost.exe

Exported SCADA projekt

If the export has been executed successfully, the dialogue returns message ,,Data
exported”. Press Enter to complete the export process.

In the exported folder, the project is in two folders: , projects”“and ,,cfg”. If there have
been other projects exported into the same folder before, they can be identified by

their unique GUIDs (see 2.5.2) or folder creation date.
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I ¥ = | projects - O *
Home Share View 0
<« v » ThisPC » Windows (C:) » vision_data » scada » projects » v O Search projects el
[ Desktop Ll MName Date mc:dif\i,ed Type Size
¥ Downloads * | 12ce39c4-26f9-42da-9b5c-c297f24a4311 | 11/10/2018 15:49 File folder
Exported SCADA project
| 9 = | cfg - O *

Home Share View 0
* IJ gy Cut x %Newitemv ;] Open HaSeIectall

W] Copy path fj Easy access = Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties
access &] Paste shortcut ta ta - falder - £ History DD Invert selection
Clipboard Organise Mew Open Select
<« v >I This PC » Windows (C:) » vision_data » _export » scada » cfg I v Search cfg ye
~
[ This PC ~ MName Date modified Type Size
3D Objects behaviors.config 04/10/2018 13:26 COMFIG File 1KB
I Desktop Q{ projects.config 04/10/2018 13:26 CONFIG File 5KB

E] Documents
; Downloads

Exported config files

Copy the project folder (Exported SCADA project image) to
,C:\vision_data\scada\projects” and the configuration files (Exported config files)
to,,C:\vision_data\scada\cfg”. The result should be similar to the screenshot
below.

I & = | scada - O X
Home Share View 0

&« v A |> This PC » Windows () » vision_data » scada » I v O Search scada 2
esktop ame ate modifie ype ize
[ Deskt Ll M D dified Typ Si
¥ Downloads #* cfg File folder
@ Documents - projects File folder
=/ Pictures b %] events.db Data Base File 661 KB
Alarm server SCADA D generic.db Data Base File 22 KB
Apowersoft Screen Recc m scada.rar WinRAR archiv 433 KB

cfg and projects folders in vision_data

Then restart the Merbon SCADA service ,Merbon SCADA # MerbonSCADAServer”.

The service can be restarted from the Merbon SCADA installer in the Services
™~
panel by clicking the Restart button , or the Stop button n and then the

Start button n at the Merbon SCADA # MerbonSCADAServer service.
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Service name Status PID Version Package Version Actions Log
DS2Database Running 3844 10,215 1.0.0.20180723 iLd n g|[=
Merbon SCADA # MerbonSCADAServer Running 17368 09.0 2.0.0.20180723 r n E E |
Merbon.NetCoreServiceShell Server # MerbonDomainServer? Running 7868 1.00 2.0.0.20180723 » n E E

Merbon SCADA # MerbonSCADAServer service in the installer

Another way to restart the service is to open the PC application Services and
locate the Merbon SCADA # MerbonSCADAServer service. Right click the service and

select Restart.

spiny
feni shutby Windows Audic

e, Spuit

.. Spuit
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they Client Loades
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Mesbon SCADA Service.
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Spuit
Spuit

Spult

Typ spoutténi (et pro plivistent

Autometicky
Automaticky (.. Local
Automaticky

Ruéné

Automaticky  Local System
Automsticky  Local System
Automaticky  Local System
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Local System
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Merbon SCADA # MerbonSCADAServer service in the Services application

Log in to Merbon SCADA to check the user rights policy for every user.
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5 Basic problem diagnostics

e Service — running/stopped (list of all Domain Server/SCADA Server services)
o Reasons why the SCADA Server service does not start:
= Licence problem — listed in the SCADA server log together with
the particular problem description (bad HW imprint, licence
timeout, maximum datapoint number exceeded)
= XML error (list in a log where the service is installed or in the
command line if launched from a command line)
= Check the service settings so that it starts automatically after
crashing
= Duplicate project GUID (in case not all projects have been
exported or checked)
o Service is running, login not possible — the login attribute is displayed,
but login is not possible
= SCADA server is not responding: big size or number of projects;
large projects take more time to start (very big projects take
minutes)
=  Wrong username or password: definitely check if the name and
password are correct. If you are 100 % sure, try Ctrl-F5 at the
login page. If the page contents disappears, maybe the SCADA
web server is not running (check in the IIS).
o Duplicate binding of TCP port :80 on the SCADA Server web in IIS:
= After Windows upgrade, it may happen tat a duplicate binding to
port 80 is created in the SCADA server web in IIS. The duplicate
binding mist be removed for the SCADA server to work correctly:
= Start the IIS Manager. A shortcut can also be found here:
C:\ProgramData\Microsoft\Windows\Start
Menu\Programs\Administrative Tools
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All Apps Documents

Best match

Internet Information Services (lIS)

Web More v @

Manager
App
Documents - This PC Internet Information Services (IIS) Manager
App
B jisstart.htm >
Search work and web
7 Open
L i - See work and web results >
£SO Run as administrator
iis crypto >
R w ] Open file location
L iis manager > 2 pifito Start
L is url rewrite > -3 Ppin to taskbar
Folders
SCADA - 1IS >
lISExpress >
Photos
B iis.png >

Searching the IIS

= |fthereis a black square at the web icon, the web is stopped.

Interni informace

&5 Internet Information Services (1I5) Manager

(T

File View Help

€ » DESKTOP-2MTDK&4 » Sites » MerbonScada Web »

Connections
tal

0 MerbonScada Web Home

~ 85 DESKTOP-2MTDKES (AzureAD\P
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In the Connections section, select the MerbonScada_Web, and in the right
part select Bindings.
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The bindings management dialogue

= The last step is to start the web — Start.
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Starting the web service

e Domain Server not started — user can not log in
e A project is not communicating:

o Always check if all projects are running in Merbon SCADA after upload:
Project statistics (find the projects which need further examination)

o Check the cfg->behaviors file, if the project with the particular GUID is in
the list of projects to start automatically

o Check of connection — channel +

o Check in the project statistics the total number of data points, and
compare them with licenced datapoints (in RcWare Ctrl-T / Ctrl-U or in
the Stations statistics) and learn for how many datapoints the Merbon
SCADA licence is installed. The last project which exceeds the datapoint
limit is not started. The ,,number of licensed data points exceeded”
message is displayed in log / command line.

e Some schemas are not visible:

o Possible duplicate schems GUIDs - schemas not exported (the project
was not checked or warning was ignored). To be checked in the project
export folder - have all schemas been exported?

o User policy set incorrectly (if ,,Export user policy” checked at export)
Check in RcWare Vision for every project concerned.

e A group of data points is not communicating in Merbon SCADA, while

30

everything is OK in RcWare Vision:
o The reason may be that Merbon SCADA communicates using groups. If
any data point has a configuration error, the whole group containing
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this data point has a communication error. Please check if all data
points are really communicating in RcWare Vision even if the group
reading is off (setup in the communication data point — the key icon).
Only data points which are set up incorrectly should display as in comm
failure.

o Mostly, special data point types show problems, such as TPG, scripts,
PLC time setup, etc. A data point may contain a script which is not
supported in Merbon SCADA, a TPG may contain invalid exceptions, or
the data type may overflow if its value is too high.

e When exporting alarms from RcWare there is a dialogue ,Error during
retrieving configuration“:

o Check if the alarm export form really contains the correct user name and
password. Next, check in Domain server if the user is assigned to the
Alarm server administrators group (see the Implementation manual).

o If the problem persists, stop the Merbon Alarm server service and open
the folder C:\Apps\Merbon\Alarm Server Warehouse. Open folders cfg
and history and delete all files they contain. Next, start the Merbon Alarm
server service, restart RcWare Vision and try if the alarm export is
working properly.

o Ifthe above steps do not help and the export still does not work, reinstall
the Merbon Alarm server. Use Merbon SCADA installer to uninstall the
Merbon Alarm server service. Then open C:\Apps\Merbon\ and delete all
folders which were created by the Alarm server installer:

= Merbon Alarm Server,
= Merbon Messaging,
= Alarm Server Bridge,
= Alarm Server Bridge Logs,
= Alarm Server Warehouse.
o Then reinstall the service and proceed again with the export.

The most frequent errors that can be found in the SCADA server log
(C:\Apps\Merbon\Merbon SCADA Server Logs):

e HW fingerprint in the licence does not fit the hardware where SCADA runs — SCADA
server service impossible to start
[Critical] - No valid license found
[Critical] - License module checks: ESG.SCADA.Server.Host ->
System.UnauthorizedAccessException: Incorrect HW Win32_NetworkAdapterConfiguration-
MACAddress ...

This happens then the hardware information read from the machine does not match the
information contained in the activated licence file. The reasons may be as follows:
1) The .licact file used when installing the software was activated with a hardware
fingerprint created on another machine than the SCADA server is running.
2) One or more parameters in the system had changed, or a piece of hardware was
replaced (processor, network card, motherboard, etc.)
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3) SCADA is operated in a virtual OS whose configuration had changed — see above. A
MAC address may change when Windows are upgraded, it is recommended to
configure a fixed MAC address in the virtual system.

Solution: If you encounter this type of error, please contact Domat technical support. Your
licence will be reactivated.

e Maximum data point number exceeded — some of the projects are stopped
[Critical] - Data point count limit exceeded.
[Critical] - Cannot load data of project 'MERBON_SCADA_DEMOQ'. Error:
System.UnauthorizedAccessException: Data point count limit exceeded. ...

This error appears mostly when the SCADA server wa expanded by one or more new projects,
or added extra datapoints to one or more of projects. This resulted in exceeding the maximum
number of licensed data points in the system. Check the number of employed datapoints in
RcWare or in the project overview in the Merbon SCADA menu (Statistics).

Solution: Remove some unnecessary data points from your projects. Remove unnecessary
projects. If another system expansion is necessary, contact Domat sales and buy extra
datapoints for your licence.

e Errors in projects.config
[Error] - DIAG (SCADA start error) SCADA-service - StartFailed (Error: Loading Projects failed.
| Hodnota GGGroup neni platnou hodnotou pro parametr PermissionOwnerType.
| PoZadovana hodnota GGGroup nebyla nalezena)
[Critical] - Merbon SCADA server cannot be started: System.AggregateException: Doslo k jedné
nebo vice chybdm. ---> System.Exception: Loading Projects failed. --->
System.FormatException: Hodnota GGGroup neni platnou hodnotou pro parametr
PermissionOwnerType. ---> System.ArgumentException: PoZzadovana hodnota GGGroup nebyla
nalezena. ...

[Error] - DIAG (SCADA after init) SCADA-service - StartFailed (Message: Initialization of Scada
server has failed) (Duration: 00:00:09.0870046)

[Error] - DIAG (SCADA start error) SCADA-service - StartFailed (Error: Loading Projects failed.

| Znak < (Sestnactkova hodnota 0x3C) nelze pouZit jako prvni znak nazvu.: radek 18, pozice 18)
[Critical] - Merbon SCADA server cannot be started: System.AggregateException: Doslo k jedné
nebo vice chybdm. ---> System.Exception: Loading Projects failed. --->
System.Xml.XmlException: Znak < (Sestnactkovd hodnota 0x3C) nelze pouzit jako prvni znak
nazvu.: radek 18, pozice 18 v System.Xml.XmITextReaderImpl.Throw(Exception e) ...

Syntax error in the projects.config file. Most probably caused by manual editing of the file.
Solution: Loading Projects failed — search the mentioned value in the file (here GGGroup) and
correct it to a valid value. Initialization of Scada server has failed — the line and position of the
error is specified, go to the projects.config file and fix the error. Mostly it is a syntax error.

e Error in behaviors.config

[Error] - DIAG (SCADA after init) SCADA-service - StartFailed (Message: Initialization of Scada
server has failed) (Duration: 00:00:09.5008805)
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[Error] - DIAG (SCADA start error) SCADA-service - StartFailed (Error: Loading Behaviors
failed. | Znak < (Sestnactkova hodnota 0x3C) nelze poutzit jako prvni znak ndzvu.: radek 4,
pozice 6)

[Critical] - Merbon SCADA server cannot be started: System.AggregateException: Doslo k jedné
nebo vice chybdm. ---> System.Exception: Loading Behaviors failed. --->
System.Xml.XmlException: Znak < (Sestnactkova hodnota 0x3C) nelze poutZit jako prvni znak
nazvu.: fadek 4, pozice 6 v System.Xml.XmITextReaderImpl.Throw(Exception e) ...

Syntax error in the projects.config file. Mostly caused when editing the file manually.
Solution: The error type and position is specified here. Go to the file and fix the syntax error..

e Error in the project — setting of a particular data point or more data points (wrong
channel, misassigned .vlist, etc.)

[Error] - Data of MERBON_SCADA_DEMO cannot be loaded: ArgumentException: Unknown
Serialization type id 28bbfc1d-9f90-4339-9f9a-8b3ebd3488cd ...

The problem originated when editing the project in RcWare.

Solution: Search for the datapoint GUID in the log (,,28bbfc1d-9f90-4339-9f9a-8b3ebd3488cd”
in the example above) in the .data file in the exported project (open in notepad++ or similar
editor). This shows the datapoint concerned. Then search this point in RcWare, check and fix

possible problems.

If the error in the datapoint is not apparent, contact Domat technical support please.
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6 Unsupported scripts in RcWare Vision

Full compatibility of scripts can not be maintained due to different architecture

against RcWare Vision. Scripts must be considered individually for each project.

RcWare Vision evaluates scripts in the application GUI. The Merbon SCADA
components are running on a server. This means that any interactivity, 3rd parties code

integration, etc. are not supported.

RcWare Vision is tolerant to script errors. Components do have more strict

supervision, and if a script error appears, the result is undefinable.
Script functions which are not supported in Merbon SCADA:

GetValueFromDialog()

GetParticularData() and other database read functions
GetLoggedUserName()

TimeProgFunc()

SetParameter()

SendSMS()

RunRClInternalFunction()

GetConnectionStatus()

SetUserButtonPressed()

InterfaceAlarmEnabled()
Time functions in scripts now work in the UTC time zone (rather than following

the local time). This is because they are processed on the server, and the time zone of

the client platform is thus unknown.
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