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1 Introduction

1.1 Merbon SCADA

Merbon SCADA is a server application used for process visualisation. The
package is designed for creating monitor networks of various technologies through
telemetricnetworks and different types of local communication. The system takes
advantage of the most modern software tools and communication standards, but
AYO2NLIZ2 NI GSa I aANBIG RSFHE 2F OSNATFTASR &S
modularity of the systenenables gradual construction of the dispatching sites from
the simplest visuadation of metering data to distributed integrated systerRarticular
emphasis is placeon high reliability, fast application engineering and easy settings
even for less expegnced users.

1.2 Project engineering

This manual is intended to describe the process of implementation and
configuration of RcWare Vision project in a Merbon SCADA Server environment. In the
first part it shows how to set up automatic project launching and periodic trend data
saving in a Merbn DB from a PLC RcWare Vision. The second part deals with user
policies of Merbon SCADA server. The last part describes the export of SCADA project,
upload of the project to Merbon SCADA Server, and remote project configuration at
the Merbon SCADAS&WNX ¢ KS f 1 ad OKFLISNE o. | aA0 LINP
user in case of troublesith implementation.

3 11/2023 This documents current for version Merbon SCADA installéx2.
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Merbon SCADA Server manages communication with the PLCs. It establishes
andchecks the communication with PLCs and displays the current values on its web
pages. The trend values may be optionally saved in a database: the data may be
written directly by the PLCs, or by the Merbon SCADA Server.

The Domain Server is used for definition of users and user groups. The Alarm
Server then controls alarm processing, alarm history saving, and sending of alarm
messages.

4 11/2023 This documenis current for version Merbon SCADA install&.2.
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2 RcWare Visiorgr The Editor

As a compatibility with RcWare Vision projects is required, projects may be
exported to Merbon SCADA directly from RcWare Vision. What mystelservedare
all principles of datapoint engineering, mapping to the PLC project data, plant graphics
engineering, and communication channel definition (see the engineering notes at
https://domat-int.com/en/downloads/technicablocumentation, RcWare Vision
Function Overvieyv This document supposes that the project is fully functional and
communicative in the RcWare Vision environment.

There are also parameters which are specific for the RcWare Vision installation
rather than for the project. Those parameters which are transferred to the Merbon
SCADA Server XML definition files are described below.

2.1 Automatic project starton startup

When the project definition is exported, thgettingsg PC ResourcesOn
Startup configuration isicluded namelyStations for online communicatiam
program start There is a list of all projects which are launched after the
Merbon SCADA server service starts. Clickxbe parametersutton to save
settings and apply changes after the RcWare Vision restarts.

Computer resources settings: DESKTOP-NUURDSEG Profile: Default X
Edited prafile Edited communication channel
| Defaul | #| - [1 5w divers -

O start-up ] Parts ] Modeml Directories] ALARMz lEpD[l] Driversl Actualization] Performancel Histoly] “Wizian F'rox_l,l]

Default profile

[ Profile selaction |Default j " Do not open any windows
Default user " Window state on last closing
[~ Require user password |rc_admin j i “window state on last adminiztrator's closir

" Default uger state

Agzzigne curent state to the default user |

| [v Station for OM-LINE communication on program start |

| MERBON_SCADA_DEMO = (0] C areADATANMERBON_SCADA_DEMOY

= Remove

[~ Daon't ask on application cloze

Il It iz neceszany to exit BcWare and run it again to confirm changes and make them active ||

Y Use parameters + OK X Cancel

PC Resources settings

5 11/2023 This documents current for version Merbon SCADA installéx2.
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Check the exported configuration in tiseada cfg\ behaviours.confidile.

I 4 = | cfg - [} X

Home Share View 0
* u o Cut x Y T New item = Open FH select an
Wl C - l -

-] Copy path ﬂ Easy access = Edit 10 Select none
Pin to Quick Copy Paste - Move Copy Delete Rename Mew Properties
access E] Paste shortcut ta ta - falder - £ History DD Invert selection
Clipboard Organise Mew Open Select
<« S :I This PC » Windows (C:) » vision_data » _export » scada » cfg I v O Search cfg yel
~
[ This PC ~ MName Date modified Type Size
_J 3D Objects M behaviors.config 04/10/2018 13:26 COMFIG File TKB
I Desktop Q{ projects.config 04/10/2018 13:26 CONFIG File 5KB

Documents
; Downloads

Exported behaviours.config file

The project GUID can be found in the data point editor when unlocked:

% Roiare Computer: DESKTOP-WAURDEG Registration: DEMO DEMO version » beit 20min] for comsmunication - [MERBQN_SCADA DEMO - ecitr]CRcare DATA\WERBON SCADA | a x
(G Wow Copmunication Setings Window Access Operator Tagging Edt Hop =
zi,u[B!,v aQ =% E i omiee
HED xblEE » 5
= o MERBON 50D UEM TGTRNTESATES) AR NE4T S8 TN 0SSMEISATIS] cn1 00 O0fmacas] | OO O0fmacas]
Skupina 11
o S5CP el € izl
OICEEIERE T eton scin cemoioper B [ EE] demo
U TL092018 184738 | sbon SCADA_ e s o Pond| Sma piwmg | EEE 0 i€ 711121510 domo man 6 preh done
1L BSZ008 154728 [ resbon, AT pgtoct i SET 016|111 m1?, oo s e e 1B 130 dem
eon_SCADA g we ST W I6] 1111 (15106 dhna mar 1 schad. b b Togahe A71B310/0 ch 1 20 e
emon SCADA cematpa e wt i 1 meiion SADA_dema g e 10740 ch 1 e
st U 6] 1113159 dermo man19_ma_schodho b pgoam 363351210 ch 1 done
we jgl 1isnm mesbie, SCADA, denschscen 1110 ch 1 FE deme
n0T e LT vl s e, SEADA_dero ekt tadars T2ANAD ) s
wt [ IR bon,SCADA_demaeskla_kancels 124710 ch 1 demo
e ze [ il e mebcr, SCADA,_dero seel_smu WD ch 1 FE e
50t o [ | = 06111815, SEADA. demomain_cquermscuve T G144/ ch
0 | £ D] 1115150 SCADA e rars11_sa.ibasuros ] G 1AARD ch 1
w0t W | E U6 119615, SCADA demo mant)_scuthemakurve T11 B1/ATO0D ch 1
bl w0t o wr | =5 0J6] 1117 15m_ SCADA_demamain_m.abemakurve 1 SSH1/4E4 ch 1
cviems, bonel 2 st | e U j6] 1116150, SCADA denomsini_squhermaiuve 2 B3 AJER0 ch 1
[T S0t - ] £ D] 1119150 SCADA e man|_sa.ibamsurvs P2 B 1/US20 ch 1
B chiema hoeli2 mo ] E U6 112015, SCADA, dem mant]_scuthemakurve 172 BT ch 1
cvinma_hoel b2 a0t | wr | = 1J6] 1121 [15om_ STADA_doma s 1_mpabemkurve Y2 BT ch 1
cteans otelnd i | E U j6] 11 22150, SCHDA denomini_saubemaie D) S50 ch 1
TUILEZIE 15470 ] siema bonl ] wt e | £ U611 230150 SCADA.dema man{L_sa.dbmakurve P B30 1/4/S6/0 ch 1
L1108 2018 15478 st | E U6 112415, SCADA, dom mant)_ecthemakurve 173 BT/ ch 1
ant W | = 0J6] 11 25]15om STADA_doma s ]_eabemkurve Y3 BT ch 1
A0 war | E U611 26 150, SCADA cano man1_suitematve 1A 856 4,260 ch 1
(LR war | E U6 11 27150 SCADA.dema man1_sa.dbemakcurve P44 B30 1/4/B00 ch 1
ant | E U6 112215, SCADA done man ) _ecsthemakurve T4 BHUTIZ0 ch1
a0t W | E 0J6] 11 29]15om STADA,_dom o 1_e bk Y4 BT ch 1
oo | E U J6] 1130150, SCADA,doma mae_sqahemlsava TOY 856 A0 ch 1
wt W | E U] 1130150 SCADA demaman'_sashamakarve FUY E1/4A40 ch1
W TLOSZISTSATE 1] osviema,hoelout st EE 0l6] 11215 SCADA, demo nan!_equthmmatcve Oud BUA/TIEN ch
T BR208 154705 o) oeherma_oely_mon_moss st Won [TRa E 0J6] 1133 1Sben, SCADA,cenn i _eq.themskuve e 5541717300 ch 1 FE
IR EZIEAIE (] exvioims boil o @0t . [wit E 0J6] 1138 151, SCADA, Oanw ma1_ecuhbmats v Ouk B1A/T16/0 ch 1
P defidion | Inpurs/Mutpurs | Alsims | D eperdencies are bocking | Fc/are OPE Server | History | Purwing mede | Inpent/Espo | Espordrtenvel|
Dt poi [DP rme e e e
[reton 5305 dermicoms =] B[O B3] (AT ETR A SIEIITIIE.  Cherge GUID
0PIttt o e g
[T Irend/ouspas ekt - st o | 1 [4D6 BE SO6 £ 008-601 5 5207 C205A AT AL cwsw'umlg
DB cund o vem =
Igut m PLC for OB DF ot T Geneinrew ok
S < gy e ’7:4 ™ Corfim bt pess
Showe paneter 2 (- |
e o PLC for etk DF gt I —
[rmien_505 peri ST B -]
iT_stop s _adrin Pt Dt W 1010201813235

Project GUID
2.2 History

History data may be saved either as text files in the project foldem(fkery),
or in an external database (Merbon DB). Depending on the preferred way,
follow one of the configuration below.

6 11/2023 This documents current for version Merbon SCADA installéx2.
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2.2.1Merbon DB

If there isa Merbon DB installed in the Merbon SCADA site, the following
configuration must be set up. Configure the parameters inSe#tingsg SQL
Server Settingdialogue, see Merbon DB installation notes.

S0OL server settings *

[ Read data from SEL server I [v Read data from Rcware DB server I I Prefer reading from file
|7 Save data to selected server I [~ Prefer reading from file for Rciweb

Computer hame of IP address Saved stations

[+ Save only selected stations -
|http:/Alacahost 3876 /R cw areD bAccesd 2013_07_30_TEST Intervald min, BT Na, v 02 Ml
- ” ALARM_EMAIL_MNET4 0 bodd pro ukladani L0
Login name Server responss timeout [ms] BARTH Interval:1 min, RT:MNao, riwies 1 =
|admin [120000 3] CZT_D_085 Interval: 1 min, RT:Ma, 1hwves
) MAIL_TEST Interval:1 min, RT:Mo, riw’yes [~ Data from RT

Paszword Yalues count in ohe zave WAIL_TEST_MET4 0 badil pro ukladani [ FeadOnly
|===< |‘IDDD ﬂ ERBOM_SAMPLE PROJECT Interval:1 min, B

- Ml ERBON SCAaDAs DEMO Interval:1 min, BT:Mo
Clignt 1D Yalues count in ane reading cycle BORSCHE_PROSEE Interval:1 min, BT Mo, rhw:
| |EDDD ﬂ RUZOWY_DVUR_BROUMOV Interval:1 min, RT

TEST Interval1 min, RT:Yes, rhwMo Sel
[ Use http prow Data dump limit TESTT 0 bodi pro ukladani
50000
| M aw. log file zize [KB)
500000 -5
Test |

| Set default
=
‘ Y Use parameters +f OK 2 Cancel

SQL Server settings
Writing to database from Merbon SCADA

The essential settings are marked red in the image above. This
configuration allows Merbon SCADA Server to write to the database. Check the
Read data from RcWare DB sergption. Check also thBave data to selected
server(which is the Merbon DB server) option if the Merbon SCADA server shall
read data fromPLCs and save them to the database. The projects concerned
must be selected (only those projects are enabled which have at least one data
point set asHistory> Long ternt SQL databaser Save on vakl changg as
well as the required data saving intervBlery particular project must be
selected and saved by the Set button separateBaving intervalon the
individual datapoints are not taken into account. All history data points have a
common saving interval set in the dialogementioned above

7 11/2023 This documents current for version Merbon SCADA installéx2.



domat e

control system

Writing to database fromPLC

SettingData from RndReadonlyis used when the PLC itself writes
data to the database directly, i.e. not using RcWare Vision. If PLCs write directly
to the database at all projects, tifgave data to selected seragstion may be
uncheckedEvery particular project must be selected and saved by the Set
button separately. The setting applies for this particular project.

Computer name or IP addregders to the Merbon DB endpoint
(=where the Merbon DB is installed). The username and password must be
entered as well (default is admin/rw). If there are no special requirements
regarding data saving and optimisation, click 8etdefaultbutton and all
parameters are automatically set to default values.

ClickUse parameterdgo save the whole setting.

To write data to a database directly from a PLC, a Database Adapter has to be
installed.
At http://localhost:11112/admin/#/login(login: admin, heslo: rw) create a
user for saving data from the PLCs.

In IDE, PLC propertiedMerbon DB Parameters set up the database adapter
URL, TCP port, and credentials of the user which was created in the previous step.

See also Merbon IDE Help (Database).

Setup of saving data from a PLC to a database

8 11/2023 This documents current for version Merbon SCADA installéx2.
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Then the variable saving must be set in {3#e Merbon IDE help (press 1)
Process station.-. Saving data in a database.

In the IDE, the variables to be written to history must be set. After this, the
Solution must be compiled in order to update the .vlist file (the file which describes

mapping of variables in IDE).
In RcWare, unlock the data file (padlock icon) and select the datapoints to be

written to history. In theEditmenu selectGroup functions

-E RcWare Computer: HONZAV-MNMEB Registration: DOMAT - testy - [MERBON_SAMPLE_PROJECT -editod CARCMWare\DATAMERBOR, SAMPLE PROIECTI b e y
{E View Cquu’uuu.i{.?tiun Settings Window Access  Operator Taggin Edit Help i
B ¢} & | L/ Y a R EanpF 3l Group functions Ctrl+G 1
S — L E— e data e FZ
H B D %8 TE 5
Back up parameters of selected DP
Merbon_Sample_Project, 0 20 235 .01z 0:07:44
l:l Merbon_5ample_Project_RBA1 ] [ New data pDII"I.t (0= :I:E
TERTEvE TareT - I Delete data point Del
B Teplota - vist.z kotle K ; Copy tagged DP to clipboard Ctrl+C
L2 lep:ola “z2pdt dokkot:e ! Paste DP from clipboard Ctrl+V
E: A:iifa'j;;it:volena E; Paste DP from (I?pboard,no renumber?ng
™l vy tepl T o Paste DP from clipboard, no renumbering, keep GUID
Alr wysoka_tepl_prost A Move tagged DP behind cursor Ctrl+X
Alr nizky_Hak A Tagged DP renumbering
2:[ Ejgoryt—tlak E\ Create new GUID IDs at tagged DPs
I CO_1sf ; - :
ArCO. 23t .-’-‘ Impaert from ‘DTRﬂLe (RcWare DOS)
Al PORUCHAdet_CO A Update values from *. ACT
Alr plon_1st ALARM & Patvrd| Smaz
Al plyn_2st ALARKM & Patvrd | Smaz
Alr PORUCHA_det_plyn ALARKM & Patvrd | Smaz
ArTL STOP ALARM A Potwrd| Smaz

Group editing of data points

In the Group editing, select ti@SCP Driveab. Check th&pdate from fileoption, and
optionally Set CommuUID to O for not foud variablésthere are some variables to be
ARSYUGUATASR 6KAOK R2 y20 SEArAalG Ay GKS L59
the .vlist file (its name mustot O 2 y (i bz ¥ fyon the Merbon IDE project folder.
Finally, check thRtIDcheckbox, and fill in the history runtime identification string which

must match with that defined in the IDE (in PLC properties). CReékstoryand Use

RT History

9 11/2023 This documenis current for version Merbon SCADA install&.2.
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"_T_E Functions for group data points' parameters settings — O x

Staefa | Simatic | Mbus | Modicon | adam | aMiT | TECO | Electiciy | Ups | BaCnet | Linde |
Le[Lependencies and blocking ] Alarmsg ] Hiztomy ] Communication ] DPF inputz./outputs ] Rciwiare OPC Server ] Script ]
55CP dr_ifr_i SoftPLC Link | OPC Client | Sals | Sala_Ex | Modbus TCP | Landis &Gy | Rvd&Gwr | SaUTER |

o s e

r o

u |
e —

m—— |

!. W ! Update from file r_jE:_KF'n:ugramthDE2'\pru:ui'\serial2'\bin\F'LE_d2c?“I ?fﬂ-q !

o o _i_|7 &t CommUID to O for not found variablss e
[ —— — |
l £
e | | [ e I

" RT Histond |

i = o e —

[~ System hme [~ Sypstem time

- I

A s T

i

]

[ ————

@ 3? Mull zettingz | o OK

Setup of reading history from a database for RcWare data points
The last step is clicking ttgetbutton.

After the definition is exported, the configuration can be checked in
the file projectd[project GUID]project GUID].rcwaredbconfig

| Iﬂ = | 40b8e9d6-e008-4015-b2cT-c2305a4a3b92
Home Share View

Ll_"___l J 0;3 Cut « LIJ x él T‘_]New item ~ |Z| || Open ~ ESelect all

w.] Copy path -T_'| Easy access * Edit Select none

Pin to Quick Co Paste Move Co Delete Rename New Properties
access py [7] Paste shorteut tow topvy - falder pv £ History DD Invert selection
Clipboard Crganise MNew Open Select
« v P » ITh\s PC » Windows (C:) » vision_data » _export » scada * projects » 40b8e0d6-e008-4015-b2c7-c2305a4a3b92 I v &
~
[ This PC L MName Date maodified Type Size
B 3D Objects charts 04/10/2018 13:26 File folder
[ Desktop schemas 018 13:26 File folder

[ Documents |_'| 40bBe8d6-e008-4015-b2c7-c2305ada3b92 . alrsvrconfig 04/10/2018 13:26 ALRSVRCOMFIG File 1KB

|j 40b8e9db-e008-4015-b2c7-c2305a4a3b 92 data 01813:26 DATA File 146 KB
‘ Downloads |_'| 40b3e9dE-e008-4015-b2c7-c2305a4a3b92 filehistoryconfig 018 13:26 FILEHISTORYCONFIG File 1KB
J, Music | | 40bBe9d6-£008-4015-b2c7-c2305ada3b92. hweonfig 04/10/2018 13:26 HWCONFIG File TKB
=] Pictures | |_'| 40b8e9d6-e008-4015-b2c7-c2305a4a3b92.rewaredbeonfig  04/10/20128 13:26 RCWAREDBCOMFIG File | 1KB

Exportedrcwaredbconfiglefinition in a file explorer
2.1 File history
If the Merbon DB is not available at the Merbon SCADA installation,

history is saved in files (similarly to RcWare Vision). All history data points shall

10 11/2023 This documents current for version Merbon SCADA install&. 2.
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have theHistory-> Long terng monthly filesattribute and required sampling

period set.

File history is the main, default way ahistory data storage. It is

LJ2 6 S NJF dz

Sy2dzaAK FT2N LINR2SO0 a4

~

arl SR

sampling period of 5 minutes and longer. For larger projects and / or more

frequent sampling, where reading from files would lag the system, a powerful
databases used. All data are saved to history files too by default. (Data may be

copied from files to database at any time using a special utility called Data

Pump.) If there is a requirement (e.g. to save disk spagforsave history to

the history files anymore (so it would only be saved to the database), délect

history for reading onlin the export dialogue.

File history for reading only> this option is set in thé&xport for Merbon

SCADAlialogue. Consider if it is required to save data both to files and to the

database.

SCADAZ Export
Export to Mervis SCADA I Report }

Basic settings ] tdvanced settings |

Path to create SCADA project |C:\v|s|on7data\7export

Roat alarm path in AlamS erver

| Path for saving test histary files C:vision_datafile_history I

Path for averflows buffers

™ Leave out check before export
™ Create new Station GUID on duplicity [saves file]
[T Cerate new schema GUID on duplicity [saves fils)

[project_name]  [RIZEMI
[project_name] |UDRZBA
[project_name]_ (DOZ0R

[v Set piojects access user rights

Create rights
Jw Full contral

[ Alam operation

[v Fead only

I Use MervisDb driver for all communication

Ll L

paramelers:‘

™ Setemply groups wisibility
[ Invisible
™ Load groups to set list from saved headers list

™ Use DB profiles

™ Don't create RewWareDb v definitions
[ Cieate profile for each datapoints group

™ Foree DB saving setting
I=

[¥ Export access policy rights

[ RcLink communication with: |Iocalhost

W W2 drivers

[ SoftPLC Alam scripts to SoftPLCAlarmCone:
¥ allow "inactive ackhowledged" state

' set alam masks
¥ force alamm memory enabled

I Schema - local station if nat found

Don't et 501 histow when only hysteresis selected
[~ File history read-only Check only if you do not want save data to file
ransfer farce refresh setting h'\stor\,f anymore.

I~ Set comm emor indication delay [v2 drivers orly)

300 [sec]

[¥ Preserve tab characters in test interfaces' values
[¥ Create TimeSpan data point for input variables of "TIME" type [SSCP w2 only)

[™ Upload projects to Scada server
SCADA, server
Utk [ttp: #lacabhost @520 |

User name: | admin
Password: |

B0 j [sec]

Project start/stop timeout:

[ Force project start after upload
™ Delete current values files [ datax] on project start

[ Export stations separately

|E\H chwfarehUtiiieshScadaConverter\Resourcesd

Profile;  |cmbProfile - Save profile Load profile

Export all

Erport selected stations. |

11 11/2023 This documents current for version Merbon SCADA install&. 2.
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Setup of file history as reazhly

| 1] = | 40bBeSd6-eD08-4015-b2cT-c2305a4a3b92
Home Share View

Ty / ) o .
ENE| & Cut ¢ B x __:@ Tl Mew item i-l [3] open = HHselectan
w| Copy path f__'| Easy access Edit Select none
ck Copy Paste _ Move Copy Delete Rename New Properties . .
access | Paste shortcut toar  tow - folder - £ History EFIn\rert selection
Clipboard Organise MNew Open Select
<« v I >| ThisPC » Windows (C:) » vision_data » _export » scada » projects » 40b8eSd6-e008-4015-b2c7-c2305a4a3b92 | v
[ This PC ~ Mame Date medified Type Size
J 3D Objects charts 04/10/2018 13:26 File folder
I Desktop schemas 0 018 File folder
z e0db-e008- -b2ci-c ada alrsvreonfi 018 ALRSVRCONFIG File
A0b2eddb-e008-4015-b2c7-c2305ada3b92.al fig 018 LRSVRCOMFIG Fil 1KB
|5| Documents
&0 load | 40b8eGd6-e008-4015-b2c7-c2305a4a3b92.data 04/ 018 DATA File 146 KB
ownleats I || 40b8e9d6-e008-4013-b2cT-c2305a4a3b92 filehistoryconfig 018 FILEHISTORYCONFIG File 1KB
d Music [ ] 40b8e9d6-e008-4015-b2c7-c2305a4a3b52 hweonfig 018132 HWCONFIG File 1KB
=] Pictures | | 40b8e9d6-e008-4015-b2c7-c2305a4a3b92 rewaredbeonfig 2018 13:26 RCWAREDBCOMNFIG File 1KB
m Videos
i Windows (C:)

Exported filehistoryconfig file in File explorer

After export, the settings can be checked in the file namegects |
project GUID[ project GUIOilehistoryconfig)which contains the path where
history shall be savedlt is defined at theMerbon SCADAXxport dialogue).

3 User policyg schemas, editing

3.1 Extension of read / write rights

Merbon User policy allows setup of user rights at several levels.
There are user rights to:

Projects

Schemas (plant graphics)

Data point groups (as configured and seen in RcWare Vision)
Read / write-> data points in a particular project

Data point table / schemas / graphs view

= =4 -8 —a A

To access projects and schemas, the user rights need not to be specified, as all
users are allowed to access all schems and projects. The users only need to have
granted rights to read, or to read and write.

All projects are exported and uploaded to the server using the standard way
of engineering, see belowdsers and groups are defined at the domain server which
can be accessed from a web browsehtp://localhost:9696 This port number can be
changed if necessary.

Enter the credentials which have been entered at the Merbon SCADA
installation procedure, and connect to the Domain server.

12 11/2023 This documents current for version Merbon SCADA install&. 2.
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Merbon editor

Usemame

Password

Default user used for creating short URL addresses  OK

Domain server main page

The exported projects have two groups predefin8dadaAdminand AllUsers
ScadaAdmins:

Projectsc all

Schemag all

Data point groups all

Read / write-> data points in a particular projegtread and write
Data point table / schemas / graphs viewall options

=A =4 =4 -4 -4

AllUsers:

Projectsg all

Schemag all

Data point groupg all

Read / write-> data points in a particular projegtread only
Data point table / schemas / graphs vievall options

=A =4 -4 -4 A
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New userscan be definedy clicking the button and attaclingthem
to ScadaAdminandAllUserggroups.

A new user must have his user name definealgir), and passwordRassworgl
The password must have at le&stharacters, containing at least one small

character and one numeral. Itenhame, Surnamand Descriptiorare optional
and are used to specify the user in more detail if required.

Create user

Domain:
DEFAULT_DOMAIN
Login {%):

Password (*):
Retype Password (*):

Password and Retype password must be the same

Description:

Definition of a new user in tHe@omain Server

After a new user is defined, it must be assigned to a group to acquire his
access rights. This can be done by two ways:

- Add a user to group using the tool panel which is inShew users
tab. Go toGroupsand clickNameto selct a group. The group will be
added by clickinddd All changes must be confirmed by tBave
button.

14 11/2023 This documents current for version Merbon SCADA installéx.2..



Ly d SNYN

domat

control system

“merbon sca

P [ ——y—— p—
- = == = —n =
-
L1 Standard User Description 2 i
— =
o
p
Aathentication +|
—— )
Permissions
(el

Adding a user in a group Wser editor

or

- gotoShow group, and click the group the user shall
be added to. In the tool panel idsersclick theNamefield to select

a user. Clickkddto add the user to group. Confirm all changes by
clickingSave

Standard User

(W) scadasystembventViewers

e e [ s

Adding a user in a group @roup editor

Then log in to the Merbon SCADA server to check that the rights were

applied correctly.
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Login to theMerbon SCADsgerver

3.2 Export of the definition

After all project parameters have been setReWareVision the
definition for Merbon SCADAust be exported. The export dialogue is in
Settings> Exporto SCADA2

Export to Scada?2
3.3 Export dialogue and settings

The Export to Merbon SCADA dialogue is displayed:
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