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Dear business friends,

the year 2020 is full of key events and changes and is not easy for any of us. That is why we would like to
thank you all the more for the trust you put in us. We try to make Domat not only your supplier of products
and software, but also as a competent partner for issues of building technology, communication technol-
ogy, integration and cyber security.

Our main topic this time will be cyber security technology, which is a widely discussed phenomenon today.
We are aware of its importance, which is why we have successfully recertified this year, so we are now the
holder of ISO 27001. You, our customers and business partners, can be sure that the entire information
security management system in our company is at a high level and all the information is adequately pro-
tected against loss or misuse.

We would like to wish you a peaceful holiday, a relaxing Christmas and good health. Mostly we want the
next years to be better, or at least as good as the current years. This year is different - let’s not forget to step
on our right foot and believe that the next year 2021 will be much calmer and more successful.

Domat wishes you good health

NEW products

merbon

SCADA
New version of Merbon SCADA 1.6.6

Undoubtedly, Merbon family big news is the release
of a new version of Merbon SCADA 1.6.6 software
on our website. This version includes modifications
both in the service itself and in the Merbon SCADA
installer.

You can download the new version HERE.

Since the editor for Merbon SCADA projects is still
RcWare Vision, a new Hotfix for Windows with
.NET4 is published together with this version. For

the correct function of all fixes in SCADA services,
it is necessary to export projects from the current
RcWare Vision. Download HERE.

Newly updated catalog sheets

For designers and service technicians, the basic tool is the product catalog sheets with detailed technical
data, dimensions, marking and connection of terminals, etc. All catalog sheets and their updated versions
can be downloaded HERE.

If you do not find the required document, please send a message to support@domat.cz.
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The new showroom of Auto Prihonice a.s.

This year, we have successfully continued to supply our systems to car showrooms. One of them is the new
showroom of the Volvo, Jaguar and Land Rover brands of the company Auto Prihonice a.s. in Cestlice near
Prague. We were able to optimize our project with regard to the new requirements of the general contractor
and the investor, even though they were created only in the final phase of implementation. Thanks to inten-
sive care, this project can also be included in our successful implementations. We are currently working to
expand the supplied measurement and control system with monitoring and control of electric car chargers.

Topic of the issue

Security

As we announced in the previous newsletter (HERE), this year we have succe-
ssfully recertified and we now hold ISO 27001 - the standard for the informati-
on security management system in the organization. It includes all assets from
data, through paper documents, information and communication technolo-
gies, staff training and technical protection against computer fraud. In this co-
nnection, we have prepared a few articles for you on cyber security, which has
been an increasingly discussed topic recently.

More information here:

Design and installation of measurement and control in terms of safety

The lIS server on which the Merbon SCADA server is installed should con-
tain an SSL security certificate. Otherwise, there is a risk that some brow-
sers will consider the site unsafe and issue warning messages, or even re-
fuse to display the site altogether. The whole installation procedure and
its main principles can be found in the article HERE.
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Network security at building control systems

Building management systems, as well as other technologies N .
such as heat management networks, are greatly underesti- &5 A
mateq in terms of safety. S'o we fo.cus on the topic of commu- N e ‘
nication protocols and their security HERE. @ : - S =

Security issues of Domat products with Ethernet interface

Most communication devices are equipped with an Ethernet interface. When connecting to corporate and
public networks, it‘s a good idea to know which ports and services they use to set security policies properly.
We further discussed their communication in the article HERE.

BACnet - brief introduction to the basics As@ BAcnet

The Building Automation Control Network (BACnet) protocol is not new to building management systems.
In process stations, however, it appears only gradually, especially for its not quite easy implementation. Un-
like relatively simple communication protocols such as Modbus, BACnet defines a number of services and
objects that make it easier for application engineers to work with programming and commissioning techno-
logies. We discussed this issue in several articles HERE.

Training
Unfortunately, due to all current measures, u vo UTu be
we had to cancel the dates of our trainings again.

And again, we would like to remind you that in this case you can use at least the recordings we have on our
Youtube:

Merbon IDE training for beginners

Merbon IDE training for advanced
Merbon SCADA training

If you have any additional questi-
ons or problems you need advice
on, we our technical support will
be happy to help you. Alternatively,
you can also use our section Manu-
als and video tutorials.
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Czech Republic

Domat Control System s.r.o.

U Panasonicu 376

CZ - 530 06 Pardubice - Staré Civice
T:+420461 100 823

F:+420226 013092

Service hotline: +420 733421 878
E:info@domat.cz

www.domat.cz

Training center Praha
Trebizského ndm. 424
CZ-25067 Klecany
T:+420222 365 395
F:+420226 013 092

E: support@domat.cz

Domat Slovakia

Domat Control System s.r.o.
Udernicka 11

SK-85101 Bratislava
T:+421911 165038
F:+420226 013092
E:inffo@domat.sk
www.domat.sk

Armenia

INTEGRAL design & engineering
T:+374 10520 188

E: info@integral.am
www.integral.am

Austria

Elektro-Zukunft H.Bayonas
T: +43(0) 91126771

E: office@elektro-zukunft.at
www.elektro-zukunft.at

Benelux (distributor)
VEDOTEC BV
T:+31088 8336800
E: info@vedotec.nl
www.vedotec.nl

Croatia

Aeroteh d.o.o.
T:+38513015312

E: eduard.nothig@aeroteh.hr
www.aeroteh.hr

Germany

S+S Regeltechnik GmbH
T:+49 (0) 911-51947-0
E: mail@spluss.de
www.spluss.eu

Hungary

LS Epiiletautomatika Kft.
T:+361288 0500

E: vegh.peter@lsa.hu
www.lsa.hu

Lithuania and Latvia
UAB BALTESA
T:+37052727902

E: info@baltesa.lt
www.baltesa.lt

Macedonia and Kosovo
SIMT d.o.o.
T:+38923069591

E: simt@simt.com.mk
www.simt.com.mk

[EIEVAE]

TECH-STORE MALAYSIA Sdn. Bhd.
T:+603 8940 6688

E: info@tech-store.com.my
www.tech-store.com

Norway

KE Automasjon AS
T:+47934 16 814

E: tj@ke.no
www.ke-automasjon.no

Poland

P&B Sp.zo.0.

T:+48 56 660 84 18
E: info@domat-cs.pl
www.domat-cs.pl

Portugal

WSBP - We Solve Building Problems
T:+351239 700317

E: info@wsbp.eu

www.wsbp.eu

Romania

SC LSA Romania Building
Automation SRL

T:+36 12880500

E: aracs.peter@lsa.hu
www.lsa.hu

Serbia

POWERHOME

T:+38163 7405671

E: officec@powerhome.rs
www.powerhome.rs

Slovenia

MBC, d.o.o (system integrator)
T:+386 17865106
E:info@mbc.si

www.mbc.si

KOVINTRADE CELJE (distributor)
T:+38615607678

E: regulacije@kovintrade.si
www.kovintrade.com

Spain

SEDICAL, S.A.
T:+34944 710 460

E: sedical@sedical.com
www.sedical.com

Switzerland

GLT Engineering AG
T:+4152 6474100
E: info@glt.ch
www.glt.ch

Sweden

Malthe Winje Automation AB
T:+46(0)8-594 118 30
E:info@mwa.se
www.mwa.se

Thailand, Burma, Laos and Cambodia
I0T GENERATION Investment CO., LTD

T:+8428 6274 5097
E: info@iot-gen.com
www.iot-gen.com

The Netherlands

(system integrator)

Building technology bv
T:+31571262728

E: info@buildingtechnology.nl
www.buildingtechnology.nl

Vietham

IOT GENERATION Investment CO., LTD

T:+8428 6274 5097
E: info@iot-gen.com
www.iot-gen.com
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