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1 Introduction

1.1 Merbon SCADA

Merbon SCADA is a server application used for process visualisation. The
package is designed for creating monitor networks of various technologies through
telemetric networks and different types of local communication. The system takes
advantage of the most modern software tools and communication standards but
incorporates a great deal of verified “technically standard” solutions as well. The
modularity of the system enables gradual construction of the dispatching sites from
the simplest visualisation of metering data to distributed integrated systems. Particular
emphasis is placed on high reliability, fast application engineering and easy settings

even for less experienced users.

1.2 Project engineering

This manual is intended to describe the process of implementation and
configuration of RcWare Vision project in a Merbon SCADA Server environment. In the
first part it shows how to set up automatic project launching and periodic trend data
saving in a Merbon DB from a PLC or from Merbon SCADA Server. The second part
deals with Merbon Alarm Server setup, alarm export, and setup of alarm e-mails and
SMS. The last part describes user policies. The final chapter, ,,Basic problem

diagnostics”, helps the user in case of troubles with implementation.

3 01/2021 This document is current for version Merbon SCADA installer 1.7.6.
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and checks the communication with PLCs and displays the current values on its web

pages. The trend values may be optionally saved in a database: the data may be

written directly by the PLCs, or by the Merbon SCADA Server.

The Domain Server is used for definition of users and user groups. The Alarm

Server then controls alarm processing, alarm history saving, and sending of alarm

messages.
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2 RcWare Vision — The Editor

As a compatibility with RcWare Vision projects is required, projects may be
exported to Merbon SCADA directly from RcWare Vision. What must be preserved are
all principles of datapoint engineering, mapping to the PLC project data, plant graphics
engineering, and communication channel definition (see the engineering notes at

https://domat-int.com/en/downloads/technical-documentation , ReWare Vision

Function Overview). This document supposes that the project is fully functional and
communicative in the RcWare Vision environment.

There are also parameters which are specific for the RcWare Vision installation
rather than for the project. Those parameters which are transferred to the Merbon
SCADA Server XML definition files are described below.

2.1 Automatic start of exported projects

SCADAZ Export *
Export to Mervis SCADA ] Repart|

Basic setfings  Advanced setfings |

™ Create Memvisénalpties configuration

[ Save perindical export flag as Energis export tag
I For datapoints with Energis_Mode_|d set only

I~ Use port mapping fle [ ..

¥ Autamatically convert stations referenced in schemas

| ¥ Setwun for exported projects on Scada seiver startup |

Schema links mapping file

Schemas button style Row areVision -

Set default Export all Export selected stations \

Project start on SCADA server start

Automatic lauching of selected projects at start of Merbon SCADA can be
configured in the SCADA export dialogue Settings -> Export to Scada2. In the Advanced
settings tab there is an option Set run for exported projects on Scada server startup. If
this function is enabled, all exported projects in the behaviors.config configuration file
will be set to start automatically with the Merbon SCADA Server service start. This

option is better than the Automatic project start at startup (see 2.1.1).

5 01/2021 This document is current for version Merbon SCADA installer 1.7.6.
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2.1.1 Automatic project start on startup

Another way how to make a project to start automatically is the
RcWare Vision automatic project start. When the project definition is exported,
the Settings — PC Resources — On Startup configuration is included, namely
Stations for online communication on program start. There is a list of all
projects which are launched after the Merbon SCADA server service starts. Click
the Use parameters button to save settings and apply changes after the RcWare
Vision restarts. The disadvantage of this method is that after RcWare Vision is
started even as an editor only, all projects which are selected start to attempt
to communicate with PLCs, write data into the database, etc. This may be an
unwanted behaviour in some situations. It is recommended to use the option
which is described in 2.1. It works for Merbon SCADA only, the projects are not

started in RcWare Vision.

Computer resources settings: DESKTOP-MUURDEG Profile: Default X

Edited profile E dited communication channel
| Default ~ +| = [ 1 5w divers |

On start-up l Parts ] Modem] Directories] ALARMs report] Dlivers] Actualization] Performancel History] ision Proxy

Default profile
[~ Profile zelection |Default j " Do not open any windows
Diefault user * \Window state on last closing
[ Require uzer password |lc_admin j " Window state on last administrator's closiv

(" Default user state

Agsigne cument state to the default user |

| Iv Station for OM-LINE communication on program start |

] ERBON_SCADA_DEMO = ()1 \\MERBON_S

D4_DEMON

= Remove

[~ Don't azk on application close

It is necessary to exit Boware and run it again o confirm changes and make themn active |1
Y e parameters o OK 2 Cancel

PC Resources settings

Check the exported configuration in the scada\cfg\behaviours.config file.

6 01/2021 This document is current for version Merbon SCADA installer 1.7.6.
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I = | cfg
Home Share View
» D o cut ] x _IJ 3 New item ~ ] Open
=l W] Copy path qj ﬂ Easy access ~ | Edit
Pin to Quick Copy Paste - Move Copy Delete Rename Mew Properties X
access [#] Paste shorteut | 4o to h folder h £ History
Clipboard Organise Mew Open
« v :I This PC » Windows (C:) » vision_data » _export » scada » cfg I v O Search cfg
[ This PC ~ MName Date modified Type
". 3D Objects B behaviors.config 04/10/2018 13:26 COMFIG File
I Deskiop B projects.config 04/10/2018 13:26 COMFIG File
Documents
; Downloads

Exported behaviours.config file

FH select an

0o
0 Select none

EJE‘In\rert selection

Select

Size

A sample from the XML file, according to the configuration above, where the

project with its GUID appears at the highlighted line:

<?xml version="1.0" encoding="utf-8"?>

<projectBehaviors xmlns:r="http://dev.rcware.eu/serialization

/references" kernelId="30303030-3030-3030-3030-303030303030"

xmlns="http://dev.rcware.eu/scada/project-behaviors">

<behaviors>

<behavior projId="e2ae9515-d28d-4114-8cd7-78ccdeabbafb">

<startupRun runCommand="LocalStart" />
</behavior>
</behaviors>

</projectBehaviors>

The project GUID can be found in the data point editor when unlocked:

Registration

[MERBOM,SCADA_DEMD - ecitor]Ci ReWare\ DATA\MERBON SCADA |

Tigging Edt Help

& Reware

F W Communication  Settings Window  Access Oparator

EH rn vy A T# E ol o Odiee
HED $BlEg - B

F

<

= WERBON_SCADA_DEM NISRNiETSHa2E]
| icisiatoniim:|

TUTAEAEISARE ) 00 Olfmncss] | 00 0fmacss]

DEMO.

. El
€l 1

njg uaps methon, SCADA_denc iopeni /1 WD ch 1 FE 1

06| 111215105 _demoman 8B ghammmnaspdla, AkStana 112/ U0 FF 1

vl 1 _bodean shechkr 01

U 6] 11711506 dom maru13__scharhos b Vo 471627100 ch 30 1

[ RN E mabon_SCADA_demaipg ved 104/0/0ch1 1

00617315 der a1 wa_ichad. e bk Tpgame STEZ0C T 1

o el b, SCADA, dewo cscen 110 1 FE 1

u el merbcr,_SCADA_dema tepkola_sadara 1240 ch1 | 2

gl msbon,_SCADA_deme ekt hsncels 1400 ch 1 1

e abor,SCADA,_dare sisl_aamu, WD ch1 FE 1

T ‘ E U6 1114150 SCADA demoman_qufemacure 1 EUA4BA0chT 1

W £ D 6] 1175 15m SCADA_domaman)_mpdbamakirve FAT SSH1AABO ch] 1

T E U j§] 111615, SCADA, deme man ]_suthemakuree T BHUAC00 ch 1 1

wat ‘ £ U6 11171150 STADA_dema ran 1L_mabwmakcive FY1 GLATEAD ch1 |

T E U6 11180150 SCADA demomant_coufemacare X2 EUABIIch] 1

[ E U 6] 111515:n SCADA_domarmai]_sdbemakirve FA2 BSH/AS20ch] 1

T E U 6] 1120[15, SCALA dene mant]_suthemkuree Y2 BHUAOU0 ch 1 1

[ 1] ‘ i 0 J| 1121150 STADA_dema man{1_sqahemaskcuve P2 8R14EB0ch] 1
[Tl E U6 1122150, SCADA demomant,_coufemacare [ SAAS0ch] 1

W | 3 U0 11230150 STADA demarmain|_sqabemaune FIBHIASRAh] 1
| E U6 112415, SCADA, domnan 1_equthermakrve 173 EHLAIOBAC 1

W | E UG 1175150 STADA_demarmsin|_eqabemaure FABHATZOch] 1

war | E 061126150 SCxbA dnomanrl squsemacive [XASHILSEOch 1
4 = !
[ = 1
W | = D 6] 11 2315:n STADA, demarmain_sqsbomekurve Fr BT ch 1

+ [wr | E 061130150 SCA0A dena i) sq shemakuave TOY ESEULBIOch 1
Wi | E U 1131015 SCADA_demaman t)_sqhemskurre FOY GR1/AAAA T 1
EE U6 112150 SCADA,_demoman 1_ecuthermairva Oul BHLATIEN ch 1

o coely_mer_mode Hon [Tt E D 6] 113015 kon, STADA_doma s 1_eq shemaurve en 534171 /0 ch 1 FE 1
et ooy v 1 - [war £ 6] 1138 157, SCADA._ Ot T_egsbamatns Out B /TIBO ch1 | 1

HERERI R

OF et IOkt | s | Do tockng| R/ OPE Sevvr | iy | v | Imgt e | Evpatienal|

Dsfa ot IDF name Dk po P o AcWare dtapord OP GUD
[reen_ STaDA denarcperi <] B[Ot fia B [praseat 62 Charge GUID
OF Ittt e rum -doiiand e b2
0 s osbpt o - it S | it [ADRBE S0 006401 70207 C 2T, | Charge Sifion GUIL|
DB cuas o vine 5=
Ingut e PLE ot OB DF gt e ]
Shownparameter | n
550 potoodd < ey = =1 Gortmbnencoes
Shome paneter 2 (2= |
s o PLL ot o DP gt [
[Foon_ 50RO o opaes 17T o m =
11 sTop Use sc_advin Poclle: Defaut

W 010201813 2387

Project GUID
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3 Export of SCADA project and upload to
Merbon SCADA

If a previous version of a project had been uploaded to the SCADA server, it is
recommended to back it up. Default is ,,C:\vision_data\scada\projects*.

In the ,vision_data“ folder there are already uploaded projects.

= = | vision_data — O e

Home Share View 0
* IJ A4y Cut x %New item = _] Open ESelect all
W] Copy path - ﬂ Easy access Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties
access d Paste shortcut ta ta - folder - £ History DDIn\rert selection
Clipboard Organise Mew Open Select
<« v » ThisPC » Windows (C:) » wvision_data » v O Search vision_data 2
~
&=/ Pictures -, " MName Date modified Type Size

Alarm server SCADA

scada 11/10/2018 15:22 File folder

The vision_data folder

Next, open Settings -> Export to Scada2 in RcWare Vision.

& RelWare Computer DESKTOP-NUURDEG Regiration: DEMO DEMO vesicn » it il for commanication - MERBON SCADA DEWO - eier|C/\ReWare OATA\MEREOH SCADA 1 - 8 x
(3 View Communicabon | Sexings Window Access Openion Tagging £6t Help .
B o & W% PCrmsources - Otine
5 i Userdefntion
g
R T ) S i
s MERBON.SCADADEM sy Coaaction sufntion
o Tock: menu
R Syem activiies watch

* 000G rs] | 000w 15]

0
1
a i
3 olle marhan_SCADA,_dema topeni 31 W0 ch 1 FE 1 dema.
'2 f‘"’“":‘”;"“"‘m Pt | ot Limg  EEE olel 7 5
i o teEnckegy sk ¥ SE oje 0 1 dem
1§ Scherna pctures acminitiation e ST olel 3 e
e s o okl : =
Saion s o ool ole] i s
; ol | r
© Bscne EIVGR fucton o ALARM repotng [ - o ! |
Qs = e = : =
Aloweice mestages s 2P [ ole] : e
v Shew info about unknewn SMS messages o |t E e 1
i CTd = ollg 1
PLC Marspulmion caien T E o b 000 e !
[TUVIDRANBIEAT (3 e tema_botel by . T E 0jg 1117 [155n_SCAD_demo main H_equihemalourve Fr'| 6581/4/54/0 ch 1 1
oo i E 1] 111615 SCOA dama st DE LA 1| T
@ stviemaboelnz BT = 0] 1119015 SCAM_dermain 1 _seusbrmmabrune P2 G120 ch1 | 1
[TuT1CB200R 154728 i wi.chema b2 il = 0/j] 1120015, SCADA_derma man 1_sqathemakure T2 BHIAAD ch1 | 1
RN B0 (] e o2 e E iG] 112115 SCADA ek P2 SV o 1|1
[Tut1 DRI 1S4T26 i cshema barelid ot i ol  SEADA_doma main_eqaharmaicurve ) 841/4/820 ch | 1
inena_botal 153 T = ojid 1
ehrkema_kolel i3 CTi = ollg 1
sy it = ol SchD S
syl e = Gi€] 112615 SEAD,doma st DA SV ch |1
i T E O1e] 1127 19 SCADA dam st A AL 1|1
ke bobel ird 1 = DM 11260151 SCADA_dera main 1_squithemnakurve Tr4 83414711200 ch 1 1
£ hioma_kotel 4 st = 0/J] 11281550 SCADA_demmain 1_scusbemabsurve Fid SS614 7B ch1| 1
T | ey e s iG] 113157 A0 o na ! emsbemave OV SSUVAUD ch1| 1
[ BT g e crema bovel ity wr i g X 1
(UM IR0 ISATE (] e rbmens bl ot i K= i
[TUT ORISR Gt et chema kolely_nar node . Men R E oig 1
TN OSANBIEARE [ v hmms_hotely_nar_ vl BOT o« | mar = ol 1
e gl 2
[ P defton| Inputs/Diua | Ao | Deperetsncios and boing | Rewarn OPC Semver | Hito: e % | Impost/Espcet | Expat/imerval|
ot bbaen i s | St [T ——r .
ol P ——— = — i T ———
o o || | I oot ey oy
it T
Y b (e ]
W o = Pt oot Tt e

Export to Scada2
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3.1 Export dialogue and settings

The Export to Merbon SCADA dialogue is displayed:

SCADAZ Export X
Ewport to Mervis SCADA I Report ]

Easic settings I Advanced ettings ]

¥ Export access policy rights

I Rclink communication with |Ioca|hust

W 2 divers

¥ SoftPLC Alarm scripts to SoftPLCAlarmCore
W allow "inactive acknowledged" state
W' set alarm masks E\F\ c\N’are\Llti\it\es\ScadaEﬂnvertel\Hesﬂurcas\AJ
¥ force alarm memory enabled

Path to creste SCADA, praject |C'\visinn_data\_axpnrl

Root alarm path in AlarmS erver |

Path for saving text history files |C:\vlsIonﬁdata\hleﬁhlslow

Path far overflow buffers |

[7 Leave out check before export

[ Create new Station GUID on duplicity [saves file)

[” Cerate new schema GUID on duplicity [saves file)
Create rights

I Schema - local station if nat faund
™ Don't set SOL history when only hysteresis selected
I File history read-only

SE [ Transfer force refresh setting

W Full contral [project_name] ™ Set comm enor indication delay [v2 drivers only]
W Alaim operation [project_name] |UDRZEA 300 [sec)

v Fiead only [project_name]_ |DOZOR ¥ Preserve tab characters in test interfaces’ values

¥ Create TimeSpan data point for input vanables of "TIME" type [SSCP +2 only)
¥ Set projects access user rights

™ Upload projects to Scada server

[ Use MervisDb driver for all communication DA e
parameters Uik | itp:##lacalhast 8520 |
- User name: | admin
™ Set empty groups visibility
[ Invisible Password:  |™
[” Load groups to set list from saved headers list Preject start/stop fimeout: |50 j Jsec]
[ UseDE profiles .
Force project start after upload
[ Don't cieate RcWareDb +1 definitions L 2] i

B e e d s ga [ Delete cument values files [ datax) on project start

[ Force DB saving setting
™ Export stations separately

Profile: |cmbProfile - Save profile Load profile Export all... Expoit selected stations. ‘

Dialogue for Merbon SCADA export

If a project is exported after all necessary parameters have been set up, the
dialogue setting is saved for all following exports. The setting also ccan be saved in
profiles — use the ,Save profile” button in the lower part of the dialogue. A profile can

be read and activated using the ,Load profile” button.

Dialogue — Basic settings:

e Path to create SCADA project — folder where files with Merbon SCADA projects
will be exported (folders cfg and projects)

e Root alarm path in AlarmServer — root folder for tree structure of alarm server
in a particular project

e Path for saving text history files — in case database is not used for history
storage. This path is saved in the config file at every project -> projects\(project
GUID)\(project GUID).FILEHISTORYCONFIG

e Leave out check before export — check of incompatible settings. If you are sure
that it is not necessary, it can be left out. Checking of large project takes more
time. If there is incompatibility and the project is not checked, the conversion
process returns errors and terminates.

9 01/2021 This document is current for version Merbon SCADA installer 1.7.6.
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Note: Leaving out check before export can also be useful for more exact
specification of an error in the Merbon SCADA server log when attempting to
start the service.
Create new Station GUID on duplicity (saves file) — on duplicity, the GUID in
the RcWare Vision project is changed as well.
Create new schema GUID on duplicity (saves file) — on duplicity, the schema
GUID in the RcWare Vision project is changed as well.
Create rights:

o Full control [project_name_RIZENI]

o Alarm operation [project_name_UDRZBA]

o Read only [project_name_DOZOR]

User groups are created (see 8.2) and exported as far as to the project
(cfg\projects.config) and schema
(projects\project GUID\schemas\schemas.config) level and data points.
Set projects access user rights — this options allows creation of user groups Full
control, Alarm operation and Read only in exported projects.

Project domain name — Domain name at the Domain server. Must be kept as is
- ,DEFAULT_DOMAIN®.

Use DB profiles - use more databases from a single project. Now not definable
in RcWare Vision.

Force DB saving setting — check to overwrite the Save data to selected server in
the SQL Server setting dialogue. At the selected points, data will be saved to
database.

Use datapoint timestamp for saving — normally, the SCADA server timestamp
is used when saving data to database. If this setting is enabled, the datapoint
timestamp is used instead.

Use Mervis DB driver for all communication — if the data source for the
complete project is a database (the communication with PLCs will not be
established at all). SCADA only communicates with the database rather than
with PLCs.

Export access policy rights - Export of rights to schemas and graph templates
(predefined view in RcWare Vision).projects\project GUID
\schemas\schemas.config

RcLink communication with: SCADA connects to RcWare Vision rather than to
PLCs. The field should then consist the RcWare server IP adress.

V2 drivers - SCADA used different versions of communication drivers (SSCP,
SoftPLC link ...) in the past. Now, V2 drivers are used as a standard. Mostly, this
option should be checked.

SoftPLC alarm scripts to SoftPLC AlarmCore - check to use alarm scripts with
SoftPLC RT or Merbon RT alarms.

01/2021 This document is current for version Merbon SCADA installer 1.7.6.



domat

control system

e Allow ,inactive acknowledge“ state check this option so this state (responding
Merbon IDE alarm behaviour) will be included in SCADA export.

e Set alarm masks — select a file which contains alarms” state text values. RcWare
Vision includes two files with CZ/EN text values responding Merbon IDE alarm
settings in folder on path RcWare\Utilities\ScadaConverter\Resources by
default.

e Force alarm memory enabled: , Active alarms” bookmark will include all
alarms. This is important setting for correct alarm’s state icons behaviour as
well.

e Schema - local station if not found: this setting needs not to be enabled at this
moment. If a schema contains references to other projects which are not
available, the export process tries to find the datapoint in the currently
exported project.

e Do not set SQL history when only hysteresis selected - if there is hysteresis
history set in the data file, these data points are saved in database
automatically (even if the SQL history tag is not set). To prevent this, check this
feature, and only the SQL history tagged data points will be saved to database.

e File history read-only - History files can be read, yet not written. Old RcWare
Vision history files can be used and copied to the respective Merbon SCADA
folder to display trends recorded in RcWare Vision.

e Transfer force refresh setting - For SoftPLC Link: If the driver should take the PC
time rather than PLC time for datapoint refresh, this is defined in the
communication definition data point in RcWare Vision (Force refresh). Check
this to take over this setting from the RcWare Vision data file.

e Set comm error indication delay (V2 drivers only) — time delay to indicate
communication failure at a data point (caused e.g. by a bad communication
line)

e Preserve tab character in text interfaces values - Fix for a particular case
where Tab characters were replaced by space characters unitentionally.

e Create TimeSpan data point for input variables of Time type (SSCP v2 only) —
If a TIME value is on a data point input, it will create a TimeSpan data point
type rather than take over the RcWare Vision data type

e Upload project to SCADA server — Fill in URL and credentials to Scada server,
and upload projects to this server after conversion. The projects must exist on
the SCADA server already (= be defined in projects.config), otherwise the
upload fails (see chapter 4).

o Force project start after upload — after project upload the project is
launched (LocalRun) regardless of its previous state. If unchecked, the
project is set to its previous state.

o Delete current values files (.datax) on project start — the .datax file is
deleted when restarting. Not necessary to use at version 1.6.6 and later.
May be useful at older SCADA versions, where the .datax file may
contain out-of-date values, and the changes initiated by user will not be

11 01/2021 This document is current for version Merbon SCADA installer 1.7.6.
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reflected in the datapoint table or schemas after the project is
overwritten.
IlINote!!l If there are user-edited texts in the schemas, the .datax file
must NOT be deleted. Otherwise all changes in values made by users
during the SCADA project operation would be lost.
Export stations separately — at sites with large number of projects (100+) the
projects can not be exported all at once. (RcWare Vision would consume too
much resources and Windows would shut it down.) Check this to export
projects one after another and save Windows resources.
Note that if there are projects exported which contain schemas with references
to other projects, this option must be NOT checked for successfull export. (= All
projects must be exported together.)
Export all... - all projects contained in the DATA folder in the RcWare Vision
installation will be exported
Export selected stations — only projects selected by user will be exported.

Dialogue description — Extended settings (only those settings which now affect the

exported project properties are described here)

12

Automatically convert stations referenced in schemas — this setting is to be let
active. If there are references to data points outside of the exported projects in
the schemas, connections will be created by exporting .data files from the
referenced projects.
Set run for exported projects on SCADA server startup —always let active. After
SCADA server (re)start, projects will start communication to PLCs, which is
required in 99 % of installations.
Schemas button style — style of the default look of buttons in the schemas. There
are two options:

o RcWare Vision —standard look with a 3D effect

o Mervis — button is displayed as a square which takes over the colours set

up in the schema, which indicates if the button is pressed or not.

Do not export schemas and graph templates — only the datapoint table will be
exported. This is useful if only the datapoint table shall be updated and there are
big schemas (plant graphics, floor plans) in the project, which would slow down
the export.
Set visibility of empty groups:

o Invisible —the groups are not displayed in the datapoint table

01/2021 This document is current for version Merbon SCADA installer 1.7.6.
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o Load groups to set list from saved header list — the saved header list to
display is loaded.

e Use OpcUa and driver for data points communicating over OPC — this setting is
used if the SCADA shall communicate to a OPC server. Merbon SCADA supports
OPC UA (unlike RcWare, which supports OPC DA). To set up the communication
of Merbon SCADA with OPC server, the project must be created by import from
a .csv file. In the ,,parameters” field, channel definition and OPC server has to be
entered. The format is as follows:

[DEMO|[hw_channel _number[opc_server_id|opc_items_prefix];[TEST|
hw_channel_number| opc_server_id [opc_items_prefix]

¢ Enable user text editing in schema — must be enabled if schemas contain texts
to be edited by users when the SCADA service is running (note that the .datax
files must NOT be deleted when copying the exported SCADA projects to SCADA

server).

3.2 Export

Export may be executed for selected stations only (,,Export selected
stations...”) or for all available projects in the DATA folder (,,Export all...”). The export

process reports the progress in a text window.

B C\RcWare\Utilities\ScadaConverter\ESG. Vision.Proxy.DataConverter.ConsoleTestHost. exe — a X

P Time

re_Vision\RCWar

Exported SCADA projekt

If the export has been executed successfully, the dialogue returns message , Data

exported”. Press Enter to complete the export process.
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In the exported folder, the project is in two folders: ,projects”and ,,cfg”. If there have
been other projects exported into the same folder before, they can be identified by

their unique GUIDs (see 2.1.1) or folder creation date.

= | projects - O *
Home Share View 0
<« v » ThisPC » Windows (C:) » vision_data » scada » projects » v O Search projects el
[ Desktop Ll MName Date mc:clif\i,ecl Type Size
¥ Downloads * | 12ce38cd-2ef9-42da-Ob5c- 2872424311 | 11/10/2018 15:49 File folder
Exported SCADA project
7 = | cfg - O *

Home Share View 0
* IJ Ay Cut x E‘hl‘»}ewitemv \;] Open HaSeIectall

W] Copy path - f:] Easy access = Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties X .
access d Paste shortcut ta ta - falder - £ History DDIn\rert selection
Clipboard Organise Mew Open Select
<« v P >I This PC » Windows (C:) » vision_data » _export » scada » cfg I v O Search cfg 2
[ This PC ~ MName - Date modified Type Size
) 3D Objects 0 CONFIG File 1KB
I Desktop Q{ projects.config 0 CONFIG File 5KB
E] Documents
; Downloads
Exported config files
The exported SCADA projet folder has to be copied to
,,C:\vision_data\scada\projects”, and the exported config files to
,,C:\vision_data\scada\cfg”, as on the screenshot below.
I ¥ = | scada - O *
Home Share View 0
<« v A |> ThisPC » Windows (C:) » wvision_data » scada » I v O Search scada 2
[ Desktop Ll MName Date modified Type Size
¥ Downloads * cfg File folder
= Documents * projects File folder
&=/ Pictures b %] events.db Data Base File 661 KB
Alarm server SCADA |:] generic.db Data Base File 22 KB
Apowersoft Screen Recc m scada.rar WinRAR archiv 433 KB

cfg and projects folders in vision_data
Then restart the Merbon SCADA service ,,Merbon SCADA # MerbonSCADAServer”.

The service can be restarted from the Merbon SCADA installer in the Services

panel by clicking the Stop button n and then the Start button n at the
Merbon SCADA # MerbonSCADAServer service.

14 01/2021 This document is current for version Merbon SCADA installer 1.7.6.




domat

control system

Service name Status PID Version Package Version Actions Log
D52Database Running 3844 10,213 1.0.0.20180723 iLs u Lol
Merbon SCADA # MerbonSCADAServer Running 17368 050 2.0.0.20180723 r E E |
Merbon MetCoreServiceShell Server # MerbonDomainServer2 Running 7868 1.00 2.0.0.20180723 r n E E

Merbon SCADA # MerbonSCADAServer service in the installer

Another way to restart the service is to open the PC application Services and
locate the Merbon SCADA # MerbonSCADAServer service. Right click the service and

select Restart.
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Merbon SCADA # MerbonSCADAServer service in the Services application
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4 Project update at Merbon SCADA

server

4.1 Local update

When updating projects locally, the process is similar to the first export and
project upload to Merbon SCADA Server. Several issues must be considered which may
affect the successful upload.

First, consider the changes which should be performed at the SCADA server.
For standard updates in the data point table or schemas in already running projects,
direct upload can be used (Upload projects to SCADA server). The URL will be

http://localhost:8520 with User name and Password of a user who has privileges to

edit the uploaded projects (such as the ScadaAdmins group).

In this case, only the datapoint table and schemas are exported into already
running projects. No configuration is exported. This means that all configuration files
related to the project must be in the respective folders, having been exported before.
Note: The server is also restarted automatically, and the .datax files may be deleted.
Check this option only if projects running on Merbon SCADA older than V1.6.6 are
uploaded. In V1.6.6 and more recent this option leads to loss of user defined texts!

If the direct upload function has not to be used, the project can be exportedin a
standard way and then the newly exported folders copied manually to
C:\vision_data\scada/projects. The folder names carry the project GUIDs. However, it
has to be considered that these folders also contain the RcWare-related configuration
of projects. Thus, if a project is exported on another PC, the configuration files must be
removed from the export folder before copying (.alrsvrconfig, .filehistoryconfig,

.hwconfig, .rcwaredbconfig).

If there are changes in configuration required, or new projects are to be
added to SCADA Server, please use standard export with the ,,Upload projects to
SCADA Server” option not checked. After export, select which files have to be copied
to the vision_data\scada folder where the SCADA server reads projects from (the path
is C: \vision_data\scada by default).

If the number of projects to run on the SCADA server is to be changed
(project(s) added or removed), all projects which have to be run after startup have to

be included in the export. This information is written into files in the cfg folder during
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the export. If only new projects would be exported, the information for already
running projects would be missing in these files. If a project shall be added or removed
from the SCADA server, the whole set of projects has to be exported together, and it
must replace the original contents of the cfg folder.

If there are no projects to be removed or added, but there are changes in
project configuration which have to be included in the export, please execute the
standard export, and then copy the projects folder into the existing project folder in
the C:\vision_data\scada path. A typical example of this change is employing of the

alarm server, Merbon Database, or changes in saving of file history.

4.2 Remote upload

To update a project at a remote Merbon SCADA server, the project must
already be present in the C:\vision_data\scada folder.

Open the SCADA2 Export dialogue in RcWare Vision in Settings -> Export to
Scada?2. Check the Upload projects to SCADA server box. In the Url field, enter the URL
where the project should be exported to. If the port number at the Merbon SCADA
server was not reconfigured, keep the TCP port 8520 as on the image below. The
SCADA Server URL may look e.g. like this http://192.168.2.211:8520. Enter User name
and Password as defined at the Domain Server. This user must be member of a group
which has Edit rights allowed in the projects.config file (e.g. default group
ScadaAdmins).

If the project shall be run automatically after upload to SCADA Server, check

the ,Force project start after upload” option.
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SCADAZ Export
Export to Mervis SCADA I Report }

Basic settings ] tadvanced settings |

[¥ Export access policy rights
[ FicLink communication with: |Iucalhusl
W W2 diivers
[ SoftPLC Alamn scripts to 5 oftPLCAlarmCone:
¥ allow "inactive ackhowledged" state
Path for averflaw buffers | W set alam masks |E\Hc\N"are\Uli\ities\ScadaConvertel\Hesources\.’-\i
¥ force alam memony enabled

Path to create SCADA, project |E'\Visinn_data\_expnrt

Roat alam path in AlamS erver |

Path for saving test histary files |C.\visiUn_dala\fi\e_h\stmy

|

[T Leave out check hefore export

5 e 7 [ Schema - local station if not found
) Brest g S LD dupln?lt:v (s m.E] [~ Dan't set SOL history when only hysteresis selected
™ Cerate new schema GUID an duplicity [zaves file) ey

Create rights : [~ Transfer force refresh setting

[ Full contral [project_name]  [RIZEMI

I Set comm eror indication delay [v2 drivers only)

[v flaim operation [project_name]_ |UDRZBA 300 [sec]

v Read only [project_name]  |DOZOR [¥ Preserve tab characters in text interfaces' values

¥ Create TimeSpan data point for input variables of "TIME" type [SSCP w2 only)
[¥ Set piojects access user rights

rp Upload projects to Scada server A
I Use MervisDb diiver for all communication SCADA sarver
paramalers" Utk |hllp Hlocalhost 8520 j

ren User name: | admin
™ Set empty groups wisibility
[ Invisible Passwoid: |

[ Load groups to set list from saved headers list Project start/stop timeout; |60 j [sec]
™ Use DB profiles

[ Don't create RelwareDb w1 definitions

B EloprT i ettt e gy ™ Delete current values files [ datax] on project start
., w
™ Foree DB saving setting
] ™ Export stations separately

Profile;  |cmbProfile - Save prafile Load profile Export all Export selected stations.

Project export to SCADA Server

After the export to SCADA Server has been finished successfully, information

about uploaded project ,,Projects uploaded.” and started project ,, Starting projects...”
will be displayed.

ChReWareh\Utilities\ScadaConverter\ESG.Vision.Proxy.DataConverter.ConsoleTestHost. exe

Project upload to SCADA Server
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5 History

5.1

19

History data may be saved either as text files in the project folder (file history),

or in an external database (Merbon DB). Depending on the preferred way,

follow one of the configuration below.

Merbon DB

If there is a Merbon DB installed in the Merbon SCADA site, please check if the

database service is available at port 11112 by opening the
http://localhost:11112/admin URL. The default user / password for database is

admin / rw. After logging in, create a new user for saving data from the PLC or

SCADA (of course the existing admin user can be used, too; depending on your

security requirements). The credentials are then to be entered in the SQL

Server setting dialogue in RcWare, or in the Merbon DB Parameters

configuration item in the PLC configuration in Merbon IDE.

Then, the RcWare Vision has to be configured. Set the Merbon database URL in

the Settings — SQL Server Settings dialogue, see also the Merbon DB installation

notes.
SOL server settings *
[~ Read data fram SOL server I [v Read data from Rcware DB server I I~ Prefer reading from file
F Save data to zelected server I I Preter reading fram file for Rcte'eb
Computer name or [P address Saved stations
¥ Save only selected stations -
Ihitp: /Ao alhost 9876/R W areDbAccesd 2018_07_30_TEST Interval 1 min, T Mo, 7wy > 2ve nterval
: . ALARM_EMBIL_NET4 0 bodi pro ukladéni min
Legn e SEIE] DT (BT ] BARTH Interval1 min, AT No, /e 1 =
|admin |12IJIJIJD ﬂ CET_D085 Interval 1 min, RT:Ho, tha’ves
) MaEIL_TEST Interval:1 min, RT:Mo, rhwves [ Datafrom RT
Pazzimord Yalues count in one zave bAAIL_TEST_MET4 0 bodi pro ukladani [~ Read Only
xx |1E||:||:| ﬂ terval:1 min, B
. Ml EREON LEMO Interval:1 min, BT:Mo
Client 1D Yalues count in one reading cycle BDRSCHE_PROSEE Interval:1 min, RT:Mo, A
| |5EIEIEI ﬂ RUZ0WY_DWUR_BROUMOY Interval:1 min, RT
TEST Interval:1 min, AT ez, rdwMo Set
[ Usze http prosy Data dump limit TEST1 0 bodd pro ukladani
Soooo &
| Maw. log file gize [kB)]
500000 &
Test |
| Set default
v
‘ W Use parameters + OK H Cancel

SQL Server settings
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Writing to database from Merbon SCADA

The essential settings are marked red in the image above. This
configuration allows Merbon SCADA Server to write to the database. Check the
Read data from RcWare DB server option. Check also the Save data to selected
server (which is the Merbon DB server) option if the Merbon SCADA server shall
read data from PLCs and save them to the database. The projects concerned
must be selected (only those projects are enabled which have at least one data
point set as History-> Long term — SQL database or Save on value change) as
well as the required data saving interval. Every particular project must be
selected and saved by the Set button separately. Saving intervals on the
individual datapoints are not taken into account. All history data points have a

common saving interval set in the dialogue mentioned above.

Writing to database from PLC

Setting Data from RT and Read-only is used when the PLC itself writes
data to the database directly, i.e. not using RcWare Vision. If PLCs write directly
to the database at all projects, the Save data to selected server option may be
unchecked. Every particular project must be selected and saved by the Set

button separately. The setting applies for this particular project.

Computer name or IP address refers to the Merbon DB endpoint
(= where the Merbon DB is installed). The username and password must be
entered as well (default is admin/rw). If there are no special requirements
regarding data saving and optimisation, click the Set default button and all
parameters are automatically set to default values.
Click Use parameters to save the whole setting.
After the definition is exported, the configuration can be checked in

the file projects\[project GUID]\[project GUID].rcwaredbconfig:
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| || = | 40b8e9d6-eD08-4015-b2cT-c2305ada3b92
Home Share View

5.2

] §, Cut h 0 Mew item = +| Open ~ Select all
B 02 « 7 X= I3 M o &
w| Copy path —T_'| Easy access Edit Select none
Copy Paste Move Copy Delete Rename Mew Properties X X
?| Paste shorteut tow to~ - falder - 42 History DDIn\rert selection
Clipboard Crganise MNew Open Select
« v P » ITh\; PC » Windows (C:) » vision_data » _export » scada » projects » 40b8e9d6-eD08-4015-b2c7-c2305ada3b92 I T
I This PC L MName Date modified Type Size
J 3D Objects charts File folder
[ Desktop schemas File folder
) Documents | | 40b8eddE-e008-4015-b2c7-c2305a4a3b92.alrsvrconfig ALRSVRCONFIG File TKB
" b load | | 40b8edd6-e008-4015-b2c7-c2305a4a3b32.data DATA File 146 KB
ownloads
| | 40bBedd6-e008-4015-b2c7-c2305a4a3bI2 filehistoryconfig FILEHISTORYCONFIG File 1KB
d Music | 40b3e9d-008-4015-b2c7-c2305a4a3b92. hweonfig - HWCONFIG File 1ke
=] Pictures | | | 40b8edd6-e008-4015-b2c7-c2305a4a3b92.rewaredbeonfig  04/10/2018 13:26 RCWAREDBCOMFIG File | 1KB

Exported rcwaredbconfig definition in a file explorer

File history

If the Merbon DB is not available at the Merbon SCADA installation,

history is saved in files (similarly to RcWare Vision). All history data points shall

have the History -> Long term — monthly files attribute and required sampling

period set.

File history is the main, default way of history data storage. It is

powerful enough for projects sized about 5000...10000 data points and

sampling period of 5 minutes and longer. For larger projects and / or more

frequent sampling, where reading from files would lag the system, a powerful

database is used. All data are saved to history files too by default. (Data may be

copied from files to database at any time using a special utility called Data

Pump.) If there is a requirement (e.g. to save disk space) not to save history to

the history files anymore (so it would only be saved to the database), select File

history for reading only in the export dialogue.

File history for reading only -> this option is set in the Export for Merbon

SCADA dialogue. Consider if it is required to save data both to files and to the

database.
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SCADAZ Export
Export to Mervis SCADA I Report 1

Basic settings ] Advanced settings |

Path to create SCADA project |E.\ws|un,data\,expurt

Roat alarm path in AlamS erver

| Path for saving text histary files

Fath for overflow buffers

C:hwvision_databfile_history I

EE

™ Leave out check before export
™ Create new Station GUID on duplicity [zaves file]
[T Cerate new schema GUID on duplicity (saves fils)

[project_name]  [RIZENI
[project_name] |UDRZBA
[project_name]_ [DOZ0R

v Set projects access user rights

Create rights
v Full contral

[ Alaim operation

[ Fiead only

I Use MervisDb driver for all communication

paramelers.‘

™ Set emply groups wisibility
[ Invisible
™ Load groups to set list from saved headers list

™ Use DB profiles
7 Dan't create ReWarsDb v definitions
[ Create profils for each datapaints aroup

™ Force DB saving setting
=

[v Export access policy rights

[ RoLink communication with: |Iocalhost

W W2 divers

[# SoftPLC Alamn scripts to SoftPLCAlarmCore
¥ allow “inactive acknowledged" state
W set alam masks |E\HcWara\UIlhlles\ScadaEunvertal\Hesuurcss\AJ
¥ force alaim memony enabled

I Schema - local station if not found

Dion't set SAL histary when only hpsteresis selected
[~ File history read-only Check only if you do not want save data to file

Tansfer force refresh setting  history anymore.
[~ Set comm eror indication delay [v2 drivers orly)

300 [sec]
¥ Preserve lab characters in test interfaces’ values
[# Create TimeSpan data point for input variables of "TIME" type [SSCP w2 only)

™ Upload projects to Scada server
SCADA, server
Uk [ ttp: £7cealhost 8520

User name: | admin
Paseward |

&0

=l

j [sec]

Project start/stop timeout:

[~ Force project start after upload
[~ Delete current values files [.datax] on project start

[ Export stations separately

Frofile: |embProfile A Save profile Load profile

Export all.. Erport selected stations.. |

lose

Setup of file history as read-only

After export, the settings can

be checked in the file named projects\[

project GUID]\[ project GUID.filehistoryconfig], which contains the path where

history shall be saved. (It is defined at the Merbon SCADA export dialogue.)

(e = | 40b8edd6-e008-4015-b2c7-c2305a4a3b32
Home Share View
mi Cut = x ﬁl L':‘_]New item ~ || Open ~ ESelect all
w-| Copy path « —T_'| Easy access = Edit Select none
Move Copy Delete Rename MNew Properties X X
rtc tor  tow - folder - £ History DDIn\rert selection
Clipboard Crganise MNew Cpen Select
« S >I This PC » Windows (C:) » wision_data » _export » scada » projects » 40b3e9d6-eD08-4015-b2c7-c2305a4a3b92 I v O
I This PC ~ Name Date modified Type Size
_J 3D Objects charts 04/10/2018 13:26 File folder
I Desktop schemas 04/10/2018 13:26 File folder
= | | 40b8e9d6-eD08-4015-b2c7-c2305a4a3b92.alrsvreonfig 04/10/2018 13:26 ALRSVRCONFIG File TKB
|| Documents
‘ Download | | 40bBedd6-e008-4015-b2c7-c230534a3b92.data 04/10/2018 13:26 DATA File 146 KB
pwinleats I | | 40b8edd6-e008-4015-b2c7-c2305a4a3b92 filehistoryconfig I 0 FILEHISTORYCOMNFIG File 1KB
d Music [T 40b8e3d6-=008-4015-b2c7-c2305a4a3b92. hweonfig HWCONFIG File 1KB
&=/ Pictures | | 40b8e9d6-e008-4015-b2cT-c2305a4a3b92. rewaredbeonfig  04/10/2018 RCWAREDBCOMFIG File TKB
B Videos
‘= Windows (C:)
Exported filehistoryconfig file in File explorer

Check File History at the installation t
files for Merbon SCADA.
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H Installation

Installation folder

CA\Apps\Merbony, E

Available

Merbon SCADA Server

Merbon Database Adapter

Merbon Database

Merbon Alarm Server

Merbon Domain Server

Merbon SCADA Server

Merbon SCADA Web

File History I

Stop Web Sites

Reading history data from files

If this has not been done and the history files should be used, change this

parameter in the config.js file, which is located in ,,C:\Apps\Merbon\Web
Client\Merbon Scada Web“. If Merbon SCADA reads data from a database, the line

»ESGVisionConfig.DefaultHistoryProviderId = "7fa3f8d7-d73d-4d6£f-9e30-

e424690a22b4"™; ™ is commented. It looks then like this: ,, //
ESGVisionConfig.DefaultHistoryProviderId = "7fa3f8d7-d73d-4d6£f-9e30-

e424690a22b4"™; “. To enable history reading from files this line must be

uncommented, i.e. the characters // at the beginning of the line must be deleted and

the file must be saved.
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6 User policy — schemas, editing

6.1 Extension of read / write rights

Merbon User policy allows setup of user rights at several levels.
There are user rights to:

e Projects

e Schemas (plant graphics)

e Data point groups (as configured and seen in RcWare Vision)
e Read / write -> data points in a particular project

e Data point table / schemas / graphs view

To access projects and schemas, the user rights need not to be specified, as all
users are allowed to access all schems and projects. The users only need to have
granted rights to read, or to read and write.

All projects are exported and uploaded to the server using the standard way
of engineering, see below. Users and groups are defined at the domain server which
can be accessed from a web browser at http://localhost:9696. This port number can be
changed if necessary.

Enter the credentials which have been entered at the Merbon SCADA

installation procedure, and connect to the Domain server.

Merbon editor

Usemame

Password

Domain server login
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“merbon [E)
now Doman Dt [BRGWUBE| S7ow Grouss Croa Ussr Craatl Group W Groue A Cuar Sakecaon

Username A

Domain server main page

The exported projects have two groups predefined: ScadaAdmins and AllUsers.
ScadaAdmins:

e Projects —all

e Schemas —all

e Data point groups — all

e Read / write -> data points in a particular project — read and write
e Data point table / schemas / graphs view — all options

AllUsers:

e Projects —all

e Schemas —all

e Data point groups —all

e Read / write -> data points in a particular project — read only
e Data point table / schemas / graphs view — all options

New users can be defined by clicking the button and attaching them
to ScadaAdmins and AllUsers groups.

A new user must have his user name defined (Login), and password (Password).
The password must have at least 5 characters, containing at least one small
character and one numeral. ltems Name, Surname and Description are optional
and are used to specify the user in more detail if required.
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Create user

Domain:
DEFAULT_DOMAIN

Login {*):

Password (*):
Retype Password (*):

Password and Retype password must be the same

Hame:
Surname:

Description:

Definition of a new user in the Domain Server

After a new user is defined, it must be assigned to a group to acquire his
access rights. This can be done by two ways:

- Add a user to group using the tool panel which is in the Show users
tab. Go to Groups and click Name to selct a group. The group will be
added by clicking Add. All changes must be confirmed by the Save
button.

“merbon
o o e[RRI o G e et G, M G A i S

[ [rom——y ol ~ hone & Doncripton A Py e Inorwition ]

o

. e

([E—— ademin ‘Administrator oK ey

W] 0crin i domain.admin Doanin administrator sccount oK surname ]
T

——— " Default user used for creating short URL

(0 Standan S addressas status o d
-
po
Authentication +|
— )
Permmissions

(el

Adding a user in a group in User editor

or
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Sh
- goto Show groups , and click the group the user shall

be added to. In the tool panel in Users click the Name field to select
a user. Click Add to add the user to group. Confirm all changes by
clicking Save.

~“merbon

Standard User

Users that can call alarm server functions on

i
behalf of somebady else. Standard User

Standard User

Standard User

° ok Domain Admin

oK Standard User
or Standard User
8] 5cagasystemEventviewers ScadaSystemEventViewers oK Standard User

e e [ s

Adding a user in a group in Group editor

Then log in to the Merbon SCADA server to check that the rights were

applied correctly.

Login to the Merbon SCADA server
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7 Extended SCADA functions

7.1 Project map

A map with projects is part of every installation. In the default setting, it is
turned off. To activate the map, edit the config.js file in the Merbon SCADA Web folder.
The existing setting is
ESGVisionConfig.AppMainlconsVisibility.MapProjectsView = false;
which has to be changed to
ESGVisionConfig.AppMainlconsVisibility. MapProjectsView = true;
Save the file. The SCADA server needs not to be restarted. Just refresh the web page in

the browser by Ctrl-F5. In the right part of the page header there should be the map icon
n
In the basic setting, projects do not have coordinates to specify the position in
the map. If the projects should appear at particular positions, the coordinates must be
entered.
The coordinates are to be set in the projects.config file (located at
vision_data\scada\cfg). Every project has a separate declaration in this file. Part of this

declaration is also the <loc> parameter. This is where the longitude and lattitude has to

be specified:

<project id="40bBe9d6-e008-4015-b2c7-c2305a4a3b92" name="MERBON_ SCADA DEMO"

<loc
i<n1:gps lat="0" lon="0" /> I

</ L1OC=
{/projectﬂ

Setting of lat/lon for a project in the ,,projects.config” file

To apply all changes, the SCADA server must be restarted.
Note: When uploading projects, please make sure that the projects.config file is not
overwritten. RcWare does not include the location settings, and this information would

be lost.

7.2 User text editing

This function allows creating user-editable objects in the Merbon SCADA schemas. The
objects can be edited in the web browser where SCADA is viewed. Some minor changes

have to be made:
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First, specify which Text type objects have to be user-editable. Allow editing in the object
editing dialogue.

Text - edit: Text72.74 *
Test - praperties | General properties

Text |Alarm

Huarizontal alignment Wertical alignment

" Left " Up

" Right " Daown

{* Center {* Center

Rotate text [dearees] a j‘
Rotate letters [degrees) o ﬁ

wf OK | 2 Cancel |

Enable editing at a Text type object in RcWare Vision

Then, allow editing for the project in the export dialogue in the Extended
settings tab:

SCADAZ Export
Export to Mervis SCADA I Report ]

Basic settings  Advanced settings I

[~ Create Mervishnalytics configuration

[~ Save periodical export flag as Energis export tag
™ For datapaints with Energis_Mode_ld set orly

[~ Use port mapping file

[v Automatically convert stations referenced in schemas

[ Set run for exported projects on Scada server startup
Schema links mapping file
Schemas buttan style Rciw/areVision -

™ Don't export schemas and graph templates

[ Set empty groups visibility
[ Invisible
™ Load groups to set list from saved headers list

I Use Opcla diver for datapoints with OPC communication

parameters: |[DEMD lcislo_hw_kanalulid_ope_serverulope_items_prefis).[TESTlcislo_hw_kanalulid_ope_servenope_items_prefix]

| W &llow user text edit in schemas I

Profile; - Save profile Load profile Expart all.. Export selected stations.

Enable user text editing in the RcWare Vision export dialogue
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Export projects and restart the SCAD server to make changes active.
Important: User text changes are stored in the .datax file, which is located in the project
folder. This file must not be deleted when a new version of the project is copied to the

server.

7.3 Events — overview of all user interventions

Every Merbon SCADA user can display the Projects log tab. This is where the history of
interventions in Merbon SCADA is recorded, like login, change of value, display of
schema, etc. These events can be filtered according to time span, project, user name,
event type, or note, which contains a closer description of the event (e.g. the new
setpoint).

Merbon SCADA also allows an administrator view on the Events tab. This view
shows all interventions of all users concerning the Merbon SCADA installation. Users can

get this authorisation if they are members of the ScadaSystemEventViewers user group.

= > | Domain Server

Show Domain Details Show Users Show Groups | Create User Create Group Mass Group Add mﬂﬁadmm

Name A Description A Users Groups Group members role Group Information ]
Filter X Filter User Membe... | Standard User -
Name (%) ScadaSystemEventViewers
Standard User
Description

Standard User Status Ok
Standard User
Standard User [domainadmin |
Standard User
Domain Admin
Standard User
Standard User (EmIEEEE
Standard User

(W) Administrators Administrators

(W] Alarm server administrators Users that can ad...
(W] Alarm server impersonators Users that can call ..
(W] Allusers

(M) Domain administrators Users that can edit ..
(W] Domain viewers Users that can see ...

Groups

(W] Scada server administrators Users that can ad..
(W ScadaAdmin
1] ScadaSystemEventViewers ScadaSystemEvent...

llo|oc|lo|lo|lolo|olo

Assignment to the ScadaSystemEventViewers group

As soon as the user is assigned to the group, the Projects log tab shows events

by all users in the system.

merbon scapa

Projects log |

- 1-100/124 C [EEUELEEIENE From: 11.02.2020 00:00 To: 11.02.2020 13:28

MERBON_SCADA_DEMO domain.admin GET_DATA Downloading data part "Modulelntros™.

Project

MERBON_SCADA_DEMO domain.admin GET_DATA Downloading data part "DataTrees"
MERBON_SCADA DEMO domain.admin GET_DATA Downloading data part "DataPaints
domain.admin LOGIN
Brand LoGouT Logout successfull
CADA_DEMO Brand GET_SCHEMA Downloading schema data occurrences. Project Id: "40b220d6-2008-4015-b2c7-c2305243392", Datapoint Ids: ™
MERBON_SCADA DEMO Brand GET_DATA Downloading data part "Moduleint
MERBON_SCADA DEMO Brand GET_DATA Downloading data part “DataTrees"
MERBON_SCADA DEMO Brand GET_DATA Downloading data part “DataPoints
MERBON_SCADA_DEMO Brand GET_DATA Downloading data part "DataTrees"
MERBON_SCADA DEMO Brand GET_DATA Downloading data part "DataPaints
MERBON_SCADA DEMO Brand GET_DATA Downloading data part “DataTrees"
MERBON_SCADA DEMO Brand GET_SCHEMA Downloading schema. Id: “ae5bbgb0-1c5d-4269-b259-282005bcce82”, Name: *demo”
MERBON_SCADA_DEMO Brand GET_DATA Downloading data part "Modulelntros™. Offset: "0"
Brand LOGIN
Ashe LoGouT Logout successfull

MERBON_SCADA_DEMO Ashe ACTION_EXEC Setting vaiue of "/MERBON_SCADA_DEMOJSkupina/ekviterma_kotel.fy3" ("Double) from "1~

6:42  MERBON_SCADA_DEMOAshe ACTION_EXEC Setting value of "/MERBON_SCADA_DEMO/Skupina/ekviterma_kotel.fy4" ("Double") from "10”

Administrator view on the Events tab
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8 Basic problem diagnostics

e Service —running/stopped (list of all Domain Server/SCADA Server services)
e Reasons why the SCADA Server service does not start:

o Licence problem —listed in the SCADA server log together with the
particular problem description (bad HW imprint, licence timeout,
maximum datapoint number exceeded)

o XML error (list in a log where the service is installed or in the command
line if launched from a command line)

o Check the service settings so that it starts automatically after crashing

o Duplicate project GUID (in case not all projects have been exported or
checked)

e Service is running, login not possible — the login attribute is displayed, but login
is not possible

o SCADA server is not responding: big size or number of projects; large
projects take more time to start (very big projects take minutes)

o Wrong username or password: definitely check if the name and
password are correct. If you are 100 % sure, try Ctrl-F5 at the login page.
If the page contents disappears, maybe the SCADA web server is not
running (check in the 11S).

e Domain Server not started — user can not log in
e A project is not communicating:

o Always check if all projects are running in Merbon SCADA after upload:
Project statistics (find the projects which need further examination)

o Check the cfg->behaviors file, if the project with the particular GUID is in
the list of projects to start automatically

o Check of connection — channel +

o Check in the project statistics the total number of data points, and
compare them with licenced datapoints (in RcWare Ctrl-T / Ctrl-U or in
the Stations statistics) and learn for how many datapoints the Merbon
SCADA licence is installed. The last project which exceeds the datapoint
limit is not started. The ,number of licensed data points exceeded”
message is displayed in log / command line.

e Some schemas are not visible:

o Possible duplicate schems GUIDs - schemas not exported (the project
was not checked or warning was ignored). To be checked in the project
export folder - have all schemas been exported?

o User policy set incorrectly (if ,,Export user policy” checked at export)
Check in RcWare Vision for every project concerned.

e A group of data points is not communicating in Merbon SCADA, while
everything is OK in RcWare Vision:

o The reason may be that Merbon SCADA communicates using groups. If
any data point has a configuration error, the whole group containing
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this data point has a communication error. Please check if all data
points are really communicating in RcWare Vision even if the group
reading is off (setup in the communication data point — the key icon).
Only data points which are set up incorrectly should display as in comm
failure.

o Mostly, special data point types show problems, such as TPG, scripts,
PLC time setup, etc. A data point may contain a script which is not
supported in Merbon SCADA, a TPG may contain invalid exceptions, or
the data type may overflow if its value is too high.
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9 Unsupported scripts in RcWare Vision

Full compatibility of scripts can not be maintained due to different architecture

against RcWare Vision. Scripts must be considered individually for each project.

RcWare Vision evaluates scripts in the application GUI. The Merbon SCADA
components are running on a server. This means that any interactivity, 3rd parties code

integration, etc. are not supported.

RcWare Vision is tolerant to script errors. Components do have more strict

supervision, and if a script error appears, the result is undefinable.
Script functions which are not supported in Merbon SCADA:

GetValueFromDialog()

GetParticularData() and other database read functions
GetLoggedUserName()

TimeProgFunc()

SetParameter()

SendSMS()

RunRClInternalFunction()

GetConnectionStatus()

SetUserButtonPressed()

InterfaceAlarmEnabled()
Time functions in scripts now work in the UTC time zone (rather than following

the local time). This is because they are processed on the server, and the time zone of

the client platform is thus unknown.
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